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Praise for the First Edition of TCP/IP lllustrated, Volume 1: The Protocols

“This is sure to be the bible for TCP/IP developers and users. Within minutes of picking
up the text, I encountered several scenarios that had tripped up both my colleagues and
myself in the past. Stevens reveals many of the mysteries once held tightly by the ever-
elusive networking gurus. Having been involved in the implementation of TCP/IP for
some years now, I consider this by far the finest text to date.”

—Robert A. Ciampa, network engineer, Synernetics, division of 3COM

“While all of Stevens’ books are readable and technically excellent, this new opus is awe-
some. Although many books describe the TCP/IP protocols, Stevens provides a level of
depth and real-world detail lacking from the competition. He puts the reader inside
TCP/IP using a visual approach and shows the protocols in action.”

—Steven Baker, networking columnist, Unix Review

“TCP/IP Illustrated, Volume 1, is an excellent reference for developers, network admin-
istrators, or anyone who needs to understand TCP/IP technology. TCP/IP Illustrated is
comprehensive in its coverage of TCP/IP topics, providing enough details to satisfy the
experts while giving enough background and commentary for the novice.”

—Bob Williams, vice president, Marketing, NetManage, Inc.

“... [T]he difference is that Stevens wants to show as well as tell about the protocols.
His principal teaching tools are straightforward explanations, exercises at the ends of
chapters, byte-by-byte diagrams of headers and the like, and listings of actual traffic as
examples.”

—Walter Zintz, UnixWorld

“Much better than theory only. . . . W. Richard Stevens takes a multihost-based configu-
ration and uses it as a travelogue of TCP/IP examples with illustrations. TCP/IP Illus-
trated, Volume 1, is based on practical examples that reinforce the theory—distinguishing
this book from others on the subject, and making it both readable and informative.”

—Peter M. Haverlock, consultant, IBM TCP/IP Development

“The diagrams he uses are excellent and his writing style is clear and readable. In sum,
Stevens has made a complex topic easy to understand. This book merits everyone’s atten-
tion. Please read it and keep it on your bookshelf.”

—Elizabeth Zinkann, sys admin

“W. Richard Stevens has produced a fine text and reference work. It is well organized
and very clearly written with, as the title suggests, many excellent illustrations expos-
ing the intimate details of the logic and operation of IP, TCP, and the supporting cast of
protocols and applications.”

—Scott Bradner, consultant, Harvard University OIT/NSD
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Foreword

Rarely does one find a book on a well-known topic that is both historically and
technically comprehensive and remarkably accurate. One of the things I admire
about this work is the “warts and all” approach that gives it such credibility. The
TCP/IP architecture is a product of the time in which it was conceived. That it has
been able to adapt to growing requirements in many dimensions by factors of a
million or more, to say nothing of a plethora of applications, is quite remarkable.
Understanding the scope and limitations of the architecture and its protocols is a
sound basis from which to think about future evolution and even revolution.

During the early formulation of the Internet architecture, the notion of “enter-
prise” was not really recognized. In consequence, most networks had their own
IP address space and “announced” their addresses in the routing system directly.
After the introduction of commercial service, Internet Service Providers emerged
as intermediaries who “announced” Internet address blocks on behalf of their cus-
tomers. Thus, most of the address space was assigned in a “provider dependent”
fashion. “Provider independent” addressing was unusual. The net result (no pun
intended) led to route aggregation and containment of the size of the global rout-
ing table. While this tactic had benefits, it also created the “multi-homing” prob-
lem since users of provider-dependent addresses did not have their own entries
in the global routing table. The IP address “crunch” also led to Network Address
Translation, which also did not solve provider dependence and multi-homing
problems.

Reading through this book evokes a sense of wonder at the complexity that
has evolved from a set of relatively simple concepts that worked with a small num-
ber of networks and application circumstances. As the chapters unfold, one can
see the level of complexity that has evolved to accommodate an increasing number
of requirements, dictated in part by new deployment conditions and challenges, to
say nothing of sheer growth in the scale of the system.

The issues associated with securing “enterprise” users of the Internet also led
to firewalls that are intended to supply perimeter security. While useful, it has
become clear that attacks against local Internet infrastructure can come through

XXV



xxvi

Foreword

internal compromises (e.g., an infected computer is put onto an internal network
or an infected thumb-drive is used to infect an internal computer through its USB
port).

It has become apparent that, in addition to a need to expand the Internet
address space through the introduction of IP version 6, with its 340 trillion tril-
lion trillion addresses, there is also a strong need to introduce various security-
enhancing mechanisms such as the Domain Name System Security Extension
(DNSSEC) among many others.

What makes this book unique, in my estimation, is the level of detail and atten-
tion to history. It provides background and a sense for the ways in which solutions
to networking problems have evolved. It is relentless in its effort to achieve preci-
sion and to expose remaining problem areas. For an engineer determined to refine
and secure Internet operation or to explore alternative solutions to persistent prob-
lems, the insights provided by this book will be invaluable. The authors deserve
credit for a thorough rendering of the technology of today’s Internet.

Woodhurst Vint Cerf
June 2011



Preface to the Second Edition

Welcome to the second edition of TCP/IP Illustrated, Volume 1. This book aims
to provide a detailed, current look at the TCP/IP protocol suite. Instead of just
describing how the protocols operate, we show the protocols in operation using
a variety of analysis tools. This helps you better understand the design decisions
behind the protocols and how they interact with each other, and it simultaneously
exposes you to implementation details without your having to read through the
implementation’s software source code or set up an experimental laboratory. Of
course, reading source code or setting up a laboratory will only help to increase
your understanding.

Networking has changed dramatically in the past three decades. Originally a
research project and object of curiosity, the Internet has become a global commu-
nication fabric upon which governments, businesses, and individuals depend. The
TCP/IP suite defines the underlying methods used to exchange information by
every device on the Internet. After more than a decade of delay, the Internet and
TCP/IP itself are now undergoing an evolution, to incorporate IPv6. Throughout
the text we will discuss both IPv6 and the current IPv4 together, but we high-
light the differences where they are important. Unfortunately, they do not directly
interoperate, so some care and attention are required to appreciate the impact of
the evolution.

The book is intended for anyone wishing to better understand the current set
of TCP/IP protocols and how they operate: network operators and administrators,
network software developers, students, and users who deal with TCP/IP. We have
included material that should be of interest to both new readers as well as those
familiar with the material from the first edition. We hope you will find the cover-
age of the new and older material useful and interesting,.

Comments on the First Edition

Nearly two decades have passed since the publication of the first edition of TCP/IP
Hlustrated, Volume 1. Tt continues to be a valuable resource for both students and
professionals in understanding the TCP/IP protocols at a level of detail difficult to
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obtain in competing texts. Today it remains among the best references for detailed
information regarding the operation of the TCP/IP protocols. However, even the
best books concerned with information and communications technology become
dated after a time, and the TCP/IP Illustrated series is no exception. In this edition,
I hope to thoroughly update the pioneering work of Dr. Stevens with coverage of
new material while maintaining the exceptionally high standard of presentation
and detail common to his numerous books.

The first edition covers a broad set of protocols and their operation, ranging
from the link layer all the way to applications and network management. Today,
covering this breadth of material comprehensively in a single volume would
produce a very lengthy text indeed. For this reason, the second edition focuses
specifically on the core protocols: those relatively low-level protocols used most
frequently in providing the basic services of configuration, naming, data delivery,
and security for the Internet. Detailed discussions of applications, routing, Web
services, and other important topics are postponed to subsequent volumes.

Considerable progress has been made in improving the robustness and com-
pliance of TCP/IP implementations to their corresponding specifications since the
publication of the first edition. While many of the examples in the first edition
highlight implementation bugs or noncompliant behaviors, these problems have
largely been addressed in currently available systems, at least for IPv4. This fact
is not terribly surprising, given the greatly expanded use of the TCP/IP protocols
in the last 18 years. Misbehaving implementations are a comparative rarity, which
attests to a certain maturity of the protocol suite as a whole. The problems encoun-
tered in the operation of the core protocols nowadays often relate to intentional
exploitation of infrequently used protocol features, a form of security concern that
was not a primary focus in the first edition but one that we spend considerable
effort to address in the second edition.

The Internet Milieu of the Twenty-first Century

The usage patterns and importance of the Internet have changed considerably
since the publication of the first edition. The most obvious watershed event was
the creation and subsequent intense commercialization of the World Wide Web
starting in the early 1990s. This event greatly accelerated the availability of the
Internet to large numbers of people with various (sometimes conflicting) motiva-
tions. As such, the protocols and systems originally implemented in a small-scale
environment of academic cooperation have been stressed by limited availability of
addresses and an increase of security concerns.

In response to the security threats, network and security administrators have
introduced special control elements into the network. It is now common practice to
place a firewall at the point of attachment to the Internet, for both large enterprises
as well as small businesses and homes. As the demand for IP addresses and secu-
rity has increased over the last decade, Network Address Translation (NAT) is now
supported in virtually all current-generation routers and is in widespread use. It
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has eased the pressure on Internet address availability by allowing sites to obtain
a comparatively small number of routable Internet addresses from their service
providers (one for each simultaneously online user), yet assign a very large num-
ber of addresses to local computers without further coordination. A consequence
of NAT deployment has been a slowing of the migration to IPv6 (which provides
for an almost incomprehensibly large number of addresses) and interoperability
problems with some older protocols.

As the users of personal computers began to demand Internet connectivity
by the mid-1990s, the largest supplier of PC software, Microsoft, abandoned its
original policy of offering only proprietary alternatives to the Internet and instead
undertook an effort to embrace TCP/IP compatibility in most of its products.
Since then, personal computers running their Windows operating system have
come to dominate the mix of PCs presently connected to the Internet. Over time,
a significant rise in the number of Linux-based systems means that such systems
now threaten to displace Microsoft as the frontrunner. Other operating systems,
including Oracle Solaris and Berkeley’s BSD-based systems, which once repre-
sented the majority of Internet-connected systems, are now a comparatively small
component of the mix. Apple’s OS X (Mach-based) operating system has risen as
a new contender and is gaining in popularity, especially among portable com-
puter users. In 2003, portable computer (laptop) sales exceeded desktop sales as
the majority of personal computer types sold, and their proliferation has sparked
a demand for widely deployed, high-speed Internet access supported by wire-
less infrastructure. It is projected that the most common method for accessing the
Internet from 2012 and beyond will be smartphones. Tablet computers also repre-
sent an important growing contender.

Wireless networks are now available at a large number of locations such as
restaurants, airports, coffeehouses, and other public places. They typically pro-
vide short-range free or pay-for-use (flat-rate) high-speed wireless Internet con-
nections using hardware compatible with commonly used office or home local
area network installations. A set of alternative “wireless broadband” technolo-
gies based on cellular telephone standards (e.g., LTE, HSPA, UMTS, EV-DO) are
becoming widely available in developed regions of the world (and some develop-
ing regions of the words that are “leapfrogging” to newer wireless technology),
offering longer-range operation, often at somewhat reduced bandwidths and with
volume-based pricing. Both types of infrastructure address the desire of users to
be mobile while accessing the Internet, using either portable computers or smaller
devices. In either case, mobile end users accessing the Internet over wireless net-
works pose two significant technical challenges to the TCP/IP protocol archi-
tecture. First, mobility affects the Internet’s routing and addressing structure by
breaking the assumption that hosts have addresses assigned to them based upon
the identity of their nearby router. Second, wireless links may experience outages
and therefore cause data to be lost for reasons other than those typical of wired
links (which generally do not lose data unless too much traffic is being injected
into the network).
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Finally, the Internet has fostered the rise of so-called peer-to-peer applica-
tions forming “overlay” networks. Peer-to-peer applications do not rely on a cen-
tral server to accomplish a task but instead determine a set of peer computers with
which they can communicate and interact to accomplish a task. The peer computers
are operated by other end users and may come and go rapidly compared to a fixed
server infrastructure. The “overlay” concept captures the fact that such interact-
ing peers themselves form a network, overlaid atop the conventional TCP/IP-based
network (which, one may observe, is itself an overlay above the underlying physi-
cal links). The development of peer-to-peer applications, while of intense interest
to those who study traffic flows and electronic commerce, has not had a profound
impact on the core protocols described in Volume 1 per se, but the concept of overlay
networks has become an important consideration for networking technology more
generally.

Content Changes for the Second Edition

Regarding content in the text, the most important changes from the first edition
are a restructuring of the scope of the overall text and the addition of significant
material on security. Instead of attempting to cover nearly all common protocols
in use at every layer in the Internet, the present text focuses in detail first on the
non-security core protocols in widespread use, or that are expected to be in wide-
spread use in the near future: Ethernet (802.3), Wi-Fi (802.11), PPP, ARP, IPv4, IPv6,
UDP, TCP, DHCP, and DNS. These protocols are likely to be encountered by sys-
tem administrators and users alike.

In the second edition, security is covered in two ways. First, in each appropriate
chapter, a section devoted to describing known attacks and their countermeasures
relating to the protocol described in the chapter is included. These descriptions
are not presented as a recipe for constructing attacks but rather as a practical indi-
cation of the kinds of problems that may arise when protocol implementations (or
specifications, in some cases) are insufficiently robust. In today’s Internet, incom-
plete specification or lax implementation practice can lead to mission-critical sys-
tems being compromised by even relatively unsophisticated attacks.

The second important discussion of security occurs in Chapter 18, where
security and cryptography are studied in some detail, including protocols such as
IPsec, TLS, DNSSEC, and DKIM. These protocols are now understood to be impor-
tant for implementing any service or application expected to maintain integrity
or secure operation. As the Internet has increased in commercial importance, the
need for security (and the number of threats to it) has grown proportionally.

Although IPv6 was not included in the first edition, there is now reason to
believe that the use of IPv6 may increase significantly with the exhaustion of
unallocated IPv4 address groups in February 2011. IPv6 was conceived largely
to address the problems of IPv4 address depletion and, and while not nearly as
common as IPv4 today, is becoming more important as a growing number of
small devices (such as cellular telephones, household devices, and environmental
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sensors) become attached to the Internet. Events such as the World IPv6 Day (June
8, 2011) helped to demonstrate that the Internet can continue to work even as the
underlying protocols are modified and augmented in a significant way.

A second consideration for the structure of the second edition is a deemphasis
of the protocols that are no longer commonly used and an update of the descrip-
tions of those that have been revised substantially since the publication of the
first edition. The chapters covering RARP, BOOTP, NFS, SMTP, and SNMP have
been removed from the book, and the discussion of the SLIP protocol has been
abandoned in favor of expanded coverage of DHCP and PPP (including PPPoE).
The function of IP forwarding (described in Chapter 9 in the first edition) has
been integrated with the overall description of the IPv4 and IPv6 protocols in
Chapter 5 of this edition. The discussion of dynamic routing protocols (RIP, OSPF,
and BGP) has been removed, as the latter two protocols alone could each conceiv-
ably merit a book-long discussion. Starting with ICMP, and continuing through IP,
TCP, and UDP, the impact of operation using IPv4 versus IPv6 is discussed in any
cases where the difference in operation is significant. There is no specific chapter
devoted solely to IPv6; instead, its impact relative to each existing core protocol is
described where appropriate. Chapters 15 and 25-30 of the first edition, which are
devoted to Internet applications and their supporting protocols, have been largely
removed; what remains only illustrates the operation of the underlying core pro-
tocols where necessary.

Several chapters covering new material have been added. The first chapter
begins with a general introduction to networking issues and architecture, followed
by a more Internet-specific orientation. The Internet’s addressing architecture is
covered in Chapter 2. A new chapter on host configuration and how a system “gets
on” the network appears as Chapter 6. Chapter 7 describes firewalls and Network
Address Translation (NAT), including how NATs are used in partitioning address
space between routable and nonroutable portions. The set of tools used in the first
edition has been expanded to include Wireshark (a free network traffic monitor
application with a graphical user interface).

The target readership for the second edition remains identical to that of the
first edition. No prior knowledge of networking concepts is required for approach-
ing it, although the advanced reader should benefit from the level of detail and
references. A rich collection of references is included in each chapter for the inter-
ested reader to pursue.

Editorial Changes for the Second Edition

The general flow of material in the second edition remains similar to that of the
first edition. After the introductory material (Chapters 1 and 2), the protocols are
presented in a bottom-up fashion to illustrate how the goal of network communi-
cation presented in the introduction is realized in the Internet architecture. As in
the first edition, actual packet traces are used to illustrate the operational details
of the protocols, where appropriate. Since the publication of the first edition, freely
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available packet capture and analysis tools with graphical interfaces have become
available, extending the capabilities of the tcpdump program used in the first
edition. In the present text, tcpdump is used when the points to be illustrated
are easily conveyed by examining the output of a text-based packet capture tool.
In most other cases, however, screen shots of the Wireshark tool are used. Please
be aware that some output listings, including snapshots of tcpdump output, are
wrapped or simplified for clarity.

The packet traces shown typically illustrate the behavior of one or more parts
of the network depicted on the inside of the front book cover. It represents a broad-
band-connected “home” environment (typically used for client access or peer-to-
peer networking), a “public” environment (e.g., coffee shop), and an enterprise
environment. The operating systems used for examples include Linux, Windows,
FreeBSD, and Mac OS X. Various versions are used, as many different OS versions
are in use on the Internet today.

The structure of each chapter has been slightly modified from the first edi-
tion. Each chapter begins with an introduction to the chapter topic, followed in
some cases by historical notes, the details of the chapter, a summary, and a set of
references. A section near the end of most chapters describes security concerns
and attacks. The per-chapter references represent a change for the second edition.
They should make each chapter more self-contained and require the reader to
perform fewer “long-distance page jumps” to find a reference. Some of the refer-
ences are now enhanced with WWW URLs for easier access online. In addition,
the reference format for papers and books has been changed to a somewhat more
compact form that includes the first initial of each author’s last name followed by
the last two digits of the year (e.g., the former [Cerf and Kahn 1974] is now short-
ened to [CK74]). For the numerous RFC references used, the RFC number is used
instead of the author names. This follows typical RFC conventions and has the
side benefit of grouping all the RFC references together in the reference lists.

On a final note, the typographical conventions of the TCP/IP Illustrated series
have been maintained faithfully. However, the present author elected to use an
editor and typesetting package other than the Troff system used by Dr. Stevens
and some other authors of the Addison-Wesley Professional Computing Series col-
lection. Thus, the particular task of final copyediting could take advantage of the
significant expertise of Barbara Wood, the copy editor generously made available
to me by the publisher. We hope you will be pleased with the results.

Berkeley, California Kevin R. Fall
September 2011
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Introduction

This book describes the TCP/IP protocol suite, but from a different perspective
than other texts on TCP/IP. Instead of just describing the protocols and what they
do, we’ll use a popular diagnostic tool to watch the protocols in action. Seeing how
the protocols operate in varying circumstances provides a greater understanding
of how they work and why certain design decisions were made. It also provides
a look into the implementation of the protocols, without having to wade through
thousands of lines of source code.

When networking protocols were being developed in the 1960s through
the 1980s, expensive, dedicated hardware was required to see the packets going
“across the wire.” Extreme familiarity with the protocols was also required to
comprehend the packets displayed by the hardware. Functionality of the hard-
ware analyzers was limited to that built in by the hardware designers.

Today this has changed dramatically with the ability of the ubiquitous work-
station to monitor a local area network [Mogul 1990]. Just attach a workstation to
your network, run some publicly available software, and watch what goes by on
the wire. While many people consider this a tool to be used for diagnosing network
problems, it is also a powerful tool for understanding how the network protocols
operate, which is the goal of this book.

This book is intended for anyone wishing to understand how the TCP/IP pro-
tocols operate: programmers writing network applications, system administrators
responsible for maintaining computer systems and networks utilizing TCP/IP,
and users who deal with TCP/IP applications on a daily basis.
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Typographical Conventions

When we display interactive input and output we’ll show our typed input in a
bold font, and the computer output 1ike this. Comments are added in italics.

bsdi % telnet svr4 discard connect to the discard server
Trying 140.252.13.34... this line and next output by Telnet client
Connected to svr4.

Also, we always include the name of the system as part of the shell prompt (bsdi
in this example) to show on which host the command was run.

Note

Throughout the text we’ll use indented, parenthetical notes such as this to
describe historical points or implementation details.

We sometimes refer to the complete description of a command on the Unix man-
ual as in ifconfig(8). This notation, the name of the command followed by a
number in parentheses, is the normal way of referring to Unix commands. The
number in parentheses is the section number in the Unix manual of the “manual
page” for the command, where additional information can be located. Unfortu-
nately not all Unix systems organize their manuals the same, with regard to the
section numbers used for various groupings of commands. We’ll use the BSD-
style section numbers (which is the same for BSD-derived systems such as SunOS
4.1.3), but your manuals may be organized differently.
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Introduction

Effective communication depends on the use of a common language. This is true
for humans and other animals as well as for computers. When a set of common
behaviors is used with a common language, a protocol is being used. The first defi-
nition of a protocol, according to the New Oxford American Dictionary, is

The official procedure or system of rules governing affairs of state or diplomatic
occasions.

We engage in many protocols every day: asking and responding to questions,
negotiating business transactions, working collaboratively, and so on. Computers
also engage in a variety of protocols. A collection of related protocols is called a
protocol suite. The design that specifies how various protocols of a protocol suite
relate to each other and divide up tasks to be accomplished is called the architec-
ture or reference model for the protocol suite. TCP/IP is a protocol suite that imple-
ments the Internet architecture and draws its origins from the ARPANET Reference
Model (ARM) [RFC0871]. The ARM was itself influenced by early work on packet
switching in the United States by Paul Baran [B64] and Leonard Kleinrock [K64],
in the UK. by Donald Davies [DBSW66], and in France by Louis Pouzin [P73].
Other protocol architectures have been specified over the years (e.g., the ISO pro-
tocol architecture [Z80], Xerox’s XNS [X85], and IBM’s SNA [196]), but TCP/IP has
become the most popular. There are several interesting books that focus on the
history of computer communications and the development of the Internet, such as
[PO7] and [WO02].

It is worth mentioning that the TCP/IP architecture evolved from work that
addressed a need to provide interconnection of multiple different packet-switched
computer networks [CK74]. This was accomplished using a set of gateways (later
called routers) that provided a translation function between each otherwise incom-
patible network. The resulting “concatenated” network or catenet (later called inter-
network) would be much more useful, as many more nodes offering a wide variety
of services could communicate. The types of uses that a global network might
offer were envisioned years before the protocol architecture was fully developed.
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In 1968, for example, J. C. R. Licklider and Bob Taylor foresaw the potential uses
for a global interconnected communication network to support “supercommuni-
ties” [LT68]:

Today the on-line communities are separated from one another functionally as
well as geographically. Each member can look only to the processing, storage and
software capability of the facility upon which his community is centered. But
now the move is on to interconnect the separate communities and thereby trans-
form them into, let us call it, a supercommunity. The hope is that interconnection
will make available to all members of all the communities the programs and data
resources of the entire supercommunity . . . The whole will constitute a labile net-
work of networks—ever-changing in both content and configuration.

Thus, it is apparent that the global network concept underpinning the ARPA-
NET and later the Internet was designed to support many of the types of uses we
enjoy today. However, getting to this point was neither simple nor obvious. The
success resulted from paying careful attention to design and engineering, innova-
tive users and developers, and the availability of sufficient resources to move from
concept to prototype and, eventually, to commercial networking products.

This chapter provides an overview of the Internet architecture and TCP/IP
protocol suite, to provide some historical context and to establish an adequate
background for the remaining chapters. Architectures (both protocol and physi-
cal) really amount to a set of design decisions about what features should be sup-
ported and where such features should be logically implemented. Designing an
architecture is more art than science, yet we shall discuss some characteristics of
architectures that have been deemed desirable over time. The subject of network
architecture has been undertaken more broadly in the text by Day [D08], one of
few such treatments.

Architectural Principles

The TCP/IP protocol suite allows computers, smartphones, and embedded devices
of all sizes, supplied from many different computer vendors and running totally
different software, to communicate with each other. By the turn of the twenty-first
century it has become a necessity for modern communication, entertainment, and
commerce. It is truly an open system in that the definition of the protocol suite and
many of its implementations are publicly available at little or no charge. It forms
the basis for what is called the global Internet, or the Internet, a wide area network
(WAN) of about two billion users that literally spans the globe (as of 2010, about
30% of the world’s population). Although many people consider the Internet and
the World Wide Web (WWW) to be interchangeable terms, we ordinarily refer to
the Internet in terms of its ability to provide basic communication of messages
between computers. We refer to WWW as an application that uses the Internet for
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communication. It is perhaps the most important Internet application that brought
Internet technology to world attention in the early 1990s.

Several goals guided the creation of the Internet architecture. In [C88], Clark
recounts that the primary goal was to “develop an effective technique for mul-
tiplexed utilization of existing interconnected networks.” The essence of this
statement is that the Internet architecture should be able to interconnect multiple
distinct networks and that multiple activities should be able to run simultane-
ously on the resulting interconnected network. Beyond this primary goal, Clark
provides a list of the following second-level goals:

¢ Internetcommunication must continue despite loss of networks or gateways.
¢ The Internet must support multiple types of communication services.
¢ The Internet architecture must accommodate a variety of networks.

* The Internet architecture must permit distributed management of its
resources.

¢ The Internet architecture must be cost-effective.

¢ The Internet architecture must permit host attachment with a low level of
effort.

¢ The resources used in the Internet architecture must be accountable.

Many of the goals listed could have been supported with somewhat different
design decisions from those ultimately selected. However, a few design options
were gaining momentum when these architectural principles were being formu-
lated that influenced the designers in the particular choices they made. We will
mention some of the more important ones and their consequences.

Packets, Connections, and Datagrams

Up to the 1960s, the concept of a network was based largely on the telephone net-
work. It was developed to connect telephones to each other for the duration of a
call. A call was normally implemented by establishing a connection from one party
to another. Establishing a connection meant that a circuit (initially, a physical elec-
trical circuit) was made between one telephone and another for the duration of a
call. When the call was complete, the connection was cleared, allowing the circuit
to be used by other users’ calls. The call duration and identification of the connec-
tion endpoints were used to perform billing of the users. When established, the
connection provided each user a certain amount of bandwidth or capacity to send
information (usually voice sounds). The telephone network progressed from its
analog roots to digital, which greatly improved its reliability and performance.
Data inserted into one end of a circuit follows some preestablished path through
the network switches and emerges on the other side in a predictable fashion,
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usually with some upper bound on the time (latency). This gives predictable ser-
vice, as long as a circuit is available when a user needs one. Circuits allocate a
pathway through the network that is reserved for the duration of a call, even if
they are not entirely busy. This is a common experience today with the phone
network—as long as a call is taking place, even if we are not saying anything, we
are being charged for the time.

One of the important concepts developed in the 1960s (e.g., in [B64]) was the
idea of packet switching. In packet switching, “chunks” (packets) of digital informa-
tion comprising some number of bytes are carried through the network somewhat
independently. Chunks coming from different sources or senders can be mixed
together and pulled apart later, which is called multiplexing. The chunks can be
moved around from one switch to another on their way to a destination, and
the path might be subject to change. This has two potential advantages: the net-
work can be more resilient (the designers were worried about the network being
physically attacked), and there can be better utilization of the network links and
switches because of statistical multiplexing.

When packets are received at a packet switch, they are ordinarily stored in buf-
fer memory or queue and processed in a first-come-first-served (FCFS) fashion. This
is the simplest method for scheduling the way packets are processed and is also
called first-in-first-out (FIFO). FIFO buffer management and on-demand schedul-
ing are easily combined to implement statistical multiplexing, which is the pri-
mary method used to intermix traffic from different sources on the Internet. In
statistical multiplexing, traffic is mixed together based on the arrival statistics or
timing pattern of the traffic. Such multiplexing is simple and efficient, because if
there is any network capacity to be used and traffic to use it, the network will be
busy (high utilization) at every bottleneck or choke point. The downside of this
approach is limited predictability—the performance seen by any particular appli-
cation depends on the statistics of other applications that are sharing the network.
Statistical multiplexing is like a highway where the cars can change lanes and
ultimately intersperse in such a way that any point of constriction is as busy as it
can be.

Alternative techniques, such as time-division multiplexing (TDM) and static mul-
tiplexing, typically reserve a certain amount of time or other resources for data on
each connection. Although such techniques can lead to more predictability, a fea-
ture useful for supporting constant bit rate telephone calls, they may not fully uti-
lize the network capacity because reserved bandwidth may go unused. Note that
while circuits are straightforwardly implemented using TDM techniques, virtual
circuits (VCs) that exhibit many of the behaviors of circuits but do not depend on
physical circuit switches can be implemented atop connection-oriented packets.
This is the basis for a protocol known as X.25 that was popular until about the
early 1990s when it was largely replaced with Frame Relay and ultimately digital
subscriber line (DSL) technology and cable modems supporting Internet connectiv-
ity (see Chapter 3).



Section 1.1 Architectural Principles 5

The VC abstraction and connection-oriented packet networks such as X.25
required some information or state to be stored in each switch for each connec-
tion. The reason is that each packet carries only a small bit of overhead informa-
tion that provides an index into a state table. For example, in X.25 the 12-bit logical
channel identifier (LCI) or logical channel number (LCN) serves this purpose. At each
switch, the LCI or LCN is used in conjunction with the per-flow state in each switch
to determine the next switch along the path for the packet. The per-flow state is
established prior to the exchange of data on a VC using a signaling protocol that
supports connection establishment, clearing, and status information. Such net-
works are consequently called connection-oriented.

Connection-oriented networks, whether built on circuits or packets, were the
most prevalent form of networking for many years. In the late 1960s, another option
was developed known as the datagram. Attributed in origin to the CYCLADES
[P73] system, a datagram is a special type of packet in which all the identify-
ing information of the source and final destination resides inside the packet itself
(instead of in the packet switches). Although this tends to require larger packets,
per-connection state at packet switches is no longer required and a connectionless
network could be built, eliminating the need for a (complicated) signaling proto-
col. Datagrams were eagerly embraced by the designers of the early Internet, and
this decision had profound implications for the rest of the protocol suite.

One other related concept is that of message boundaries or record markers. As
shown in Figure 1-1, when an application sends more than one chunk of infor-
mation into the network, the fact that more than one chunk was written may or

Application Writes to Application Reads from
Network Network
Protocol That
‘ w2 ‘ ‘ W1 bytes — Preserves Message —» ‘ w2 H W1 bytes ‘
N y Boundaries N y
4 4
Application invokes Application “read”
“write” function 3 times functions return same
with sizes W1, W2, W3 size as corresponding
/\ writes (W1, W2, W3)
s Protocol That Does Not
[wa] [ w2 [[  wi — Preserve Message — [rR[rR[R] [R]R]R]
Boundaries N Y,
~

Application “read” functions return
however much application requests
(e.g., 6 reads, R bytes each)

Figure 1-1 Applications write messages that are carried in protocols. A message boundary is the position or
byte offset between one write and another. Protocols that preserve message boundaries indicate
the position of the sender’s message boundaries at the receiver. Protocols that do not preserve
message boundaries (e.g., streaming protocols like TCP) ignore this information and do not make
it available to a receiver. As a result, applications may need to implement their own methods to
indicate a sender’s message boundaries if this capability is required.
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may not be preserved by the communication protocol. Most datagram protocols
preserve message boundaries. This is natural because the datagram itself has a
beginning and an end. However, in a circuit or VC network, it is possible that an
application may write several chunks of data, all of which are read together as one
or more different-size chunks by a receiving application. These types of protocols
do not preserve message boundaries. In cases where an underlying protocol fails
to preserve message boundaries but they are needed by an application, the appli-
cation must provide its own.

The End-to-End Argument and Fate Sharing

When large systems such as an operating system or protocol suite are being
designed, a question often arises as to where a particular feature or function
should be placed. One of the most important principles that influenced the design
of the TCP/IP suite is called the end-to-end argument [SRC84]:

The function in question can completely and correctly be implemented only with
the knowledge and help of the application standing at the end points of the com-
munication system. Therefore, providing that questioned function as a feature of
the communication itself is not possible. (Sometimes an incomplete version of the
function provided by the communication system may be useful as a performance
enhancement.)

This argument may seem fairly straightforward upon first reading but can
have profound implications for communication system design. It argues that cor-
rectness and completeness can be achieved only by involving the application or
ultimate user of the communication system. Efforts to correctly implement what
the application is “likely” to need are doomed to incompleteness. In short, this
principle argues that important functions (e.g., error control, encryption, delivery
acknowledgment) should usually not be implemented at low levels (or layers; see
Section 1.2.1) of large systems. However, low levels may provide capabilities that
make the job of the endpoints somewhat easier and consequently may improve
performance. A nuanced reading reveals that this argument suggests that low-
level functions should not aim for perfection because a perfect guess at what the
application may require is unlikely to be possible.

The end-to-end argument tends to support a design with a “dumb” network
and “smart” systems connected to the network. This is what we see in the TCP/IP
design, where many functions (e.g., methods to ensure that data is not lost, con-
trolling the rate at which a sender sends) are implemented in the end hosts where
the applications reside. The selection of which functions are implemented together
in the same computer or network or software stack is the subject of another related
principle known as fate sharing [C88].

Fate sharing suggests placing all the necessary state to maintain an active
communication association (e.g., virtual connection) at the same location with
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the communicating endpoints. With this reasoning, the only type of failure that
destroys communication is one that also destroys one or more of the endpoints,
which obviously destroys the overall communication anyhow. Fate sharing is one
of the design philosophies that allows virtual connections (e.g., those implemented
by TCP) to remain active even if connectivity within the network has failed for a
(modest) period of time. Fate sharing also supports a “dumb network with smart
end hosts” model, and one of the ongoing tensions in today’s Internet is what
functions reside in the network and what functions do not.

Error Control and Flow Control

There are some circumstances where data within a network gets damaged or lost.
This can be for a variety of reasons such as hardware problems, radiation that
modifies bits while being transmitted, being out of range in a wireless network,
and other factors. Dealing with such errors is called error control, and it can be
implemented in the systems constituting the network infrastructure, or in the sys-
tems that attach to the network, or some combination. Naturally, the end-to-end
argument and fate sharing would suggest that error control be implemented close
to or within applications.

Usually, if a small number of bit errors are of concern, a number of mathemati-
cal codes can be used to detect and repair the bit errors when data is received or
while it is in transit [LC04]. This task is routinely performed within the network.
When more severe damage occurs in a packet network, entire packets are usu-
ally resent or retransmitted. In circuit-switched or VC-switched networks such as
X.25, retransmission tends to be done inside the network. This may work well for
applications that require strict in-order, error-free delivery of their data, but some
applications do not require this capability and do not wish to pay the costs (such
as connection establishment and potential retransmission delays) to have their
data reliably delivered. Even a reliable file transfer application does not really care
in what order the chunks of file data are delivered, provided it is eventually satis-
fied that all chunks are delivered without errors and can be reassembled back into
the original order.

As an alternative to the overhead of reliable, in-order delivery implemented
within the network, a different type of service called best-effort delivery was
adopted by Frame Relay and the Internet Protocol. With best-effort delivery, the
network does not expend much effort to ensure that data is delivered without
errors or gaps. Certain types of errors are usually detected using error-detecting
codes or checksums, such as those that might affect where a datagram is directed,
but when such errors are detected, the errant datagram is merely discarded with-
out further action.

If best-effort delivery is successful, a fast sender can produce information at
a rate that exceeds the receiver’s ability to consume it. In best-effort IP networks,
slowing down a sender is achieved by flow control mechanisms that operate out-
side the network and at higher levels of the communication system. In particular,
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TCP handles this type of problem, and we shall discuss it in detail in Chapters 15
and 16. This is consistent with the end-to-end argument: TCP, which resides at the
end hosts, handles rate control. It is also consistent with fate sharing: the approach
allows some elements of the network infrastructure to fail without necessarily
affecting the ability of the devices outside the network to communicate (as long as
some communication path continues to operate).

Design and Implementation

Although a protocol architecture may suggest a certain approach to implemen-
tation, it usually does not include a mandate. Consequently, we make a distinc-
tion between the protocol architecture and the implementation architecture, which
defines how the concepts in a protocol architecture may be rendered into exis-
tence, usually in the form of software.

Many of the individuals responsible for implementing the protocols for the
ARPANET were familiar with the software structuring of operating systems, and
an influential paper describing the “THE” multiprogramming system [D68] advo-
cated the use of a hierarchical structure as a way to deal with verification of the
logical soundness and correctness of a large software implementation. Ultimately,
this contributed to a design philosophy for networking protocols involving mul-
tiple layers of implementation (and design). This approach is now called layering
and is the usual approach to implementing protocol suites.

Layering

With layering, each layer is responsible for a different facet of the communica-
tions. Layers are beneficial because a layered design allows developers to evolve
different portions of the system separately, often by different people with some-
what different areas of expertise. The most frequently mentioned concept of pro-
tocol layering is based on a standard called the Open Systems Interconnection (OSI)
model [Z80] as defined by the International Organization for Standardization
(ISO). Figure 1-2 shows the standard OSI layers, including their names, numbers,
and a few examples. The Internet’s layering model is somewhat simpler, as we
shall see in Section 1.3.

Although the OSI model suggests that seven logical layers may be desirable
for modularity of a protocol architecture implementation, the TCP/IP architec-
ture is normally considered to consist of five. There was much debate about the
relative benefits and deficiencies of the OSI model, and the ARPANET model that
preceded it, during the early 1970s. Although it may be fair to say that TCP/IP
ultimately “won,” a number of ideas and even entire protocols from the ISO pro-
tocol suite (protocols standardized by ISO that follow the OSI model) have been
adopted for use with TCP/IP (e.g., IS-IS [RFC3787]).
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Number Name Description/Example
7 Application Specifies methods for accomplishing some user-initiated task. Application-layer protocols tend to
pp be devised and implemented by application developers. Examples include FTP, Skype, etc.
. Specifies methods for expressing data formats and translation rules for applications. A standard
6 Presentation example would be conversion of EBCDIC to ASCII coding for characters (but of little concern
o today). Encryption is sometimes associated with this layer but can also be found at other layers.
[%]
o
T . Specifies methods for multiple connections constituting a communication session. These may
5 Session include closing connections, restarting connections, and checkpointing progress. ISO X.225 is a
session-layer protocol.
Specifies methods for connections or associations between multiple programs running on the
4 Transport same computer system. This layer may also implement reliable delivery if not implemented
elsewhere (e.g., Internet TCP, ISO TP4).
Network or Specifies methods for communicating in a multihop fashion across potentially different types of
3 3 link networks. For packet networks, describes an abstract packet format and its standard
< Internetwork addressing structure (.g., IP datagram, X.25 PLP, ISO CLNP).
]
o
o ) Specifies methods for communication across a single link, including “media access” control
g 2 L|nk protocols when multiple systems share the same media. Error detection is commonly included at
g this layer, along with link-layer address formats (e.g., Ethernet, Wi-Fi, ISO 13239/HDLC).
°
E X Specifies connectors, data rates, and how bits are encoded on some media. Also describes low-
< 1 PhyS|Ca| level error detection and correction, plus frequency assignments. We mostly stay clear of this
layer in this text. Examples include V.92, Ethernet 1000BASE-T, SONET/SDH.

Figure 1-2 The standard seven-layer OSI model as specified by the ISO. Not all protocols are implemented by
every networked device (at least in theory). The OSI terminology and layer numbers are widely
used.

As described briefly in Figure 1-2, each layer has a different responsibility.
From the bottom up, the physical layer defines methods for moving digital infor-
mation across a communication medium such as a phone line or fiber-optic cable.
Portions of the Ethernet and Wireless LAN (Wi-Fi) standards are here, although
we do not delve into this layer very much in this text. The link or data-link layer
includes those protocols and methods for establishing connectivity to a neighbor
sharing the same medium. Some link-layer networks (e.g., DSL) connect only two
neighbors. When more than one neighbor can access the same shared network, the
network is said to be a multi-access network. Wi-Fi and Ethernet are examples of
such multi-access link-layer networks, and specific protocols are used to mediate
which stations have access to the shared medium at any given time. We discuss
these in Chapter 3.

Moving up the layer stack, the network or internetwork layer is of great interest
to us. For packet networks such as TCP/IP, it provides an interoperable packet for-
mat that can use different types of link-layer networks for connectivity. The layer
also includes an addressing scheme for hosts and routing algorithms that choose
where packets go when sent from one machine to another. Above layer 3 we find
protocols that are (at least in theory) implemented only by end hosts, including
the transport layer. Also of great interest to us, it provides a flow of data between
sessions and can be quite complex, depending on the types of services it provides
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(e.g., reliable delivery on a packet network that might drop data). Sessions rep-
resent ongoing interactions between applications (e.g., when “cookies” are used
with a Web browser during a Web login session), and session-layer protocols may
provide capabilities such as connection initiation and restart, plus checkpointing
(saving work that has been accomplished so far). Above the session layer we find
the presentation layer, which is responsible for format conversions and standard
encodings for information. As we shall see, the Internet protocols do not include a
formal session or presentation protocol layer, so these functions are implemented
by applications if needed.

The top layer is the application layer. Applications usually implement their
own application-layer protocols, and these are the ones most visible to users.
There is a wide variety of application-layer protocols, and programmers are con-
stantly inventing new ones. Consequently, the application layer is where there is
the greatest amount of innovation and where new capabilities are developed and
deployed.

Multiplexing, Demultiplexing, and Encapsulation in Layered
Implementations

One of the major benefits of a layered architecture is its natural ability to perform
protocol multiplexing. This form of multiplexing allows multiple different protocols
to coexist on the same infrastructure. It also allows multiple instantiations of the
same protocol object (e.g., connections) to be used simultaneously without being
confused.

Multiplexing can occur at different layers, and at each layer a different sort of
identifier is used for determining which protocol or stream of information belongs
together. For example, at the link layer, most link technologies (such as Ethernet
and Wi-Fi) include a protocol identifier field value in each packet to indicate which
protocol is being carried in the link-layer frame (IP is one such protocol). When
an object (packet, message, etc.), called a protocol data unit (PDU), at one layer is
carried by a lower layer, it is said to be encapsulated (as opaque data) by the next
layer down. Thus, multiple objects at layer N can be multiplexed together using
encapsulation in layer N - 1. Figure 1-3 shows how this works. The identifier at
layer N -1 is used to determine the correct receiving protocol or program at layer
N during demultiplexing.

In Figure 1-3, each layer has its own concept of a message object (a PDU) corre-
sponding to the particular layer responsible for creating it. For example, if a layer
4 (transport) protocol produces a packet, it would properly be called a layer 4 PDU
or transport PDU (TPDU). When a layer is provided a PDU from the layer above it,
it usually “promises” to not look into the contents of the PDU. This is the essence
of encapsulation—each layer treats the data from above as opaque, uninterpre-
table information. Most commonly a layer prepends the PDU with its own header,
although trailers are used by some protocols (not TCP/IP). The header is used for
multiplexing data when sending, and for the receiver to perform demultiplexing,
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Layer Number Encapsulated Object
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:
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B — Front of PDU

Figure 1-3 Encapsulation is usually used in conjunction with layering. Pure encapsulation involves
taking the PDU of one layer and treating it as opaque (uninterpreted) data at the layer
below. Encapsulation takes place at each sender, and decapsulation (the reverse opera-
tion) takes place at each receiver. Most protocols use headers during encapsulation; a few
also use trailers.

based on a demultiplexing (demux) identifier. In TCP/IP networks such identifiers
are commonly hardware addresses, IP addresses, and port numbers. The header
may also include important state information, such as whether a virtual circuit is
being set up or has already completed setup. The resulting object is another PDU.

One other important feature of layering suggested by Figure 1-2 is that in pure
layering not all networked devices need to implement all the layers. Figure 1-4
shows that in some cases a device needs to implement only a few layers if it is
expected to perform only certain types of processing.

In Figure 1-4, a somewhat idealized small internet includes two end systems, a
switch, and a router. In this figure, each number corresponds to a type of protocol
at a particular layer. As we can see, each device implements a different subset of
the layer stack. The host on the left implements three different link-layer protocols
(D, E, and F) with corresponding physical layers and three different transport-
layer protocols (A, B, and C) that run on a single type of network-layer protocol.
End hosts implement all the layers, switches implement up to layer 2 (this switch
implements D and G), and routers implement up to layer 3. Routers are capable
of interconnecting different types of link-layer networks and must implement the
link-layer protocols for each of the network types they interconnect.
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Figure 1-4 Different network devices implement different subsets of the protocol stack. End hosts tend to

implement all the layers. Routers implement layers below the transport layer, and switches imple-
ment link-layer protocols and below. This idealized structure is often violated because routers and
switches usually include the ability to act as a host (e.g., to be managed and set up) and therefore
need an implementation of all of the layers even if they are rarely used.

The internet of Figure 1-4 is somewhat idealized because today’s switches and
routers often implement more than the protocols they are absolutely required to
implement for forwarding data. This is for a number of reasons, including man-
agement. In such circumstances, devices such as routers and switches must some-
times act as hosts and support services such as remote login. To do this, they
usually must implement transport and application protocols.

Although we show only two hosts communicating, the link- and physical-
layer networks (labeled as D and G) might have multiple hosts attached. If so,
then communication is possible between any pair of systems that implement the
appropriate higher-layer protocols. In Figure 1-4 we can differentiate between an
end system (the two hosts on either side) and an intermediate system (the router in
the middle) for a particular protocol suite. Layers above the network layer use end-
to-end protocols. In our picture these layers are needed only on the end systems.
The network layer, however, provides a hop-by-hop protocol and is used on the two
end systems and every intermediate system. The switch or bridge is not ordinarily
considered an intermediate system because it is not addressed using the internet-
working protocol’s addressing format, and it operates in a fashion that is largely
transparent to the network-layer protocol. From the point of view of the routers
and end systems, the switch or bridge is essentially invisible.

A router, by definition, has two or more network interfaces (because it con-
nects two or more networks). Any system with multiple interfaces is called multi-
homed. A host can also be multihomed, but unless it specifically forwards packets
from one interface to another, it is not called a router. Also, routers need not be
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special hardware boxes that only move packets around an internet. Most TCP/IP
implementations, for example, allow a multihomed host to act as a router also,
if properly configured to do so. In this case we can call the system either a host
(when an application such as File Transfer Protocol (FTP) [RFC0959] or the Web is
used) or a router (when it is forwarding packets from one network to another). We
will use whichever term makes sense given the context.

One of the goals of an internet is to hide all of the details of the physical lay-
out (the topology) and lower-layer protocol heterogeneity from the applications.
Although this is not obvious from our two-network internet in Figure 1-4, the
application layers should not care (and do not care) that even though each host
is attached to a network using link-layer protocol D (e.g., Ethernet), the hosts are
separated by a router and switch that use link-layer G. There could be 20 rout-
ers between the hosts, with additional types of physical interconnections, and the
applications would run without modification (although the performance might be
somewhat different). Abstracting the details in this way is what makes the con-
cept of an internet so powerful and useful.

The Architecture and Protocols of the TCP/IP Suite

So far we have discussed architecture, protocols, protocol suites, and implemen-
tation techniques in the abstract. In this section, we discuss the architecture and
particular protocols that constitute the TCP/IP suite. Although this has become the
established term for the protocols used on the Internet, there are many protocols
beyond TCP and IP in the collection or family of protocols used with the Inter-
net. We begin by noting how the ARPANET reference model of layering, which
ultimately formed the basis for the Internet’s protocol layering, differs somewhat
from the OSI layering discussed earlier.

The ARPANET Reference Model

Figure 1-5 depicts the layering inspired by the ARPANET reference model, which
was ultimately adopted by the TCP/IP suite. The structure is simpler than the OSI
model, but real implementations include a few specialized protocols that do not fit
cleanly into the conventional layers.

Starting from the bottom of Figure 1-5 and working our way up the stack,
the first layer we see is 2.5, an “unofficial” layer. There are several protocols that
operate here, but one of the oldest and most important is called the Address Reso-
lution Protocol (ARP). It is a specialized protocol used with IPv4 and only with
multi-access link-layer protocols (such as Ethernet and Wi-Fi) to convert between
the addresses used by the IP layer and the addresses used by the link layer. We
examine this protocol in Chapter 4. In IPv6 the address-mapping function is part
of ICMPv6, which we discuss in Chapter 8.
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Number Name Description / Example
. f Virtually any Internet-compatible application, including the Web
° 7 Application (HTTP), DNS (Chapter 11), DHCP (Chapter 6).
Provides exchange of data between abstract “ports” managed by
4 Transport applications. May include error and flow control. Examples: TCP
(Chapters 13-17), UDP (Chapter 10), SCTP, DCCP.
Network Unofficial “layer” that helps accomplish setup, management, and
®» 3.5 . security for the network layer. Examples: ICMP (Chapter 8) and
] (Adjunct) IGMP (Chapter 9), IPsec (Chapter 18). .
2 Network
D . - - Layer”
(=] Defines abstract datagrams and provides routing. Examples
D 3 Network include IP (32-bit addresses, 64KB maximum size) and IPv6
g (128-bit addresses, up to 4GB maximum size). Chapters 2,5.
<
<=( Link Unofficial “layer” used to map addresses used at the network to
2.5 . those used at the link layer on multi-access link-layer networks. “Driver”
(AdenCt) Example: ARP (Chapter 4).

Figure 1-5 Protocol layering based on the ARM or TCP/IP suite used in the Internet. There are no official ses-

sion or presentation layers. In addition, there are several “adjunct” or helper protocols that do not
fit well into the standard layers yet perform critical functions for the operation of the other proto-
cols. Some of these protocols are not used with IPv6 (e.g., IGMP and ARP).

At layer number 3 in Figure 1-5 we find IP, the main network-layer protocol
for the TCP/IP suite. We discuss it in detail in Chapter 5. The PDU that IP sends to
link-layer protocols is called an IP datagram and may be as large as 64KB (and up
to 4GB for IPv6). In many cases we shall use the simpler term packet to mean an
IP datagram when the usage context is clear. Fitting large packets into link-layer
PDUs (called frames) that may be smaller is handled by a function called fragmenta-
tion that may be performed by IP hosts and some routers when necessary. In frag-
mentation, portions of a larger datagram are sent in multiple smaller datagrams
called fragments and put back together (called reassembly) when reaching the des-
tination. We discuss fragmentation in Chapter 10.

Throughout the text we shall use the term IP to refer to both IP versions 4 and
6. We use the term IPv6 to refer to IP version 6, and IPv4 to refer to IP version 4,
currently the most popular version. When discussing architecture, the details of
IPv4 versus IPv6 matter little. When we delve into the way particular addressing
and configuration functions work (Chapter 2 and Chapter 6), for example, these
details will become more important.

Because IP packets are datagrams, each one contains the address of the layer
3 sender and recipient. These addresses are called IP addresses and are 32 bits long
for IPv4 and 128 bits long for IPv6; we discuss them in detail in Chapter 2. This
difference in IP address size is the characteristic that most differentiates IPv4 from
IPv6. The destination address of each datagram is used to determine where each
datagram should be sent, and the process of making this determination and send-
ing the datagram to its next hop is called forwarding. Both routers and hosts per-
form forwarding, although routers tend to do it much more often. There are three
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types of IP addresses, and the type affects how forwarding is performed: unicast
(destined for a single host), broadcast (destined for all hosts on a given network),
and multicast (destined for a set of hosts that belong to a multicast group). Chapter
2 looks at the types of addresses used with IP in more detail.

The Internet Control Message Protocol (ICMP) is an adjunct to IP, and we label
it as a layer 3.5 protocol. It is used by the IP layer to exchange error messages and
other vital information with the IP layer in another host or router. There are two
versions of ICMP: ICMPv4, used with IPv4, and ICMPv6, used with IPv6. ICMPv6
is considerably more complex and includes functions such as address autocon-
figuration and Neighbor Discovery that are handled by other protocols (e.g., ARP)
on IPv4 networks. Although ICMP is used primarily by IP, it is also possible for
applications to use it. Indeed, we will see that two popular diagnostic tools, ping
and traceroute, use ICMP. ICMP messages are encapsulated within IP data-
grams in the same way transport layer PDUs are.

The Internet Group Management Protocol (IGMP) is another protocol adjunct to
IPv4. It is used with multicast addressing and delivery to manage which hosts are
members of a multicast group (a group of receivers interested in receiving traffic for
a particular multicast destination address). We describe the general properties of
broadcasting and multicasting, along with IGMP and the Multicast Listener Discov-
ery protocol (MLD, used with IPv6), in Chapter 9.

At layer 4, the two most common Internet transport protocols are vastly dif-
ferent. The most widely used, the Transmission Control Protocol (TCP), deals with
problems such as packet loss, duplication, and reordering that are not repaired
by the IP layer. It operates in a connection-oriented (VC) fashion and does not
preserve message boundaries. Conversely, the User Datagram Protocol (UDP) pro-
vides little more than the features provided by IP. UDP allows applications to send
datagrams that preserve message boundaries but imposes no rate control or error
control.

TCP provides a reliable flow of data between two hosts. It is concerned with
things such as dividing the data passed to it from the application into appropri-
ately sized chunks for the network layer below, acknowledging received packets,
and setting timeouts to make certain the other end acknowledges packets that
are sent, and because this reliable flow of data is provided by the transport layer,
the application layer can ignore all these details. The PDU that TCP sends to IP is
called a TCP segment.

UDP, on the other hand, provides a much simpler service to the application
layer. It allows datagrams to be sent from one host to another, but there is no
guarantee that the datagrams reach the other end. Any desired reliability must
be added by the application layer. Indeed, about all that UDP provides is a set
of port numbers for multiplexing and demultiplexing data, plus a data integrity
checksum. As we can see, UDP and TCP differ radically even though they are at
the same layer. There is a use for each type of transport protocol, which we will
see when we look at the different applications that use TCP and UDP.
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There are two additional transport-layer protocols that are relatively new
and available on some systems. As they are not yet very widespread, we do not
devote much discussion to them, but they are worth being aware of. The first is the
Datagram Congestion Control Protocol (DCCP), specified in [RFC4340]. It provides a
type of service midway between TCP and UDP: connection-oriented exchange of
unreliable datagrams but with congestion control. Congestion control comprises
a number of techniques whereby a sender is limited to a sending rate in order to
avoid overwhelming the network. We discuss it in detail with respect to TCP in
Chapter 16.

The other transport protocol available on some systems is called the Stream
Control Transmission Protocol (SCTP), specified in [RFC4960]. SCTP provides reli-
able delivery like TCP but does not require the sequencing of data to be strictly
maintained. It also allows for multiple streams to logically be carried on the same
connection and provides a message abstraction, which differs from TCP. SCTP
was designed for carrying signaling messages on IP networks that resemble those
used in the telephone network.

Above the transport layer, the application layer handles the details of the par-
ticular application. There are many common applications that almost every imple-
mentation of TCP/IP provides. The application layer is concerned with the details
of the application and not with the movement of data across the network. The
lower three layers are the opposite: they know nothing about the application but
handle all the communication details.

Multiplexing, Demultiplexing, and Encapsulation in TCP/IP

We have already discussed the basics of protocol multiplexing, demultiplexing,
and encapsulation. At each layer there is an identifier that allows a receiving sys-
tem to determine which protocol or data stream belongs together. Usually there is
also addressing information at each layer. This information is used to ensure that
a PDU has been delivered to the right place. Figure 1-6 shows how demultiplexing
works in a hypothetical Internet host.

Although it is not really part of the TCP/IP suite, we shall begin bottom-up
and mention how demultiplexing from the link layer is performed, using Ethernet
as an example. We discuss several link-layer protocols in Chapter 3. An arriving
Ethernet frame contains a 48-bit destination address (also called a link-layer or
MAC—Media Access Control—address) and a 16-bit field called the Ethernet type.
A value of 0x0800 (hexadecimal) indicates that the frame contains an IPv4 data-
gram. Values of 0x0806 and 0x86DD indicate ARP and IPv6, respectively. Assum-
ing that the destination address matches one of the receiving system’s addresses,
the frame is received and checked for errors, and the Ethernet Type field value is
used to select which network-layer protocol should process it.

Assuming that the received frame contains an IP datagram, the Ethernet
header and trailer information is removed, and the remaining bytes (which con-
stitute the frame’s payload) are given to IP for processing. IP checks a number of
items, including the destination IP address in the datagram. If the destination
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Figure 1-6 The TCP/IP stack uses a combination of addressing information and protocol demul-
tiplexing identifiers to determine if a datagram has been received correctly and, if so,
what entity should process it. Several layers also check numeric values (e.g., checksums)
to ensure that the contents have not been damaged in transit.

address matches one of its own and the datagram contains no errors in its header
(IP does not check its payload), the 8-bit IPv4 Protocol field (called Next Header
in IPv6) is checked to determine which protocol to invoke next. Common values
include 1 (ICMP), 2 (IGMP), 4 (IPv4), 6 (TCP), and 17 (UDP). The value of 4 (and
41, which indicates IPv6) is interesting because it indicates the possibility that an
IP datagram may appear inside the payload area of an IP datagram. This violates
the original concepts of layering and encapsulation but is the basis for a powerful
technique known as tunneling, which we discuss more in Chapter 3.

Once the network layer (IPv4 or IPv6) determines that the incoming datagram
is valid and the correct transport protocol has been determined, the resulting data-
gram (reassembled from fragments if necessary) is passed to the transport layer
for processing. At the transport layer, most protocols (including TCP and UDP)
use port numbers for demultiplexing to the appropriate receiving application.

Port Numbers

Port numbers are 16-bit nonnegative integers (i.e., range 0-65535). These numbers
are abstract and do not refer to anything physical. Instead, each IP address has
65,536 associated port numbers for each transport protocol that uses port numbers
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(most do), and they are used for determining the correct receiving application. For
client/server applications (see Section 1.5.1), a server first “binds” to a port num-
ber, and subsequently one or more clients establish connections to the port num-
ber using a particular transport protocol on a particular machine. In this sense,
port numbers act more like telephone number extensions, except they are usually
assigned by standards.

Standard port numbers are assigned by the Internet Assigned Numbers
Authority (IANA). The set of numbers is divided into special ranges, including the
well-known port numbers (0-1023), the registered port numbers (1024-49151), and
the dynamic/private port numbers (49152-65535). Traditionally, servers wishing to
bind to (i.e., offer service on) a well-known port require special privileges such as
administrator or “root” access.

The range of well-known ports is used for identifying many well-known ser-
vices such as the Secure Shell Protocol (SSH, port 22), FTP (ports 20 and 21), Telnet
remote terminal protocol (port 23), e-mail/Simple Mail Transfer Protocol (SMTP,
port 25), Domain Name System (DNS, port 53), the Hypertext Transfer Protocol or Web
(HTTP and HTTPS, ports 80 and 443), Interactive Mail Access Protocol IMAP and
IMAPS, ports 143 and 993), Simple Network Management Protocol (SNMP, ports 161
and 162), Lightweight Directory Access Protocol (LDAP, port 389), and several others.
Protocols with multiple ports (e.g., HTTP and HTTPS) often have different port
numbers depending on whether Transport Layer Security (TLS) is being used with
the base application-layer protocol (see Chapter 18).

Note

If we examine the port numbers for these standard services and other standard
TCP/IP services (Telnet, FTP, SMTP, etc.), we see that most are odd numbers.
This is historical, as these port numbers are derived from the NCP port numbers.
(NCP, the Network Control Protocol, preceded TCP as a transport-layer protocol
for the ARPANET.) NCP was simplex, not full duplex, so each application required
two connections, and an even-odd pair of port numbers was reserved for each
application. When TCP and UDP became the standard transport layers, only a
single port number was needed per application, yet the odd port numbers from
NCP were used.

The registered port numbers are available to clients or servers with special
privileges, but IANA keeps a reserved registry for particular uses, so these port
numbers should generally be avoided when developing new applications unless
an IANA allocation has been procured. The dynamic/private port numbers are
essentially unregulated. As we will see, in some circumstances (e.g., on clients)
the value of the port number matters little because the port number being used
is transient. Such port numbers are also called ephemeral port numbers. They are
considered to be temporary because a client typically needs one only as long as the
user running the client needs service, and the client does not need to be found by
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the server in order to establish a connection. Servers, conversely, generally require
names and port numbers that do not change often in order to be found by clients.

Names, Addresses, and the DNS

With TCP/IP, each link-layer interface on each computer (including routers) has
at least one IP address. IP addresses are enough to identify a host, but they are
not very convenient for humans to remember or manipulate (especially the long
addresses used with IPv6). In the TCP/IP world, the DNS is a distributed database
that provides the mapping between host names and IP addresses (and vice versa).
Names are set up in a hierarchy, ending in domains such as .com, .org, .gov, .in,
.uk, and .edu. Perhaps surprisingly, DNS is an application-layer protocol and
thus depends on the other protocols in order to operate. Although most of the
TCP/IP suite does not use or care about names, typical users (e.g., those using Web
browsers) use names frequently, so if the DNS fails to function properly, normal
Internet access is effectively disabled. Chapter 11 looks into the DNS in detail.
Applications that manipulate names can call a standard API function (see
Section 1.5.3) to look up the IP address (or addresses) corresponding to a given
host’s name. Similarly, a function is provided to do the reverse lookup—given an
IP address, look up the corresponding host name. Most applications that take a host
name as input also take an IP address. Web browsers support this capability. For
example, the Uniform Resource Locators (URLs) http://131.243.2.201/index.
html and http://[2001:400:610:102::c9]/index.html can be typed into a Web
browser and are both effectively equivalent tohttp://ee.1bl.gov/index.html (at
the time of writing; the second example requires IPv6 connectivity to be successful).

Internets, Intranets, and Extranets

As suggested previously, the Internet has developed as the aggregate network
resulting from the interconnection of constituent networks over time. The lower-
case internet means multiple networks connected together, using a common proto-
col suite. The uppercase Internet refers to the collection of hosts around the world
that can communicate with each other using TCP/IP. The Internet is an internet,
but the reverse is not true.

One of the reasons for the phenomenal growth in networking during the
1980s was the realization that isolated groups of stand-alone computers made
little sense. A few stand-alone systems were connected together into a network.
Although this was a step forward, during the 1990s we realized that separate
networks that could not interoperate were not as valuable as a bigger network
that could. This notion is the basis for the so-called Metcalfe’s Law, which states
roughly that the value of a computer network is proportional to the square of the
number of connected endpoints (e.g., users or devices). The Internet idea, and its
supporting protocols, would make possible the interconnection of different net-
works. This deceptively simple concept turns out to be remarkably powerful.
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The easiest way to build an internet is to connect two or more networks with
a router. A router is often a special-purpose device for connecting networks. The
nice thing about routers is that they provide connections to many different types
of physical networks: Ethernet, Wi-Fi, point-to-point links, DSL, cable Internet ser-
vice, and so on.

Note

These devices are also called /P routers, but we will use the term router. Historically
these devices were called gateways, and this term is used throughout much of the
older TCP/IP literature. Today the term gateway is used for an application-layer
gateway (ALG), a process that connects two different protocol suites (say, TCP/IP
and IBM’s SNA) for one particular application (often electronic mail or file transfer).

In recent years, other terms have been adopted for different configurations of
internets using the TCP/IP protocol suite. An intranet is the term used to describe a
private internetwork, usually run by a business or other enterprise. Most often, the
intranet provides access to resources available only to members of the particular
enterprise. Users may connect to their (e.g., corporate) intranet using a virtual private
network (VPN). VPN help to ensure that access to potentially sensitive resources in
an intranet is made available only to authorized users, usually using the tunneling
concept we mentioned previously. We discuss VPNs in more detail in Chapter 7.

In many cases an enterprise or business wishes to set up a network containing
servers accessible to certain partners or other associates using the Internet. Such
networks, which also often involve the use of a VPN, are known as extranets and
consist of computers attached outside the serving enterprise’s firewall (see Chap-
ter 7). Technically, there is little difference between an intranet, an extranet, and
the Internet, but the usage cases and administrative policies are usually different,
and therefore a number of these more specific terms have evolved.

Designing Applications

The network concepts we have touched upon so far provide a fairly simple service
model [RFC6250]: moving bytes between programs running on different (or, occa-
sionally, the same) computers. To do anything useful with this capability, we need
networked applications that use the network for providing services or perform-
ing computations. Networked applications are typically structured according to a
small number of design patterns. The most common of these are client/server and
peer-to-peer.

Client/Server

Most network applications are designed so that one side is the client and the other
side is the server. The server provides some type of service to clients, such as
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access to files on the server host. We can categorize servers into two classes: itera-
tive and concurrent. An iterative server iterates through the following steps:

I1. Wait for a client request to arrive.

I2. Process the client request.

I3. Send the response back to the client that sent the request.
14. Go back to step I1.

The problem with an iterative server occurs when step 12 takes a long time.
During this time no other clients are serviced. A concurrent server, on the other
hand, performs the following steps:

C1. Wait for a client request to arrive.

C2. Start a new server instance to handle this client’s request. This may involve
creating a new process, task, or thread, depending on what the underly-
ing operating system supports. This new server handles one client’s entire
request. When the requested task is complete, the new server terminates.
Meanwhile, the original server instance continues to C3.

C3. Go back to step C1.

The advantage of a concurrent server is that the server just spawns other
server instances to handle the client requests. Each client has, in essence, its own
server. Assuming that the operating system allows multiprogramming (essen-
tially all do today), multiple clients are serviced concurrently. The reason we cat-
egorize servers, and not clients, is that a client normally cannot tell whether it is
talking to an iterative server or a concurrent server. As a general rule, most servers
are concurrent.

Note that we use the terms client and server to refer to applications and not
to the particular computer systems on which they run. The very same terms are
sometimes used to refer to the pieces of hardware that are most often used to exe-
cute either client or server applications. Although the terminology is thus some-
what imprecise, it works well enough in practice. As a result, it is common to find
a server (in the hardware sense) running more than one server (in the application
sense).

Peer-to-Peer

Some applications are designed in a more distributed fashion where there is no
single server. Instead, each application acts both as a client and as a server, some-
times as both at once, and is capable of forwarding requests. Some very popular
applications (e.g., Skype [SKYPE], BitTorrent [BT]) are of this form. These applica-
tions are called peer-to-peer or p2p applications. A concurrent p2p application may
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receive an incoming request, determine if it is able to respond to the request, and
if not forward the request on to some other peer. Thus, the set of p2p applications
together form a network among applications, also called an overlay network. Such
overlays are now commonplace and can be extremely powerful. Skype, for exam-
ple, has grown to be the largest carrier of international telephone calls. According
to some estimates, BitTorrent was responsible for more than half of all Internet
traffic in 2009 [IPIS].

One of the primary problems in p2p networks is called the discovery problem.
That is, how does one peer find which other peer(s) can provide the data or service
it wants in a network where peers may come and go? This is usually handled by
a bootstrapping procedure whereby each client is initially configured with the
addresses and port numbers of some peers that are likely to be operating. Once
connected, the new participant learns of other active peers and, depending on the
protocol, what services or files they provide.

Application Programming Interfaces (APIs)

Applications, whether p2p or client/server, need to express their desired network
operations (e.g., make a connection, write or read data). This is usually supported
by a host operating system using a networking application programming interface
(API). The most popular APl is called sockets or Berkeley sockets, indicating where it
was originally developed [LJFK93].

This text is not a programming text, but occasionally we refer to a feature of
TCP/IP and whether that feature is provided by the sockets API or not. All of the
programming details with examples for sockets can be found in [SFR04]. Modi-
fications to sockets intended for use with IPv6 are also described in a number
of freely available online documents [RFC3493][RFC3542][RFC3678][RFC4584]
[RFC5014].

Standardization Process

Newcomers to the TCP/IP suite often wonder just who is responsible for specify-
ing and standardizing the various protocols and how they operate. A number
of organizations represent the answer to this question. The group with which
we will most often be concerned is the Internet Engineering Task Force (IETF)
[RFC4677]. This group meets three times each year in various locations around
the world to develop, discuss, and agree on standards for the Internet’s “core”
protocols. Exactly what constitutes “core” is subject to some debate, but common
protocols such as IPv4, IPv6, TCP, UDP, and DNS are clearly in the purview of
IETE. Attendance at IETF meetings is open to anyone, but it is not free.

IETF is a forum that elects leadership groups called the Internet Architec-
ture Board (IAB) and the Internet Engineering Steering Group (IESG). The IAB is
chartered to provide architectural guidance to activities in IETF and to perform a
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number of other tasks such as appointing liaisons to other standards-defining orga-
nizations (SDOs). The IESG has decision-making authority regarding the creation
and approval of new standards, along with modifications to existing standards.
The “heavy lifting” or detailed work is generally performed by IETF working
groups that are coordinated by working group chairs who volunteer for this task.

In addition to the IETF, there are two other important groups that interact
closely with the IETF. The Internet Research Task Force (IRTF) explores protocols,
architectures, and procedures that are not deemed mature enough for standard-
ization. The chair of the IRTF is a nonvoting member of IAB. The IAB, in turn,
works with the Internet Society (ISOC) to help influence and promote worldwide
policies and education regarding Internet technologies and usage.

Request for Comments (RFC)

Every official standard in the Internet community is published as a Request for
Comments, or RFC. RFCs can be created in a number of ways, and the publisher of
RFCs (called the RFC editor) recognizes multiple document streams corresponding
to the way an RFC has been developed. The current streams (as of 2010) include
the IETE IAB, IRTF, and independent submission streams. Prior to being accepted
and published (permanently) as an RFC, documents exist as temporary Internet
drafts while they receive comments and progress through the editing and review
process.

All RFCs are not standards. Only so-called standards-track category RFCs
are considered to be official standards. Other categories include best current prac-
tice (BCP), informational, experimental, and historic. It is important to realize that
just because a document is an RFC does not mean that the IETF has endorsed it
as any form of standard. Indeed, there exist RFCs on which there is significant
disagreement.

The RFCs range in size from a few pages to several hundred. Each is identi-
fied by a number, such as RFC 1122, with higher numbers for newer RFCs. They
are all available for free from a number of Web sites, including http://www.rfc
editor.org. For historical reasons, RFCs are generally delivered as basic text files,
although some RFCs have been reformatted or authored using more advanced file
formats.

A number of RFCs have special significance because they summarize, clarify,
or interpret particular sets of other standards. For example, [REC5000] defines
the set of all other RFCs that are considered official standards as of mid-2008 (the
most recent such RFC at the time of writing). An updated list is available at the
current standards Web site [OIPSW]. The Host Requirements RFCs ([RFC1122] and
[RFC1123]) define requirements for protocol implementations in Internet IPv4
hosts, and the Router Requirements RFC [RFC1812] does the same for routers. The
Node Requirements REC [RFC4294] does both for IPv6 systems.
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Other Standards

Although the IETF is responsible for standardizing most of the protocols we dis-
cuss in this text, other SDOs are responsible for defining protocols that merit our
attention. The most important of these groups include the Institute of Electrical
and Electronics Engineers (IEEE), the World Wide Web Consortium (W3C), and
the International Telecommunication Union (ITU). In their activities relevant to
this text, IEEE is concerned with standards below layer 3 (e.g., Wi-Fi and Ethernet),
and W3C is concerned with application-layer protocols, specifically those related
to Web technologies (e.g., HTML-based syntax). ITU, and more specifically ITU-T
(formerly CCITT), standardizes protocols used within the telephone and cellular
networks, which is becoming an ever more important component of the Internet.

Implementations and Software Distributions

The historical de facto standard TCP/IP implementations were from the Computer
Systems Research Group (CSRG) at the University of California, Berkeley. They
were distributed with the 4.x BSD (Berkeley Software Distribution) system and
with the BSD Networking Releases until the mid-1990s. This source code has been
the starting point for many other implementations. Today, each popular operating
system has its own implementation. In this text, we tend to draw examples from
the TCP/IP implementations in Linux, Windows, and sometimes FreeBSD and
Mac OS (both of which are derived from historical BSD releases). In most cases,
the particular implementation matters little.

Figure 1-7 shows a chronology of the various BSD releases, indicating the
important TCP/IP features we cover in later chapters. It also shows the years when
Linux and Windows began supporting TCP/IP. The BSD Networking Releases
shown in the second column were freely available public source code releases con-
taining all of the networking code, both the protocols themselves and many of the
applications and utilities (e.g., the Telnet remote terminal program and FTP file
transfer program).

By the mid-1990s, the Internet and TCP/IP were well established. All subse-
quent popular operating systems support TCP/IP natively. Research and devel-
opment of new TCP/IP features, previously found first in BSD releases, are now
typically found first in Linux releases. Windows has recently implemented a new
TCP/IP stack (starting with Windows Vista) with many new features and native
IPv6 capability. Linux, FreeBSD, and Mac OS X also support IPv6 without setting
any special configuration options.
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Figure 1-7 The history of software releases supporting TCP/IP up to 1995. The various BSD releases pioneered
the availability of TCP/IP. In part because of legal uncertainties regarding the BSD releases in the
early 1990s, Linux was developed as an alternative that was initially tailored for PC users. Micro-
soft began supporting TCP/IP in Windows a couple of years later.

1.8 Attacks Involving the Internet Architecture

Throughout the text we shall briefly describe attacks and vulnerabilities that
have been discovered in the design or implementation of the topic we are dis-
cussing. Few attacks target the Internet architecture as a whole. However, it is
worth observing that the Internet architecture delivers IP datagrams based on
destination IP addresses. As a result, malicious users are able to insert whatever
IP address they choose into the source IP address field of each IP datagram they
send, an activity called spoofing. The resulting datagrams are delivered to their
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destinations, but it is difficult to perform attribution. That is, it may be difficult or
impossible to determine the origin of a datagram received from the Internet.

Spoofing can be combined with a variety of other attacks seen periodically on
the Internet. Denial-of-service (DoS) attacks usually involve using so much of some
important resource that legitimate users are denied service. For example, sending
so many IP datagrams to a server that it spends all of its time just processing the
incoming packets and performing no other useful work is a type of DoS attack.
Other DoS attacks may involve clogging the network with so much traffic that
no other packets can be sent. This is often accomplished by using many sending
computers, forming a distributed DoS (DDoS) attack.

Unauthorized access attacks involve accessing information or resources in an
unauthorized fashion. This can be accomplished with a variety of techniques such
as exploiting protocol implementation bugs to take control of a system (called
Owning the system and turning it into a zombie or bot). It can also involve vari-
ous forms of masquerading such as an attacker’s agent impersonating a legitimate
user (e.g., by running with the user’s credentials). Some of the more pernicious
attacks involve taking control of many remote systems using malicious software
(malware) and using them in a coordinated, distributed fashion (called botnets).
Programmers who intentionally develop malware and exploit systems for (illegal)
profit or other malicious purposes are generally called black hats. So-called white
hats do the same sorts of technical things but notify vulnerable parties instead of
exploit them.

One other concern with the Internet architecture is that the original Internet
protocols did not perform any encryption in support of authentication, integrity,
or confidentiality. Consequently, malicious users could usually ascertain private
information by merely observing packets in the network. Those with the ability
to modify packets in transit could also impersonate users or alter the contents of
messages. Although these problems have been reduced significantly thanks to
encryption protocols (see Chapter 18), old or poorly designed protocols are still
sometimes used that are vulnerable to simple eavesdropping attacks. Given the
prevalence of wireless networks, where it is relatively easy to “sniff” the packets
sent by others, such older or insecure protocols should be avoided. Note that while
encryption may be enabled at one layer (e.g., on a link-layer Wi-Fi network), only
host-to-host encryption (IP layer or above) protects information across the mul-
tiple network segments an IP datagram is likely to traverse on its way to its final
destination.

Summary

This chapter has been a whirlwind tour of concepts in network architecture and
design in general, plus the TCP/IP protocol suite in particular that we discuss in
detail in later chapters. The Internet architecture was designed to interconnect
different existing networks and provide for a wide range of services and protocols
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operating simultaneously. Packet switching using datagrams was chosen for its
robustness and efficiency. Security and predictable delivery of data (e.g., bounded
latency) were secondary concerns.

Based on their understanding of layered and modular software design in
operating systems, the early implementers of the Internet protocols adopted a
layered design that employs encapsulation. The three main layers in the TCP/IP
protocol suite are the network layer, transport layer, and application layer, and we
mentioned the different responsibilities of each. We also mentioned the link layer
because it relates so closely with the TCP/IP suite. We shall discuss each in more
detail in subsequent chapters.

In TCP/IP, the distinction between the network layer and the transport layer is
critical: the network layer (IP) provides an unreliable datagram service and must
be implemented by all systems addressable on the Internet, whereas the transport
layers (TCP and UDP) provide an end-to-end service to applications running on
end hosts. The primary transport layers differ radically. TCP provides in-ordered
reliable stream delivery with flow control and congestion control. UDP provides
essentially no capabilities beyond IP except port numbers for demultiplexing and
an error detection mechanism. Unlike TCP, however, it supports multicast delivery.

Addresses and demultiplexing identifiers are used by each layer to avoid con-
fusing protocols or different associations/connections of the same protocol. Link-
layer multi-access networks often use 48-bit addresses; IPv4 uses 32-bit addresses
and IPv6 uses 128-bit addresses. The TCP and UDP transport protocols use dis-
tinct sets of port numbers. Some port numbers are assigned by standards, and oth-
ers are used temporarily, usually by client applications when communicating with
servers. Port numbers do not represent anything physical; they are merely used as
a way for applications that want to communicate to rendezvous.

Although port numbers and IP addresses are usually enough to identify the
location of a service on the Internet, they are not very convenient for humans to
remember or use (especially IPv6 addresses). Consequently, the Internet uses
a hierarchical system of host names that can be converted to IP addresses (and
back) using DNS, a distributed database application running on the Internet. DNS
has become an essential component of the Internet infrastructure, and efforts are
under way to make it more secure (see Chapter 18).

An internet is a collection of networks. The common building block for an
internet is a router that connects the networks at the IP layer. The “capital-1” Inter-
net is an internet that spans the globe and interconnects nearly two billion users
(as of 2010). Private internets are called intranets and are usually connected to the
Internet using special devices (firewalls, discussed in Chapter 10) that attempt to
prevent unauthorized access. Extranets usually consist of a subset of an institu-
tion’s intranet that is designed to be accessed by partners or affiliates in a limited
way.

Networked applications are usually designed using a client/server or peer-
to-peer design pattern. Client/server is more popular and traditional, but peer-
to-peer designs have also seen tremendous success. Whatever the design pattern,
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applications invoke APIs to perform networking tasks. The most common API for
TCP/IP networks is called sockets. It was provided with BSD UNIX distributions,
software releases that pioneered the use of TCP/IP. By the late 1990s the TCP/IP
protocol suite and sockets API were available on every popular operating system.

Security was not a major design goal for the Internet architecture. Determin-
ing where packets originate can be difficult for a receiver, as end hosts can easily
spoof source IP addresses in unsecured IP datagrams. Distributed DoS attacks
also remain an ongoing challenge because victim end hosts can be collected
together to form botnets that can carry out DDoS and other attacks, sometimes
without the system owners” knowledge. Finally, early Internet protocols did little
to ensure privacy of sensitive information, but most of those protocols are now
deprecated, and modern replacements use encryption to provide confidential and
authenticated communications between hosts.
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The Internet Address
Architecture

Introduction

This chapter deals with the structure of network-layer addresses used in the Inter-
net, also known as IP addresses. We discuss how addresses are allocated and
assigned to devices on the Internet, the way hierarchy in address assignment aids
routing scalability, and the use of special-purpose addresses, including broadcast,
multicast, and anycast addresses. We also discuss how the structure and use of
IPv4 and IPv6 addresses differ.

Every device connected to the Internet has at least one IP address. Devices
used in private networks based on the TCP/IP protocols also require IP addresses.
In either case, the forwarding procedures implemented by IP routers (see Chapter
5) use IP addresses to identify where traffic is going. IP addresses also indicate
where traffic has come from. IP addresses are similar in some ways to telephone
numbers, but whereas telephone numbers are often known and used directly by
end users, IP addresses are often shielded from a user’s view by the Internet’s DNS
(see Chapter 11), which allows most users to use names instead of numbers. Users
are confronted with manipulating IP addresses when they are required to set up
networks themselves or when the DNS has failed for some reason. To understand
how the Internet identifies hosts and routers and delivers traffic between them,
we must understand the role of IP addresses. We are therefore interested in their
administration, structure, and uses.

When devices are attached to the global Internet, they are assigned addresses
that must be coordinated so as to not duplicate other addresses in use on the net-
work. For private networks, the IP addresses being used must be coordinated to
avoid similar overlaps within the private networks. Groups of IP addresses are
allocated to users and organizations. The recipients of the allocated addresses then
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assign addresses to devices, usually according to some network “numbering plan.”
For global Internet addresses, a hierarchical system of administrative entities helps
in allocating addresses to users and service providers. Individual users typically
receive address allocations from Internet service providers (ISPs) that provide both
the addresses and the promise of routing traffic in exchange for a fee.

Expressing IP Addresses

The vast majority of Internet users who are familiar with IP addresses understand
the most popular type: IPv4 addresses. Such addresses are often represented in
so-called dotted-quad or dotted-decimal notation, for example, 165.195.130.107.
The dotted-quad notation consists of four decimal numbers separated by periods.
Each such number is a nonnegative integer in the range [0, 255] and represents
one-quarter of the entire IP address. The dotted-quad notation is simply a way of
writing the whole IPv4 address—a 32-bit nonnegative integer used throughout
the Internet system—using convenient decimal numbers. In many circumstances
we will be concerned with the binary structure of the address. A number of Inter-
net sites, such as http://www.subnetmask.info and http://www.subnet-
calculator.com, now contain calculators for converting between formats of
IP addresses and related information. Table 2-1 gives a few examples of IPv4
addresses and their corresponding binary representations, to get started.

Table 2-1 Example IPv4 addresses written in dotted-quad and binary notation

Dotted-Quad Representation Binary Representation

0.0.0.0 00000000 00000000 00000000 00000000
1.2.34 00000001 00000010 00000011 00000100
10.0.0.255 00001010 00000000 00000000 11111111
165.195.130.107 10100101 11000011 10000010 01101011
255.255.255.255 11111111 11111111 111211111 11111111

In IPv6, addresses are 128 bits in length, four times larger than IPv4 addresses,
and generally speaking are less familiar to most users. The conventional notation
adopted for IPv6 addresses is a series of four hexadecimal (“hex,” or base-16) num-
bers called blocks or fields separated by colons. An example IPv6 address containing
eight blocks would be written as 5f05:2000:80ad:5800:0058:0800:2023:1d71. Although
not as familiar to users as decimal numbers, hexadecimal numbers make the task
of converting to binary somewhat simpler. In addition, a number of agreed-upon
simplifications have been standardized for expressing IPv6 addresses [RFC4291]:


http://www.subnetmask.info
http://www.subnet-calculator.com
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1. Leading zeros of a block need not be written. In the preceding example, the
address could have been written as 5£05:2000:80ad:5800:58:800:2023:1d71.

2. Blocks of all zeros can be omitted and replaced by the notation ::. For exam-
ple, the IPv6 address 0:0:0:0:0:0:0:1 can be written more compactly as ::1.
Similarly, the address 2001:0db8:0:0:0:0:0:2 can be written more compactly
as 2001:db8::2. To avoid ambiguities, the :: notation may be used only once
in an IPv6 address.

3. Embedded IPv4 addresses represented in the IPv6 format can use a form
of hybrid notation in which the block immediately preceding the IPv4 por-
tion of the address has the value ffff and the remaining part of the address
is formatted using dotted-quad. For example, the IPv6 address ::ffff:10.0.0.1
represents the IPv4 address 10.0.0.1. This is called an IPv4-mapped IPv6
address.

4. A conventional notation is adopted in which the low-order 32 bits of the
IPv6 address can be written using dotted-quad notation. The IPv6 address
::0102:£001 is therefore equivalent to the address ::1.2.240.1. This is called
an [Pv4-compatible IPv6 address. Note that IPv4-compatible addresses are
not the same as IPv4-mapped addresses; they are compatible only in the
sense that they can be written down or manipulated by software in a way
similar to IPv4 addresses. This type of addressing was originally required
for transition plans between IPv4 and IPv6 but is now no longer required
[RFC4291].

Table 2-2 presents some examples of IPv6 addresses and their binary representa-
tions.

Table 2-2 Examples of IPv6 addresses and their binary representations

Hex Notation Binary Representation

5{05:2000:80ad:5800:58:800:2023:1d71

0101111100000101
1000000010101101

0000000001011000
0010000000100011

0010000000000000
0101100000000000

0000100000000000
0001110101110001

0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000001

::1.2.240.1 or ::102:f001

0000000000000000
0000000000000000
0000000000000000
0000000100000010

0000000000000000
0000000000000000
0000000000000000
1111000000000001
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In some circumstances (e.g., when expressing a URL containing an address)
the colon delimiter in an IPv6 address may be confused with another separator
such as the colon used between an IP address and a port number. In such circum-
stances, bracket characters, [ and ], are used to surround the IPv6 address. For
example, the URL

http://[2001:0db8:85a3:08d3:1319:8a2e:0370:7344]:443/

refers to port number 443 on IPv6 host 2001:0db8:85a3:08d3:1319:8a2e:0370:7344
using the HTTP/TCP/IPv6 protocols.

The flexibility provided by [RFC4291] resulted in unnecessary confusion due
to the ability to represent the same IPv6 address in multiple ways. To remedy this
situation, [RFC5952] imposes some rules to narrow the range of options while
remaining compatible with [RFC4291]. They are as follows:

1. Leading zeros must be suppressed (e.g., 2001:0db8::0022 becomes
2001:db8::22).

2. The :: construct must be used to its maximum possible effect (most zeros
suppressed) but not for only 16-bit blocks. If multiple blocks contain equal-
length runs of zeros, the first is replaced with ::.

3. The hexadecimal digits a through f should be represented in lowercase.

In most cases, we too will abide by these rules.

Basic IP Address Structure

IPv4 has 4,294,967,296 possible addresses in its address space, and IPv6 has 340,282,3
66,920,938,463,463,374,607,431,768,211,456. Because of the large number of addresses
(especially for IPv6), it is convenient to divide the address space into chunks. IP
addresses are grouped by type and size. Most of the IPv4 address chunks are even-
tually subdivided down to a single address and used to identify a single network
interface of a computer attached to the Internet or to some private intranet. These
addresses are called unicast addresses. Most of the IPv4 address space is unicast
address space. Most of the IPv6 address space is not currently being used. Beyond
unicast addresses, other types of addresses include broadcast, multicast, and
anycast, which may refer to more than one interface, plus some special-purpose
addresses we will discuss later. Before we begin with the details of the current
address structure, it is useful to understand the historical evolution of IP addresses.

Classful Addressing

When the Internet’s address structure was originally defined, every unicast IP
address had a network portion, to identify the network on which the interface using
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the IP address was to be found, and a host portion, used to identify the particular host
on the network given in the network portion. Thus, some number of contiguous bits
in the address became known as the net number, and remaining bits were known as
the host number. At the time, most hosts had only a single network interface, so the
terms interface address and host address were used somewhat interchangeably.

With the realization that different networks might have different numbers of
hosts, and that each host requires a unique IP address, a partitioning was devised
wherein different-size allocation units of IP address space could be given out to
different sites, based on their current and projected number of hosts. The parti-
tioning of the address space involved five classes. Each class represented a differ-
ent trade-off in the number of bits of a 32-bit IPv4 address devoted to the network
number versus the number of bits devoted to the host number. Figure 2-1 shows
the basic idea.

Class
0 15 16 31

ﬁ Net Number :
(8 bits; 7 free) Host (24 bits)

B f Net Number (16 bits; 14 free) Host (16 bits)

C fita Net Number (24 bits; 21 free) Host (8 bits)
D 10 Multicast Address (32 bits; 28 free)

E it Reserved (32 bits; 28 free)

Figure 2-1 The IPv4 address space was originally divided into five classes. Classes A, B, and C were
used for assigning addresses to interfaces on the Internet (unicast addresses) and for
some other special-case uses. The classes are defined by the first few bits in the address:
0 for class A, 10 for class B, 110 for class C, and so on. Class D addresses are for multicast
use (see Chapter 9), and class E addresses remain reserved.

Here we see that the five classes are named A, B, C, D, and E. The A, B, and
C class spaces were used for unicast addresses. If we look more carefully at this
addressing structure, we can see how the relative sizes of the different classes and
their corresponding address ranges really work. Table 2-3 gives this class struc-
ture (sometimes called classful addressing structure).
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Table 2-3 The original (“classful”) IPv4 address space partitioning

Class

High-
Order Fraction |Number |Number
Address Range Bits Use of Total |of Nets |of Hosts

0.0.0.0-127.255.255.255 0 Unicast/special |1/2 128 16,777,216

128.0.0.0-191.255.255.255 10 Unicast/special |1/4 16,384 65,536

192.0.0.0-223.255.255.255 | 110 Unicast/special |1/8 2,097,152 | 256

224.0.0.0-239.255.255.255 | 1110 Multicast 1/16 N/A N/A

ool

240.0.0.0-255.255.255.255 | 1111 Reserved 1/16 N/A N/A

2.3.2

The table indicates how the classful addressing structure was used primar-
ily to have a way of allocating unicast address blocks of different sizes to users.
The partitioning into classes induces a trade-off between the number of available
network numbers of a given size and the number of hosts that can be assigned
to the given network. For example, a site allocated the class A network number
18.0.0.0 (MIT) has 2* possible addresses to assign as host addresses (i.e., using
IPv4 addresses in the range 18.0.0.0-18.255.255.255), but there are only 127 class A
networks available for the entire Internet. A site allocated a class C network num-
ber, say, 192.125.3.0, would be able to assign only 256 hosts (i.e., those in the range
192.125.3.0-192.125.3.255), but there are more than two million class C network
numbers available.

Note

These numbers are not exact. Several addresses are not generally available for
use as unicast addresses. In particular, the first and last addresses of the range
are not generally available. In our example, the site assigned address range
18.0.0.0 would really be able to assign as many as 2%- 2 = 16,777,214 unicast IP
addresses.

The classful approach to Internet addressing lasted mostly intact for the first
decade of the Internet’s growth (to about the early 1980s). After that, it began to
show its first signs of scaling problems—it was becoming too inconvenient to cen-
trally coordinate the allocation of a new class A, B, or C network number every time
a new network segment was added to the Internet. In addition, assigning class A
and B network numbers tended to waste too many host numbers, whereas class C
network numbers could not provide enough host numbers to many new sites.

Subnet Addressing

One of the earliest difficulties encountered when the Internet began to grow was
the inconvenience of having to allocate a new network number for any new net-
work segment that was to be attached to the Internet. This became especially
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cumbersome with the development and increasing use of local area networks
(LANS) in the early 1980s. To address the problem, it was natural to consider a
way that a site attached to the Internet could be allocated a network number cen-
trally that could then be subdivided locally by site administrators. If this could be
accomplished without altering the rest of the Internet’s core routing infrastruc-
ture, so much the better.

Implementing this idea would require the ability to alter the line between the
network portion of an IP address and the host portion, but only for local purposes
at a site; the rest of the Internet would “see” only the traditional class A, B, and C
partitions. The approach adopted to support this capability is called subnet address-
ing [RFC0950]. Using subnet addressing, a site is allocated a class A, B, or C net-
work number, leaving some number of remaining host bits to be further allocated
and assigned within a site. The site may further divide the host portion of its base
address allocation into a subnetwork (subnet) number and a host number. Essen-
tially, subnet addressing adds one additional field to the IP address structure, but
without adding any bits to its length. As a result, a site administrator is able to
trade off the number of subnetworks versus the number of hosts expected to be on
each subnetwork without having to coordinate with other sites.

In exchange for the additional flexibility provided by subnet addressing, a
new cost is imposed. Because the definition of the Subnet and Host fields is now
site-specific (not dictated by the class of the network number), all routers and hosts
at a site require a new way to determine where the Subnet field of the address and
the Host field of the address are located within the address. Before subnets, this
information could be derived directly by knowing whether a network number
was from class A, B, or C (as indicated by the first few bits in the address). As an
example, using subnet addressing, an IPv4 address might have the form shown in
Figure 2-2.

Centrally Locally Managed
Allocated at Site
Class
0 15 16 31
B @ Net Number (16 bits; 14 free) Subnet ID (8 bits) | Host ID (8 bits)
Subnet/Host
Partition

Figure 2-2 An example of a subnetted class B address. Using 8 bits for the subnet ID provides for
256 subnets with 254 hosts on each of the subnets. This partitioning may be altered by
the network administrator.
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Figure 2-2 is an example of how a class B address might be “subnetted.”
Assume that some site in the Internet has been allocated a class B network num-
ber. The first 16 bits of every address the site will use are fixed at some particular
number because these bits have been allocated by a central authority. The last 16
bits (which would have been used only to create host numbers in the class B net-
work without subnets) can now be divided by the site network administrator as
needs may dictate. In this example, 8 bits have been chosen for the subnet number,
leaving 8 bits for host numbers. This particular configuration allows the site to
support 256 subnetworks, and each subnetwork may contain up to 254 hosts (now
the first and last addresses for each subnetwork are not available, as opposed to
losing only the first and last addresses of the entire allocated range). Recall that
the subnetwork structure is known only by hosts and routers where the subnet-
ting is taking place. The remainder of the Internet still treats any address associ-
ated with the site just as it did prior to the advent of subnet addressing. Figure 2-3
shows how this works.

All Traffic to or

137.164.23.30 from 128.32.x.x

128.32.2.9
Site Border
128.32.1. Router 128.32.2.x
\ | \ \ |
( 0D 128.32.1.1 ( 0)
\ | \ \
@ Site-Wide Subnet Mask:
S
255.255.255.0
128.32.1.14 128.32.2.122

Figure 2-3 A site is allocated the classical class B network number 128.32. The network administra-
tor decides to apply a site-wide subnet mask of 255.255.255.0, giving 256 subnetworks
where each subnetwork can hold 256 — 2 = 254 hosts. The IPv4 address of each host on
the same subnet has the subnetwork number in common. All of the IPv4 addresses of
hosts on the left-hand LAN segment start with 128.32.1, and all of those on the right start
with 128.32.2.
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233

This figure shows a hypothetical site attached to the Internet with one border
router (i.e., one attachment point to the Internet) and two internal local area net-
works. The value of x could be anything in the range [0, 255]. Each of the Ethernet
networks is an IPv4 subnetwork of the overall network number 128.32, a class B
address allocation. For other sites on the Internet to reach this site, all traffic with
destination addresses starting with 128.32 is directed by the Internet routing sys-
tem to the border router (specifically, its interface with IPv4 address 137.164.23.30).
At this point, the border router must distinguish among different subnetworks
within the 128.32 network. In particular, it must be able to distinguish and sepa-
rate traffic destined for addresses of the form 128.32.1.x from those destined for
addresses of the form 128.32.2.x. These represent subnetwork numbers 1 and 2,
respectively, of the 128.32 class B network number. In order to do this, the router
must be aware of where the subnet ID is to be found within the addresses. This is
accomplished by a configuration parameter we will discuss next.

Subnet Masks

The subnet mask is an assignment of bits used by a host or router to determine how
the network and subnetwork information is partitioned from the host information
in a corresponding IP address. Subnet masks for IP are the same length as the cor-
responding IP addresses (32 bits for IPv4 and 128 bits for IPv6). They are typically
configured into a host or router in the same way as IP addresses—either statically
(typical for routers) or using some dynamic system such as the Dynamic Host Con-
figuration Protocol (DHCP; see Chapter 6). For IPv4, subnet masks may be written
in the same way an IPv4 address is written (i.e., dotted-decimal). Although not
originally required to be arranged in this manner, today subnet masks are struc-
tured as some number of 1 bits followed by some number of 0 bits. Because of this
arrangement, it is possible to use a shorthand format for expressing masks that
simply gives the number of contiguous 1 bits in the mask (starting from the left).
This format is now the most common format and is sometimes called the prefix
length. Table 2-4 presents some examples for IPv4.

Table 2-4 IPv4 subnet mask examples in various formats

Dotted-Decimal | Shorthand

Representation (Prefix Length) |Binary Representation

128.0.0.0 /1 10000000 00000000 00000000 00000000
255.0.0.0 /8 11111111 00000000 00000000 00000000
255.192.0.0 /10 11111111 11000000 00000000 00000000
255.255.0.0 /16 11111111 11111111 00000000 00000000
255.255.254.0 /23 11111111 11111111 11111110 00000000
255.255.255.192 /27 11111121 11111111 11111111 11100000
255.255.255.255 /32 111111711 11111111 11117111171 11111111
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Table 2-5 IPv6 subnet mask examples in various formats

Hex Notation

Shorthand

(Prefix Length)

Binary Representation

e fEEE£EEEEEEE:

/64

1111111111111111
1111111111111111
0000000000000000
0000000000000000

1111111111111111
1111111111111111
0000000000000000
0000000000000000

ff00::

/8

1111111100000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000

Table 2-5 presents some examples for IPvé6.

Masks are used by routers and hosts to determine where the network/sub-
network portion of an IP address ends and the host part begins. A bit set to 1 in
the subnet mask means the corresponding bit position in an IP address should be
considered part of a combined network/subnetwork portion of an address, which
is used as the basis for forwarding datagrams (see Chapter 5). Conversely, a bit
set to 0 in the subnet mask means the corresponding bit position in an IP address
should be considered part of the host portion. For example, in Figure 2-4 we can
see how the IPv4 address 128.32.1.14 is treated when a subnet mask of 255.255.255.0
is applied to it.

=]

15 16 31

Address ‘ 10000000 0000000 00000007 00001110 ‘ 128.32.1.14

Mask \ 11111111 11111111 1111111ft oooooooo\ 255.255.255.0 (124)

Resut | 10000000 0000000 0000000/ 00000000 | 1283210

Figure 2-4 An IP address can be combined with a subnet mask using a bitwise AND operation in
order to form the network/subnetwork identifier (prefix) of the address used for routing.
In this example, applying a mask of length 24 to the IPv4 address 128.32.1.14 gives the
prefix 128.32.1.0/24.

Here we see how each bit in the address is ANDed with each corresponding
bit in the subnet mask. Recalling the bitwise AND operation, a result bit is only
ever a 1 if the corresponding bits in both the mask and the address are 1. In this
example, we see that the address 128.32.1.14 belongs to the subnet 128.32.1.0/24.
In Figure 2-3, this is precisely the information required by the border router to
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determine to which subnetwork a datagram destined for the system with address
128.32.1.14 should be forwarded. Note again that the rest of the Internet routing
system does not require knowledge of the subnet mask because routers outside
the site make routing decisions based only on the network number portion of
an address and not the combined network/subnetwork or host portions. Conse-
quently, subnet masks are purely a local matter at the site.

Variable-Length Subnet Masks (VLSM)

So far we have discussed how a network number allocated to a site can be sub-
divided into ranges assigned to multiple subnetworks, each of the same size and
therefore able to support the same number of hosts, based on the operational expec-
tations of the network administrator. We now observe that it is possible to use a
different-length subnet mask applied to the same network number in different por-
tions of the same site. Although doing this complicates address configuration man-
agement, it adds flexibility to the subnet structure because different subnetworks
may be set up with different numbers of hosts. Variable-length subnet masks (VLSM)
are now supported by most hosts, routers, and routing protocols. To understand
how VLSM works, consider the network topology illustrated in Figure 2-5, which
extends Figure 2-3 with two additional subnetworks using VLSM.

Internet

All Traffic to or from 128.32.x.x

137.164.23.30/32 (128.32.0.0/16)
- 128.32.2.9/24
128.32.1.1/24 Site Border
128.32.1.x Router 128.32.2.x
(128.32.1.0/24) ba (128.32.2.0/24)
\ ) ( )
| 128.32.230.129/26 ! !
# Internal Rovu&
128.32.1.14/24 \128,32,2,126/24
128.32.230.{128-191}
(128.32.230.128/26) \128.32.2.129/25
128.32.2.130/25 128.32.2.{128-255)

(128.32.2.128/25)

Figure 2-5 VLSM can be used to partition a network number into subnetworks with a differing
number of hosts on each subnet. Each router and host is configured with a subnet mask
in addition to its IP address. Most software supports VLSM, except for some older rout-
ing protocols (e.g., RIP version 1).
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In the more complicated and realistic example shown in Figure 2-5, three dif-
ferent subnet masks are used within the site to subnet the 128.32.0.0/16 network:
/24, /25, and /26. Doing so provides for a different number of hosts on each sub-
net. Recall that the number of hosts is constrained by the number of bits remain-
ing in the IP address that are not used by the network/subnet number. For IPv4
and a /24 prefix, this allows for 32 — 24 = 8 bits (256 hosts); for /25, half as many
(128 hosts); and for /26, half further still (64 hosts). Note that each interface on
each host and router depicted is now given both an IP address and a subnet mask,
but the mask differs across the network topology. With an appropriate dynamic
routing protocol running among the routers (e.g., OSPF, IS-IS, RIPv2), traffic is
able to flow correctly among hosts at the same site or to/from the outside of the
site across the Internet.

Although it may not seem obvious, there is a common case where a subnet-
work contains only two hosts. When routers are connected together by a point-
to-point link requiring an IP address to be assigned at each end, it is common
practice to use a /31 network prefix with IPv4, and it is now also a recommended
practice to use a /127 prefix for IPv6 [RFC6164].

Broadcast Addresses

In each IPv4 subnetwork, a special address is reserved to be the subnet broadcast
address. The subnet broadcast address is formed by setting the network/subnet-
work portion of an IPv4 address to the appropriate value and all the bits in the Host
field to 1. Consider the left-most subnet from Figure 2-5. Its prefix is 128.32.1.0/24.
The subnet broadcast address is constructed by inverting the subnet mask (i.e.,
changing all the 0 bits to 1 and vice versa) and performing a bitwise OR opera-
tion with the address of any of the computers on the subnet (or, equivalently, the
network/subnetwork prefix). Recall that the result of a bitwise OR operation is 1
if either input bit is 1. Using the IPv4 address 128.32.1.14, this computation can be
written as shown in Figure 2-6.

0 15 16 31

Address | 10000000 00100000 00000001 |00001110|| 128.32.1.14

Complement 0000000 00000000 00000000 [11111111]|  000zss

ORResult | 10000000 00100000 00000001 (11111111 | 128.32.1.255

Figure 2-6 The subnet broadcast address is formed by ORing the complement of the subnet mask
with the IPv4 address. In this case of a /24 subnet mask, all of the remaining 32 — 24
= 8 bits are set to 1, giving a decimal value of 255 and the subnet broadcast address of
128.32.1.255.
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As shown in the figure, the subnet broadcast address for the subnet
128.32.1.0/24 is 128.32.1.255. Historically, a datagram using this type of address as
its destination has also been known as a directed broadcast. Such a broadcast can,
at least theoretically, be routed through the Internet as a single datagram until
reaching the target subnetwork, at which point it becomes a collection of broad-
cast datagrams that are delivered to all hosts on the subnetwork. Generalizing
this idea further, we could form a datagram with the destination IPv4 address
128.32.255.255 and launch it into the Internet attached to the network depicted in
Figure 2-3 or Figure 2-5. This would address all hosts at the target site.

Note

Directed broadcasts were found to be such a big problem from a security point of
view that they are effectively disabled on the Internet today. [RFC0919] describes
the various types of broadcasts for IPv4, and [RFC1812] suggests that support
for forwarding directed broadcasts by routers should not only be available but
enabled by default. This policy was reversed by [RFC2644] so that by default
routers must now disable the forwarding of directed broadcasts and are even free
to omit support for the capability altogether.

In addition to the subnet broadcast address, the special-use address
255.255.255.255 is reserved as the local net broadcast (also called limited broadcast),
which is never forwarded by routers. (See Section 2.5 for more detail on special-
use addresses.) Note that although routers may not forward broadcasts, subnet
broadcasts and local net broadcasts destined for the same network to which a
computer is attached should be expected to work unless explicitly disabled by
end hosts. Such broadcasts do not require action by a router; link-layer broadcast
mechanisms, if available, are used for supporting them (see Chapter 3). Broadcast
addresses are typically used with protocols such as UDP/IP (Chapter 10) or ICMP
(Chapter 8) because these protocols do not involve two-party conversations as in
TCP/IP. IPv6 lacks any broadcast addresses; for places where broadcast addresses
might be used in IPv4, IPv6 instead uses exclusively multicast addresses (see
Chapter 9).

IPv6 Addresses and Interface Identifiers

In addition to being longer than IPv4 addresses by a factor of 4, IPv6 addresses
also have some additional structure. Special prefixes used with IPv6 addresses
indicate the scope of an address. The scope of an IPv6 address refers to the portion
of the network where it can be used. Important examples of scopes include node-
local (the address can be used only for communication on the same computer),
link-local (used only among nodes on the same network link or IPv6 prefix), or
global (Internet-wide). In IPv6, most nodes have more than one address in use,
often on the same network interface. Although this is supported in IPv4 as well, it
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is not nearly as common. The set of addresses required in an IPv6 node, including
multicast addresses (see Section 2.5.2), is given in [RFC4291].

Note

Another scope level called site-local using prefix fec0::/10 was originally sup-
ported by IPv6 but was deprecated for use with unicast addressing by [RFC3879].
The primary problems include how to handle such addresses given that they may
be reused in more than one site and a lack of clarity on precisely how to define
a “site.”

Link-local IPv6 addresses (and some global IPv6 addresses) use interface iden-
tifiers (IIDs) as a basis for unicast IPv6 address assignment. IIDs are used as the
low-order bits of an IPv6 address in all cases except where the address begins with
the binary value 000, and as such they must be unique within the same network
prefix. IIDs are ordinarily 64 bits long and are formed either directly from the
underlying link-layer MAC address of a network interface using a modified EUI-64
format [EUI64], or by another process that randomizes the value in hopes of pro-
viding some degree of privacy against address tracking (see Chapter 6).

In IEEE standards, EUI stands for extended unique identifier. EUI-64 identifi-
ers start with a 24-bit Organizationally Unique Identifier (OUI) followed by a 40-bit
extension identifier assigned by the organization, which is identified by the first 24
bits. The OUIs are maintained and allocated by the IEEE registration authority
[IEEERA]. EUIs may be “universally administered” or “locally administered.” In
the Internet context, such addresses are typically of the universally administered
variety.

Many IEEE standards-compliant network interfaces (e.g., Ethernet) have used
shorter-format addresses (48-bit EUls) for years. The only significant difference
between the EUI-48 and EUI-64 formats is their length (see Figure 2-7).

° 5
EUI-48
u: Universal/Local g: Individual/Group ,
EUI-64
(2? linIts) Assigned by Organization

Figure 2-7 The EUI-48 and EUI-64 formats defined by the IEEE. These are used within IPv6 to form
interface identifiers by inverting the u bit.
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The OUl is 24 bits long and occupies the first 3 bytes of both EUI-48 and EUI-
64 addresses. The low-order 2 bits of the first bytes of these addresses are desig-
nated the u and g bits, respectively. The u bit, when set, indicates that the address
is locally administered. The g bit, when set, indicates that the address is a group or
multicast-type address. For the moment, we are concerned only with cases where
the g bit is not set.

An EUI-64 can be formed from an EUI-48 by copying the 24-bit OUI value from
the EUI-48 address to the EUI-64 address, placing the 16-bit value 1111111111111110
(hex FFFE) in the fourth and fifth bytes of the EUI-64 address, and then copying
the remaining organization-assigned bits. For example, the EUI-48 address 00-11-
22-33-44-55 would become 00-11-22-FF-FE-33-44-55 in EUI-64. This mapping is the
first step used by IPv6 in constructing its interface identifiers when such under-
lying EUI-48 addresses are available. The modified EUI-64 used to form IIDs for
IPv6 addresses simply inverts the u bit.

When an IPv6 interface identifier is needed for a type of interface that does not
have an EUI-48-bit address provided by its manufacturer, but has some other type
of underlying address (e.g., AppleTalk), the underlying address is left-padded with
zeros to form the interface identifier. Interface identifiers created for interfaces
that lack any form of other identifier (e.g., tunnels, serial links) may be derived
from some other interface on the same node (that is not on the same subnet) or
from some identifier associated with the node. Lacking any other options, manual
assignment is a last resort.

2.3.6.1 Examples

Using the Linux ifconfig command, we can investigate the way a link-local IPv6
address is formed:

Linux% ifconfig ethl

ethl Link encap:Ethernet HWaddr 00:30:48:2A:19:89
inet addr:12.46.129.28 Bcast:12.46.129.127
Mask:255.255.255.128
inet6 addr: fe80::230:48ff:fe2a:1989/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1359970341 errors:0 dropped:0 overruns:0 frame:0
TX packets:1472870787 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:4021555658 (3.7 GiB) TX bytes:3258456176 (3.0 GiB)
Base address:0x3040 Memory:£8220000-£8240000

Here we can see how the Ethernet’s hardware address 00:30:48:2A:19:89 is
mapped to an IPv6 address. First, it is converted to EUI-64, forming the address
00:30:48:ff:fe:2a:19:89. Next, the u bit is inverted, forming the IID value
02:30:48:ff:fe:2a:19:89. To complete the link-local IPv6 address, we use
the reserved link-local prefix fe80::/10 (see Section 2.5). Together, these form
the complete address, £e80::230:48ff:fe2a:1989. The presence of /64 is the
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24

standard length used for identifying the subnetwork/host portion of an IPv6
address derived from an IID as required by [RFC4291].

Another interesting example is from a Windows system with IPv6. In this
case, we see a special tunnel endpoint, which is used to carry IPv6 traffic through
networks that otherwise support only IPv4:

c:\> ipconfig /all
Tunnel adapter Automatic Tunneling Pseudo-Interface:

Connection-specific DNS Suffix . : foo
Description . . . . . . . . . . . : Automatic Tunneling
Pseudo-Interface

Physical Address. . . . . . . . . : 0A-99-8D-87

Dhcp Enabled. . . . . . . . . . . : No

IP Address. . . . « « « « « . . . : fe80::5efe:10.153.141.135%2

Default Gateway . Coe e .

DNS Servers . . . . . . . . . . . : fec0:0:0:££f££::1%2
fec0:0:0:££££::2%2
fec0:0:0:ffff::3%2

NetBIOS over Tcpip. . . . . . . . : Disabled

o0

o©

In this case, we can see a special tunneling interface called ISATAP [RFC5214].
The so-called physical address is really the hexadecimal encoding of an IPv4
address: 0A-99-8D-87 is the same as 10.153.141.135. Here, the OUI used (00-
00-5E) is the one assigned to the IANA [IANA]. It is used in combination with
the hex value fe, indicating an embedded IPv4 address. This combination is
then combined with the standard link-local prefix £e80::/10 to give the address
fe80::5efe:10.153.141.135. The $2 appended to the end of the address is called
a zone ID in Windows and indicates the interface index number on the computer
corresponding to the IPv6 address. IPv6 addresses are often created by a process
of automatic configuration, a process we discuss in more detail in Chapter 6.

CIDR and Aggregation

In the early 1990s, after the adoption of subnet addressing to ease one form of
growing pains, the Internet started facing a serious set of scaling problems. Three
particular issues were considered so important as to require immediate attention:

1. By 1994, over half of all class B addresses had already been allocated. It was
expected that the class B address space would be exhausted by about 1995.

2. The 32-bit IPv4 address was thought to be inadequate to handle the size of
the Internet anticipated by the early 2000s.
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3. The number of entries in the global routing table (one per network num-
ber), about 65,000 in 1995, was growing. As more and more class A, B, and
C routing entries appeared, routing performance would suffer.

These three issues were attacked by a group in the IETF called ROAD (for
ROuting and ADdressing), starting in 1992. They considered problems 1 and 3 to
be of immediate concern, and problem 2 as requiring a long-term solution. The
short-term solution they proposed was to effectively remove the class breakdown
of IP addresses and also promote the ability to aggregate hierarchically assigned
IP addresses. These measures would help problems 1 and 3. IPv6 was envisioned
to deal with problem 2.

Prefixes

In order to help relieve the pressure on the availability of IPv4 addresses (espe-
cially class B addresses), the classful addressing scheme was generalized using a
scheme similar to VLSM, and the Internet routing system was extended to support
Classless Inter-Domain Routing (CIDR) [RFC4632]. This provided a way to conve-
niently allocate contiguous address ranges that contained more than 255 hosts but
fewer than 65,536. That is, something other than single class B or multiple class
C network numbers could be allocated to sites. Using CIDR, any address range
is not predefined as being part of a class but instead requires a mask similar to a
subnet mask, sometimes called a CIDR mask. CIDR masks are not limited to a site
but are instead visible to the global routing system. Thus, the core Internet routers
must be able to interpret and process masks in addition to network numbers. This
combination of numbers, called a network prefix, is used for both IPv4 and IPv6
address management.

Eliminating the predefined separation of network and host number within an
IP address makes finer-grain allocation of IP address ranges possible. As with class-
ful addressing, dividing the address spaces into chunks is most easily achieved by
grouping numerically contiguous addresses for use as a type or for some particu-
lar special purpose. Such groupings are now commonly expressed using a prefix
of the address space. An n-bit prefix is a predefined value for the first  bits of an
address. The value of n (the length of the prefix) is typically expressed as an inte-
ger in the range 0-32 for IPv4 and 0-128 for IPv6. It is generally appended to the
base IP address following a / character. Table 2-6 gives some examples of prefixes
and their corresponding IPv4 or IPv6 address ranges.

In the table, the bits defined and fixed by the prefix are enclosed in a box.
The remaining bits may be set to any combination of 0s and 1s, thereby cover-
ing the possible address range. Clearly, a smaller prefix length corresponds to a
larger number of possible addresses. In addition, the earlier classful addressing
approach is easily generalized by this scheme. For example, the class C network
number 192.125.3.0 can be written as the prefix 192.125.3.0/24 or 192.125.3/24.
Classful A and B network numbers can be expressed using /8 and /16 prefix
lengths, respectively.
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Table 2-6 Examples of prefixes and their corresponding IPv4 or IPv6 address range

Prefix Prefix (Binary) Address Range
0.0.0.0/0 00000000 00000000 00000000 00000000 0.0.0.0-255.255.255.255
128.0.0.0/1 000000 00000000 00000000 00000000 128.0.0.0-255.255.255.255
128.0.0.0/24 10000000 00000000 00000000/00000000 128.0.0.0-128.0.0.255
198.128.128.192/27 | (11000110 10000000 10000000 11000000 198.128.128.192-198.128.128.223
165.195.130.107/32 (10100101 11000011 10000010 01101011 165.195.130.107
2001:db8::/32 0010000000000001 0000110110111000 2001:db8::—2001:db8:ffff:ffff
0000000000000000 0000000000000000
0000000000000000 0000000000000000
0000000000000000 0000000000000000
2.4.2 Aggregation

Removing the classful structure of IP addresses made it possible to allocate IP
address blocks in a wider variety of sizes. Doing so, however, did not address
the third concern from the list of problems; it did not help to reduce the number
of routing table entries. A routing table entry tells a router where to send traffic.
Essentially, the router inspects the destination IP address in an arriving datagram,
finds a matching routing table entry, and from the entry extracts the “next hop”
for the datagram. This is somewhat like driving to a particular address in a car
and in every intersection along the way finding a sign indicating what direction
to take to get to the next intersection on the way to the destination. If you consider
the number of signs that would have to be present at every intersection for every
possible destination neighborhood, you get some sense of the problem facing the
Internet in the early 1990s.

At the time, few techniques were known to dramatically reduce the number
of routing table entries while maintaining shortest-path routes to all destinations
in the Internet. The best-known approach was published in a study of hierarchical
routing [KK77] in the late 1970s by Kleinrock and Kamoun. They observed that if
the network topology were arranged as a tree' and addresses were assigned in a
way that was “sensitive” to this topology, very small routing tables could be used
while still maintaining shortest-path routes to all destinations. Consider Figure 2-8.

In this figure, circles represent routers and lines represent network links
between them. The left-hand and right-hand sides of the diagram show tree-
shaped networks. The difference between them is the way addresses have been
assigned to the routers. In the left-hand (a) side, addresses are essentially ran-
dom—there is no direct relationship between the addresses and the location of

1. In graph theory, a tree is a connected graph with no cycles. For a network of routers and links, this
means that there is only one simple (nonduplicative) path between any two routers.
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3 Entries

9 Entries (Table Fixed as Tree Grows)

(Table Grows as Tree Grows) Other Parts of the Network

19.12.4.8

190.16.11.2( )

66.103.2.19

159.66.2.231 19.12.4.9 203.44.23.198 19.1.1.65 19.2.1.65 19.2.3.254
(a) Random (Location Independent) (b) Topology Sensitive (Location Dependent)
Addressing Addressing

Figure 2-8 Inanetwork with a tree topology, network addresses can be assigned in a special way so as to limit
the amount of routing information (“state”) that needs to be stored in a router. If addresses are
not assigned in this way (left side), shortest-path routes cannot be guaranteed without storing an
amount of state proportional to the number of nodes to be reached. While assigning addresses in
a way that is sensitive to the tree topology saves state, if the network topology changes, a reassign-
ment of addresses is generally required.

the routers in the tree. On the right-hand (b) side of the diagram, the addresses
are assigned based upon where the router is located in the tree. If we consider
the number of entries each top router requires, we see that there is a significant
difference.

The root (top) of the tree on the left is the router labeled 19.12.4.8. In order to
know a next hop for every possible destination, it needs an entry for all the routers
“below” it in the tree: 190.16.11.2, 86.12.0.112, 159.66.2.231, 133.17.97.12, 66.103.2.19,
18.1.1.1,19.12.4.9, and 203.44.23.198. For any other destination, it simply routes to the
cloud labeled “Other Parts of the Network.” This results in a total of nine entries.
In contrast, the root of the right-hand tree is labeled 19.0.0.1 and requires only three
entries in its routing table. Note that all of the routers on the left side of the right
tree begin with the prefix 19.1 and all to the right begin with 19.2. Thus, the table
in router 19.0.0.1 need only show 19.1.0.1 as the next hop for any destination start-
ing with 19.1, whereas 19.2.0.1 is the next hop for any destination starting with 19.2.
Any other destination goes to the cloud labeled “Other Parts of the Network.” This
results in a total of three entries. Note that this behavior is recursive—any router
in the (b) side of the tree never requires more entries than the number of links it
has. This is a direct result of the special method used to assign the addresses. Even
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if more routers are added to the (b)-side tree, this nice property is maintained.
This is the essence of the hierarchical routing idea from [KK77].

In the Internet context, the hierarchical routing idea can be used in a specific
way to reduce the number of Internet routing entries that would be required other-
wise. This is accomplished by a procedure known as route aggregation. It works by
joining multiple numerically adjacent IP prefixes into a single shorter prefix (called
an aggregate or summary) that covers more address space. Consider Figure 2-9.

190.154.27.0/26
190.154.27.0/25
190.154.27.64126 = / 190.154.27.0125 ) 190.154.27.0/24

190.154.27.192/26
190.154.27.128/25 .154.26.
190.154.27.192/26 190.154.27.128/26|:> 190.154.26.0/24

190.154.26.0/23

Figure 2-9 In this example, the arrows indicate aggregation of two address prefixes to form one;
the underlined prefixes are additions in each step. In the first step, 190.154.27.0/26
and 190.154.27.64.0/26 can be aggregated because they are numerically adjacent, but
190.154.27.192/26 cannot. With the addition of 190.154.27.128/26, they can all be aggre-
gated together in two steps to form 190.154.27.0/24. With the final addition of the adjacent
190.154.26.0/24, the aggregate 190.154.26.0/23 is produced.

We start with three address prefixes on the left in Figure 2-9. The first two,
190.154.27.0/26 and 190.154.27.64/26, are numerically adjacent and can therefore
be combined (aggregated). The arrows indicate where aggregation takes place.
The prefix 190.154.27.192/26 cannot be aggregated in the first step because it is not
numerically adjacent. When a new prefix, 190.154.27.128/26, is added (underlined),
the 190.154.27.192/26 and 190.154.27.128/26 prefixes may be aggregated, forming
the 190.154.27.128/25 prefix. This aggregate is now adjacent to the 190.154.27.0/25
aggregate, so they can be aggregated further to form 190.154.27.0/24. When the
prefix 190.154.26.0/24 (underlined) is added, the two class C prefixes can be aggre-
gated to form 190.154.26.0/23. In this way, the original three prefixes and the two
that were added can be aggregated into a single prefix.

Special-Use Addresses

Both the IPv4 and IPv6 address spaces include a few address ranges that are used
for special purposes (and are therefore not used in assigning unicast addresses).
For IPv4, these addresses are given in Table 2-7 [RFEC5735].
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Table 2-7 [Pv4 special-use addresses (defined January 2010)

Prefix Special Use Reference

0.0.0.0/8 Hosts on the local network. May be used only as a source IP | [RFC1122]
address.

10.0.0.0/8 Address for private networks (intranets). Such addresses [RFC1918]
never appear on the public Internet.

127.0.0.0/8 Internet host loopback addresses (same computer). Typically | [RFC1122]
only 127.0.0.1 is used.

169.254.0.0/16 “Link-local” addresses—used only on a single link and [RFC3927]
generally assigned automatically. See Chapter 6.

172.16.0.0/12 Address for private networks (intranets). Such addresses [RFC1918]
never appear on the public Internet.

192.0.0.0/24 IETF protocol assignments (IANA reserved). [RFC5736]

192.0.2.0/24 TEST-NET-1 addresses approved for use in documentation. [RFC5737]
Such addresses never appear on the public Internet.

192.88.99.0/24 Used for 6to4 relays (anycast addresses). [RFC3068]

192.168.0.0/16 Address for private networks (intranets). Such addresses [RFC1918]
never appear on the public Internet.

198.18.0.0/15 Used for benchmarks and performance testing. [RFC2544]

198.51.100.0/24 TEST-NET-2. Approved for use in documentation. [RFC5737]

203.0.113.0/24 TEST-NET-3. Approved for use in documentation. [RFC5737]

224.0.0.0/4 IPv4 multicast addresses (formerly class D); used only as [RFC5771]
destination addresses.

240.0.0.0/4 Reserved space (formerly class E), except 255.255.255.255. [RFC1112]

255.255.255.255/32 | Local network (limited) broadcast address. [RFC0919]

[RFC0922]

In IPv6, a number of address ranges and individual addresses are used for
specific purposes. They are listed in Table 2-8 [RFC5156].
For both IPv4 and IPv6, address ranges not designated as special, multicast, or

reserved are available to be assigned for unicast use. Some unicast address space
(prefixes 10/8, 172.16/12, and 192.168/16 for IPv4 and fc00::/7 for IPv6) is reserved
for building private networks. Addresses from these ranges can be used by coop-
erating hosts and routers within a site or organization, but not across the global
Internet. Thus, these addresses are sometimes called nonroutable addresses. That
is, they will not be routed by the public Internet.

The management of private, nonroutable address space is entirely a local deci-
sion. The IPv4 private addresses are very common in home networks and for the
internal networks of moderately sized and large enterprises. They are frequently
used in combination with network address translation (NAT), which rewrites IP
addresses inside IP datagrams as they enter the Internet. We discuss NAT in detail
in Chapter 7.
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Table 2-8 IPv6 special-use addresses (defined April 2008)

Prefix Special Use Reference

/0 Default route entry. Not used for addressing. [RFC5156]

/128 The unspecified address; may be used as a source IP address. |[RFC4291]

::1/128 The IPv6 host loopback address; not used in datagrams sent | [RFC4291]
outside the local host.

::f£f£:0:0/96 IPv4-mapped addresses. Such addresses never appear in [RFC4291]
packet headers. For internal host use only.

::{lipv4-address}/96 | IPv4-compatible addresses. Deprecated; not to be used. [RFC4291]

2001::/32 Teredo addresses. [RFC4380]

2001:10::/28 Overlay Routable Cryptographic Hash Identifiers. Such [RFC4843]
addresses never appear on the public Internet.

2001:db8::/32 Address range used for documentation and for examples. [REC3849]
Such addresses never appear on the public Internet.

2002::/16 6to4 addresses of 6to4 tunnel relays. [RFC3056]

3ffe::/16 Used by 6bone experiments. Deprecated; not to be used. [RFC3701]

5f00::/16 Used by 6bone experiments. Deprecated; not to be used. [RFC3701]

fc00::/7 Unique, local unicast addresses; not used on the global [RFC4193]
Internet.

fe80::/10 Link-local unicast addresses. [RFC4291]

£f00::/8 IPv6 multicast addresses; used only as destination addresses. |[RFC4291]

2.51 Addressing IPv4/IPv6 Translators

In some networks, it may be attractive to perform translation between IPv4 and
IPv6 [RFC6127]. A framework for this has been developed for unicast translations
[RFC6144], and one is currently under development for multicast translations [IDv-
4vomc]. One of the basic functions is to provide automated, algorithmic translation
of addresses. Using the “well-known” IPv6 prefix 64:ff9b::/96 or another assigned
prefix, [REC6052] specifies how this is accomplished for unicast addresses.

The scheme makes use of a specialized address format called an IPv4-embed-
ded IPv6 address. This type of address contains an IPv4 address inside an IPv6
address. It can be encoded using one of six formats, based on the length of the IPv6
prefix, which is required to be one of the following: 32, 40, 48, 56, 64, or 96. The
formats available are shown in Figure 2-10.

In the figure, the prefix is either the well-known prefix or a prefix unique to
the organization deploying translators. Bits 64—71 must be set to 0 to maintain
compatibility with identifiers specified in [RFC4291]. The suffix bits are reserved
and should be set to 0. The method to produce an IPv4-embedded IPv6 address
is then simple: concatenate the IPv6 prefix with the 32-bit IPv4 address, ensur-
ing that the bits 63-71 are set to 0 (inserting if necessary). Append the suffix as
0 bits until a 128-bit address is produced. IPv4-embedded IPv6 addresses using
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2.5.2

Prefix
Length 0 31 39 47 63 71 79 87 95 103 127
IPv6 Prefix IPv4 Address X .
32 (32 bits) (32 bits) u Suffix (56 bits)
IPv6 Prefix IPv4 Address 1Pvd N .
40 (40 bits) (first 24 bits) U | pdrese Suffix (48 bits)
IPv6 Prefix IPv4 Address IPv4 Address ) .
48 (48 bits) (first 16 bits) | Y | (last 16 bits) Suffix (40 bits)
IPv6 Prefix 1Pv4 IPv4 Address ) .
56 (56 bits) fddress | U (last 24 bits) Suffix (32 bits)
IPv6 Prefix |Pv4 Address ) .
64 (64 bits) u (32 bits) Suffix (24 bits)
96 IPv6 Prefix IPv4 Address
(96 bits) (32 bits)

Figure 2-10 IPv4 addresses can be embedded within IPv6 addresses, forming an IPv4-embedded
IPv6 address. Six different formats are available, depending on the IPv6 prefix length in
use. The well-known prefix 64:ff9b::/96 can be used for automatic translation between
IPv4 and IPv6 unicast addresses.

the 96-bit prefix option may be expressed using the convention for IPv6-mapped
addresses mentioned previously (Section 2.2(3) of [RFC4291]). For example,
embedding the IPv4 address 198.51.100.16 with the well-known prefix produces
the address 64:ff9b::198.51.100.16.

Multicast Addresses

Multicast addressing is supported by IPv4 and IPv6. An IP multicast address (also
called group or group address) identifies a group of host interfaces, rather than a
single one. Generally speaking, the group could span the entire Internet. The
portion of the network that a single group covers is known as the group’s scope
[REC2365]. Common scopes include node-local (same computer), link-local (same
subnet), site-local (applicable to some site), global (entire Internet), and administra-
tive. Administrative scoped addresses may be used in an area of the network that
has been manually configured into routers. A site administrator may configure
routers as admin-scope boundaries, meaning that multicast traffic of the associated
group is not forwarded past the router. Note that the site-local and administrative
scopes are available for use only with multicast addressing.

Under software control, the protocol stack in each Internet host is able to join
or leave a multicast group. When a host sends something to a group, it creates a
datagram using one of its own (unicast) IP addresses as the source address and
a multicast IP address as the destination. All hosts in scope that have joined the
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group should receive any datagrams sent to the group. The sender is not generally
aware of the hosts receiving the datagram unless they explicitly reply. Indeed, the
sender does not even know in general how many hosts are receiving its datagrams.

The original multicast service model, described so far, has become known as
any-source multicast (ASM). In this model, any sender may send to any group; a
receiver joins the group by specifying only the group address. A newer approach,
called source-specific multicast (SSM) [REC3569][RFC4607], uses only a single sender
per group (also see the errata to [RFC4607]). In this case, when joining a group,
a host specifies the address of a channel, which comprises both a group address
and a source IP address. SSM was developed to avoid some of the complexities in
deploying the ASM model. Although neither form of multicast is widely available
throughout the Internet, it seems that SSM is now the more likely candidate for
adoption.

Understanding and implementing wide area multicasting has been an ongo-
ing effort within the Internet community for more than a decade, and a large
number of protocols have been developed to support it. Full details of how global
Internet multicasting works are therefore beyond the scope of this text, but the
interested reader is directed to [IMRO02]. Details of how local IP multicast operates
are given in Chapter 9. For now, we shall discuss the format and meaning of IPv4
and IPv6 multicast addresses.

IPv4 Multicast Addresses

For IPv4, the class D space (224.0.0.0-239.255.255.255) has been reserved for
supporting multicast. With 28 bits free, this provides for the possibility of 2% =
268,435,456 host groups (each host group is an IP address). This address space is
divided into major sections based on the way they are allocated and handled with
respect to routing [IPAMA]. Those major sections are presented in Table 2-9.

The blocks of addresses up to 224.255.255.255 are allocated for the exclusive
use of certain application protocols or organizations. These are allocated as the
result of action by the IANA or by the IETFE. The local network control block is
limited to the local network of the sender; datagrams sent to those addresses are
never forwarded by multicast routers. The All Hosts group (224.0.0.1) is one group
in this block. The internetwork control block is similar to the local network control
range but is intended for control traffic that needs to be routed off the local link.
An example from this block is the Network Time Protocol (NTP) multicast group
(224.0.1.1) [RFC5905].

The first ad hoc block was constructed to hold addresses that did not fall into
either the local or internetwork control blocks. Most of the allocations in this range
are for commercial services, some of which do not (or never will) require global
address allocations; they may eventually be returned in favor of GLOP? address-
ing (see the next paragraphs). The SDP/SAP block contains addresses used by

2. GLOP is not an acronym but instead simply a name for a portion of address space.
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Table 2-9 Major sections of IPv4 class D address space used for supporting multicast

Range (Inclusive) Special Use Reference
224.0.0.0-224.0.0.255 Local network control; not forwarded [RFC5771]
224.0.1.0-224.0.1.255 Internetwork control; forwarded normally [REC5771]
224.0.2.0-224.0.255.255 Ad hoc block I [REC5771]
224.1.0.0-224.1.255.255 Reserved [REC5771]
224.2.0.0-224.2.255.255 SDP/SAP [RFC4566]
224.3.0.0-224.4.255.255 Ad hoc block IT [RFC5771]
224.5.0.0-224.255.255.255 Reserved [IPAMA]
225.0.0.0-231.255.255.255 Reserved [IPAMA]
232.0.0.0-232.255.255.255 Source-specific multicast (SSM) [RFC4607]
[RFC4608]
233.0.0.0-233.251.255.255 GLOP [RFC3180]
233.252.0.0-233.255.255.255 Ad hoc block IIT [RFC5771]
(233.252.0.0/24 is reserved for documentation)
234.0.0.0-234.255.255.255 Unicast-prefix-based IPv4 multicast addresses [REC6034]
235.0.0.0-238.255.255.255 Reserved [IPAMA]
239.0.0.0-239.255.255.255 Administrative scope [REC2365]

applications such as the session directory tool (SDR) [H96] that send multicast
session announcements using the Session Announcement Protocol (SAP) [RFC2974].
Originally a component of SAP, the newer Session Description Protocol (SDP)
[RFC4566] is now used not only with IP multicast but also with other mechanisms
to describe multimedia sessions.

The other major address blocks were created somewhat later in the evolution of
IP multicast. The SSM block is used by applications employing SSM in combination
with their own unicast source IP address in forming SSM channels, as described
previously. In the GLOP block, multicast addresses are based on the autonomous
system (AS) number of the host on which the application allocating the address
resides. AS numbers are used by Internet-wide routing protocols among ISPs in
order to aggregate routes and apply routing policies. Each such AS has a unique
AS number. Originally, AS numbers were 16 bits but have now been extended to
32 bits [RFC4893]. GLOP addresses are generated by placing a 16-bit AS number in
the second and third bytes of the IPv4 multicast address, leaving room for 1 byte to
represent the possible multicast addresses (i.e., up to 256 addresses). Thus, it is pos-
sible to map back and forth between a 16-bit AS number and the GLOP multicast
address range associated with an AS number. Although this computation is simple,
several online calculators have been developed to do it, too.?

3. For example, http://gigapop.uoregon.edu/glop/.
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The most recent of the IPv4 multicast address allocation mechanisms associates
anumber of multicast addresses with an IPv4 unicast address prefix. This is called
unicast-prefix-based multicast addressing (UBM) and is described in [RFC6034]. It is
based on a similar structure developed earlier for IPv6 that we discuss in Section
2.54. The UBM IPv4 address range is 234.0.0.0 through 234.255.255.255. A unicast
address allocation with a /24 or shorter prefix may make use of UBM addresses.
Allocations with fewer addresses (i.e., a /25 or longer prefix) must use some other
mechanism. UBM addresses are constructed as a concatenation of the 234/8 pre-
fix, the allocated unicast prefix, and the multicast group ID. Figure 2-11 shows the
format.

0 78 N 31

234 Unicast Prefix Group ID
(8 bits) (up to 24 bits) (up to 16 bits)

Figure 2-11 The IPv4 UBM address format. For unicast address allocations of /24 or shorter, associ-
ated multicast addresses are allocated based on a concatenation of the prefix 234/8, the
assigned unicast prefix, and the multicast group ID. Allocations with shorter unicast
prefixes therefore contain more unicast and multicast addresses.

To determine the set of UBM addresses associated with a unicast allocation,
the allocated prefix is simply prepended with the 234/8 prefix. For example, the
unicast IPv4 address prefix 192.0.2.0/24 has a single associated UBM address,
234.192.0.2. 1t is also possible to determine the owner of a multicast address by
simply “left-shifting” the multicast address by 8 bit positions. We know that the
multicast address range 234.128.32.0/24 is allocated to UC Berkeley, for example,
because the corresponding unicast IPv4 address space 128.32.0.0/16 (the “left-
shifted” version of 234.128.32.0) is owned by UC Berkeley (as can be determined
using a WHOIS query; see Section 2.6.1.1).

UBM addresses may offer advantages over the other types of multicast
address allocations. For example, they do not carry the 16-bit restriction for AS
numbers used by GLOP addressing. In addition, they are allocated as a conse-
quence of already-existing unicast address space allocations. Thus, sites wishing
to use multicast addresses already know which addresses they can use without
further coordination. Finally, UBM addresses are allocated at a finer granular-
ity than GLOP addresses, which correspond to AS number allocations. In today’s
Internet, a single AS number may be associated with multiple sites, frustrating the
simple mapping between address and owner supported by UBM.

The administratively scoped address block can be used to limit the distribu-
tion of multicast traffic to a particular collection of routers and hosts. These are
the multicast analogs of private unicast IP addresses. Such addresses should not
be used for distributing multicast into the Internet, as most of them are blocked at
enterprise boundaries. Large sites sometimes subdivide administratively scoped
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254

multicast addresses to cover specific useful scopes (e.g., work group, division, and
geographical area).

IPv6 Multicast Addresses

For IPv6, which is considerably more aggressive in its use of multicast, the prefix
ff00::/8 has been reserved for multicast addresses, and 112 bits are available for
holding the group number, providing for the possibility of

212 = 5192,296,858,534,827,628,530,496,329,220,096

groups. Its general format is as shown in Figure 2-12.

0 16

1111111 1orP T Group ID (112 bits) ...
N N

Flags Scope
(4 bits) (4 bits)

o

Figure 2-12 The base IPv6 multicast address format includes 4 flag bits (0, reserved; R, contains ren-
dezvous point; P, uses unicast prefix; T, is transient). The 4-bit Scope value indicates the
scope of the multicast (global, local, etc.). The Group ID is encoded in the low-order 112
bits. If the P or R bit is set, an alternative format is used.

The second byte of the IPv6 multicast address includes a 4-bit Flags field and a
4-bit Scope ID field in the second nibble. The Scope field is used to indicate a limit
on the distribution of datagrams addressed to certain multicast addresses. The
hexadecimal values 0, 3, and f are reserved. The hex values 6, 7, and 9 through d

are unassigned. The values are given in Table 2-10, which is based on Section 2.7
of [RFC4291].

Table 2-10 Values of the IPv6 Scope field

Value Scope

0 Reserved

1 Interface-/machine-local
2 Link-/subnet-local

3 Reserved

4 Admin

5 Site-local

67 Unassigned

8 Organizational-local
9-d Unassigned

e Global

f Reserved
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Many IPv6 multicast addresses allocated by the IANA for permanent use
intentionally span multiple scopes. Each of these is defined with a certain offset
relative to every scope (such addresses are called scope-relative or variable-scope
for this reason). For example, the variable-scope multicast address ffOx::101 is
reserved for NTP servers by [IP6MA]. The x indicates variable scope; Table 2-11
shows some of the addresses defined by this reservation.

Table 2-11 Example permanent variable-scope IPv6 multicast address reservations for NTP (101)

Address Meaning

£f01::101 All NTP servers on the same machine

££02::101 All NTP servers on the same link/subnet

£f04::101 All NTP servers within some administratively defined scope
f£05::101 All NTP servers at the same site

££08::101 All NTP servers at the same organization

ff0e::101 All NTP servers in the Internet

In IPv6, the multicast address format given in Figure 2-12 is used when the
P and R bit fields are set to 0. When P is set to 1, two alternative methods exist
for multicast addresses that do not require global agreement on a per-group basis.
These are described in [RFC3306] and [RFC4489]. In the first, called unicast-prefix-
based IPv6 multicast address assignment, a unicast prefix allocation provided by an
ISP or address allocation authority also effectively allocates a collection of multicast
addresses, thereby limiting the amount of global coordination required for avoid-
ing duplicates. With the second method, link-scoped IPv6 multicast, interface identi-
fiers are used, and multicast addresses are based on a host’s IID. To understand
how these various formats work, we need to first understand the use of the bit
fields in the IPv6 multicast address in more detail. They are defined in Table 2-12.

Table 2-12 IPv6 multicast address flags

Bit Field

(Flag) Meaning Reference
R Rendezvous point flag (0, regular; 1, RP address included) [RFC3956]
P Prefix flag (0, regular; 1, address based on unicast prefix) [RFC3306]
T Transient flag (0, permanently assigned; 1, transient) [RFC4291]

The T bit field, when set, indicates that the included group address is tempo-
rary or dynamically allocated; it is not one of the standard addresses defined in
[IP6MA]. When the P bit field is set to 1, the T bit must also be set to 1. When this
happens, a special format of IPv6 multicast addresses based on unicast address
prefixes is enabled, as shown in Figure 2-13.
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0 16
11111111 |00 1 1 00000000 | 0 for SSM <9-f-°-'--SSM>L ------
H_)w_)\ A )H_)ﬁ_)
g g
Flags Scope Reserved Prefix Length Prefix Group ID
(4 bits) (4 bits) (8 bits) (8 bits) (64 bits) (32 bits)

Figure 2-13 IPv6 multicast addresses can be created based upon unicast IPv6 address assignments
[RFC3306]. When this is done, the P bit field is set to 1, and the unicast prefix is carried
in the address, along with a 32-bit group ID. This form of multicast address allocation
eases the need for global address allocation agreements.

We can see here how using unicast-prefix-based addressing changes the for-
mat of the multicast address to include space for a unicast prefix and its length,
plus a smaller (32-bit) group ID. The purpose of this scheme is to provide a way
of allocating globally unique IPv6 multicast addresses without requiring a new
global mechanism for doing so. Because IPv6 unicast addresses are already allo-
cated globally in units of prefixes (see Section 2.6), it is possible to use bits of this
prefix in multicast addresses, thereby leveraging the existing method of unicast
address allocation for multicast use. For example, an organization receiving a uni-
cast prefix allocation of 3ffe:ffff:1::/48 would also consequently receive a unicast-
based multicast prefix allocation of ff3x:30:3ffe:ffff:1::/96, where x is any valid
scope. SSM is also supported using this format by setting the prefix length and
prefix fields to 0, effectively requiring the prefix ff3x::/32 (where x is any valid
scope value) for use in all such IPv6 SSM multicast addresses.

To create unique multicast addresses of link-local scope, a method based on
IIDs can be used [RFC4489], which is preferred to unicast-prefix-based allocation
when only link-local scope is required. In this case, another form of IPv6 multicast
address structure is used (see Figure 2-14).

0 16
11111111 [oi01i1 <=2 00000000 | 11111111 | - L ------
W\ A )H—M—)
g g
Flags Scope Reserved Prefix Length 1ID Group ID
(4 bits) (4 bits) (8 bits) (8 bits) (64 bits) (32 bits)

Figure 2-14 The IPv6 link-scoped multicast address format. Applicable only to link- (or smaller)
scoped addresses, the multicast address can be formed by combining an IPv6 interface
ID and a group ID. The mapping is straightforward, and all such addresses use prefixes
of the form ff3x:0011/32, where x is the scope ID and is less than 3.

The address format shown in Figure 2-14 is very similar to the format in Fig-
ure 2-13, except that the Prefix Length field is set to 255, and instead of a prefix
being carried in the subsequent field, an IPv6 IID is instead. The advantage of
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this structure over the previous one is that no prefix need be supplied in forming
the multicast address. In ad hoc networks where no routers may be available, an
individual machine can form unique multicast addresses based on its own IID
without having to engage in a complex agreement protocol. As stated before, this
format works only for link- or node-local multicast scoping, however. When larger
scopes are required, either unicast-prefix-based addressing or permanent multi-
cast addresses are used. As an example of this format, a host with IID 02-11-22-33-
44-55-66-77 would use multicast addresses of the form ff3x:0011:0211:2233:4455:66
77:gggg:ggeg, where x is a scope value of 2 or less and gggg:gggg is the hexadeci-
mal notation for a 32-bit multicast group ID.

The bit field we have yet to discuss is the R bit field. It is used when unicast-
prefix-based multicast addressing is used (the P bit is set) along with a multicast
routing protocol that requires knowledge of a rendezvous point.

Note

A rendezvous point (RP) is the IP address of a router set up to handle multicast
routing for one or more multicast groups. RPs are used by the PIM-SM proto-
col [RFC4601] to help senders and receivers participating in the same multicast
group to find each other. One of the problems encountered in deploying Internet-
wide multicast has been locating rendezvous points. This scheme overloads the
IPv6 multicast address to include an RP address. Therefore, it is simple to find an
RP from a group address by just selecting the appropriate subset of bits.

When the P bit is set, the modified format for a multicast address shown in
Figure 2-15 is used.

0 16
11111111 |oi111 0000 >0 & <=64 | - L ------
H—)H/—)H/—)H/—)%/—)ﬁ—)ﬁ—)
Flags Scope Reserved RIID Prefix Length Prefix Group ID
(4 bits) (4 bits) (4 bits) (4 bits) (8 bits) (64 bits) (32 bits)

Figure 2-15 The unicast IPv6 address of an RP can be embedded inside an IPv6 multicast address
[REC3956]. Doing so makes it straightforward to find an RP associated with an address
for routing purposes. An RP is used by the multicast routing system in order to coordi-
nate multicast senders with receivers when they are not on the same subnetwork.

The format shown in Figure 2-15 is similar to the one shown in Figure 2-13,
but SSM is not used (so the prefix length cannot be zero). In addition, a new 4-bit
field called the RIID is introduced. To form the IPv6 address of an RP based on
a multicast address of the form in Figure 2-15, the number of bits indicated in
the Prefix Length field are extracted from the Prefix field and placed as the upper
bits in a fresh IPv6 address. Then, the contents of the RIID field are used as the
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low-order 4 bits of the RP address. The rest is filled with zeros. As an example,
consider a multicast address ff75:940:2001:db8:dead:beef:f00d:face. In this case,
the scope is 5 (site-local), the RIID field has the value 9, and the prefix length is
0x40 = 64 bits. The prefix itself is therefore 2001:db8:dead:beef, so the RP address
is 2001:db8:dead:beef::9. More examples are given in [RFC3956].

As with IPv4, there are a number of reserved IPv6 multicast addresses. These
addresses are grouped by scope, except for the variable-scope addresses men-
tioned before. Table 2-13 gives a list of the major reservations from the IPv6 multi-

cast space. Consult [[P6MA] for additional information.

Table 2-13 Reserved addresses within the IPv6 multicast address space

Address Scope Special Use Reference
ff01::1 Node All nodes [REC4291]
ff01::2 Node All routers [RFC4291]
ff01::fb Node mDNSv6 [IDChes]
ff02::1 Link All nodes [RFC4291]
f£02::2 Link All routers [REC4291]
ff02::4 Link DVMRP routers [REC1075]
££02::5 Link OSPFIGP [RFC2328]
££02::6 Link OSPFIGP designated routers [RFC2328]
f£02::9 Link RIPng routers [RFC2080]
£f02::a Link EIGRP routers [EIGRP]
ff02::d Link PIM routers [RFC5059]
ff02::16 Link MLDv2-capable routers [RFC3810]
ff02::6a Link All snoopers [RFC4286]
ff02::6d Link LL-MANET-routers [RFC5498]
ff02::fb Link mDNSv6 [IDChes]
££02::1:2 Link All DHCP agents [RFC3315]
££02::1:3 Link LLMNR [RFC4795]
££02::1:fFxx:xxxx Link Solicited-node address range [RFC4291]
ff05::2 Site All routers [REC4291]
ff05::fb Site mDNSv6 [IDChes]
ff05::1:3 Site All DHCP servers [RFC3315]
ff0x:: Variable Reserved [RFC4291]
ffOx::fb Variable mDNSv6 [IDChes]
ff0x::101 Variable NTP [RFC5905]
ff0x::133 Variable Aggregate Server Access Protocol [RFC5352]
£f0x::18¢ Variable All ACs address (CAPWAP) [REC5415]
ff3x::/32 (Special) SSM block [RFC4607]
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2.5.5

2.6

2.6.1

Anycast Addresses

An anycast address is a unicast IPv4 or IPv6 address that identifies a different host
depending on where in the network it is used. This is accomplished by configur-
ing Internet routers to advertise the same unicast routes from multiple locations in
the Internet. Thus, an anycast address refers not to a single host in the Internet, but
to the “most appropriate” or “closest” single host that is responding to the anycast
address. Anycast addressing is used most frequently for finding a computer that
provides a common service [RFC4786]. For example, a datagram sent to an anycast
address could be used to find a DNS server (see Chapter 11), a 6to4 gateway that
encapsulates IPv6 traffic in IPv4 tunnels [RFC3068], or RPs for multicast routing
[RFC4610].

Allocation

IP address space is allocated, usually in large chunks, by a collection of hierarchi-
cally organized authorities. The authorities are generally organizations that allo-
cate address space to various owners—usually ISPs or other smaller authorities.
Authorities are most often involved in allocating portions of the global unicast
address space, but other types of addresses (multicast and special-use) are also
sometimes allocated. The authorities can make allocations to users for an undeter-
mined amount of time, or for a limited time (e.g., for running experiments). The
top of the hierarchy is the IANA [TANA], which has wide-ranging responsibil-
ity for allocating IP addresses and other types of numbers used in the Internet
protocols.

Unicast

For unicast IPv4 and IPv6 address space, the IANA delegates much of its allocation
authority to a few regional Internet registries (RIRs). The RIRs coordinate with each
other through an organization formed in 2003 called the Number Resource Orga-
nization (NRO) [NRO]. At the time of writing (mid-2011), the set of RIRs includes
those shown in Table 2-14, all of which participate in the NRO. Note in addition
that, as of early 2011, all the remaining unicast IPv4 address space held by IANA
for allocation had been handed over to these RIRs.

These entities typically deal with relatively large address blocks [IP4AS]
[IP6AS]. They allocate address space to smaller registries operating in countries
(e.g., Australia and Singapore) and to large ISPs. ISPs, in turn, provide address
space to their customers and themselves. When users sign up for Internet ser-
vice, they are ordinarily provided a (typically small) fraction or range of their
ISP’s address space in the form of an address prefix. These address ranges are
owned and managed by the customer’s ISP and are called provider-aggregatable
(PA) addresses because they consist of one or more prefixes that can be aggregated
with other prefixes the ISP owns. Such addresses are also sometimes called non-
portable addresses. Switching providers typically requires customers to change the



Section 2.6 Allocation

63

Table 2-14 Regional Internet registries that participate in the NRO

Information Center

RIR Name Area of Responsibility Reference
AfriNIC—African Network Africa http://www.afrinic.net
Information Center

APNIC—Asia Pacific Network Asia/Pacific Area http://www.apnic.net

ARIN—American Registry for
Internet Numbers

North America

http://www.arin.net

LACNIC—Regional Latin
America and Caribbean IP
Address Registry

Latin America and some
Caribbean islands

http://lacnic.net/en/index.html

RIPE NCC—Réseaux IP
Européens

Europe, Middle East,
Central Asia

http://www.ripe.net

IP prefixes on all computers and routers they have that are attached to the Internet
(an often unpleasant operation called renumbering).

An alternative type of address space is called provider-independent (PI) address
space. Addresses allocated from PI space are allocated to the user directly and
may be used with any ISP. However, because such addresses are owned by the
customer, they are not numerically adjacent to the ISP’s own addresses and are
therefore not aggregatable. An ISP being asked to provide routing for a customer’s
PI addresses may require additional payment for service or simply not agree to
support such a configuration. In some sense, an ISP that agrees to provide routing
for a customer’s PI addresses is taking on an extra cost relative to other customers
by having to increase the size of its routing tables. On the other hand, many sites
prefer to use PI addresses, and might be willing to pay extra for them, because
it helps to avoid the need to renumber when switching ISPs (avoiding what has
become known as provider lock).

2.6.1.1 Examples

It is possible to use the Internet WHOIS service to determine how address space
has been allocated. For example, we can form a query for information about the
IPv4 address 72.1.140.203 by accessing the corresponding URL http://whois.
arin.net/rest/ip/72.1.140.203.txt:

NetRange: 72.1.140.192 - 72.1.140.223

CIDR: 72.1.140.192/27

OriginAS:

NetName: SPEK-SEA5-PART-1

NetHandle: NET-72-1-140-192-1

Parent: NET-72-1-128-0-1

NetType: Reassigned

RegDate: 2005-06-29

Updated: 2005-06-29

Ref: http://whois.arin.net/rest/net/NET-72-1-140-192-1


http://whois.arin.net/rest/net/NET-72-1-140-192-1
http://www.afrinic.net
http://www.apnic.net
http://www.arin.net
http://lacnic.net/en/index.html
http://www.ripe.net
http://whois.arin.net/rest/ip/72.1.140.203.txt
http://whois.arin.net/rest/ip/72.1.140.203.txt
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Here we see that the address 72.1.140.203 is really part of the network called
SPEK-SEA5-PART-1, whichhasbeenallocated theaddressrange 72.1.140.192/27.
Furthermore, we can see that SPEK-SEA5-PART-1’s address range is a portion of
the PA address space called NET-72-1-128-0-1. We can formulate a query for
information about this network by visiting the URL http://whois.arin.net/
rest/net/NET-72-1-128-0-1.txt:

NetRange: 72.1.128.0 - 72.1.191.255

CIDR: 72.1.128.0/18

OriginAS:

NetName: SPEAKEASY-6

NetHandle: NET-72-1-128-0-1

Parent: NET-72-0-0-0-0

NetType: Direct Allocation

RegDate: 2004-09-09

Updated: 2009-05-19

Ref: http://whois.arin.net/rest/net/NET-72-1-128-0-1

This record indicates that the address range 72.1.128.0/18 (called by the “han-
dle” or name NET-72-1-128-0-1) has been directly allocated out of the address
range 72.0.0.0/8 managed by ARIN. More details on data formats and the vari-
ous methods ARIN supports for WHOIS queries can be found at [WRWS].

We can look at a different type of result using one of the other RIRs. For exam-
ple, if we search for information regarding the IPv4 address 193.5.93.80 using
the Web query interface at http://www.ripe.net/whois, we obtain the follow-
ing result:

o0

This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf
%

% Note: This output has been filtered.

% To receive output for a database update, use the "-B" flag.
% Information related to '193.5.88.0 - 193.5.95.255"
inetnum: 193.5.88.0 - 193.5.95.255

netname: WIPONET

descr: World Intellectual Property Organization
descr: UN Specialized Agency

descr: Geneva

country: CH

admin-c: AM4504-RIPE

tech-c: AMA504-RIPE

status: ASSIGNED PT

mnt-by: CH-UNISOURCE-MNT

mnt-by: DE-COLT-MNT

source: RIPE # Filtered


http://whois.arin.net/rest/net/NET-72-1-128-0-1.txt:
http://whois.arin.net/rest/net/NET-72-1-128-0-1.txt:
http://whois.arin.net/rest/net/NET-72-1-128-0-1
http://www.ripe.net/whois
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Here, we can see that the address 193.5.93.80 is a portion of the 193.5.88.0/21
block allocated to WIPO. Note that the status of this block is ASSIGNED PI, mean-
ing that this particular block of addresses is of the provider-independent variety.
The reference to RPSL indicates that the database records are in the Routing Policy
Specification Language [RFC2622][RFC4012], used by ISPs to express their routing
policies. Such information allows network operators to configure routers to help
minimize Internet routing instabilities.

Multicast

InIPv4 and IPv6, multicast addresses (i.e., group addresses) can be described based
on their scope, the way they are determined (statically, dynamically by agreement,
or algorithmically), and whether they are used for ASM or SSM. Guidelines have
been constructed for allocation of these groups ([RFC5771] for IPv4; [RFC3307] for
IPv6) and the overall architecture is detailed in [RFC6308]. The groups that are
not of global scope (e.g., administratively scoped addresses and IPv6 link-scoped
multicast addresses) can be reused in various parts of the Internet and are either
configured by a network administrator out of an administratively scoped address
block or selected automatically by end hosts. Globally scoped addresses that are
statically allocated are generally fixed and may be hard-coded into applications.
This type of address space is limited, especially in IPv4, so such addresses are
really intended for uses applicable to any Internet site. Algorithmically deter-
mined globally scoped addresses can be created based on AS numbers, as in
GLOP, or an associated unicast prefix allocation. Note that SSM can use globally
scoped addresses (i.e., from the SSM block), administratively scoped addresses, or
unicast-prefix-based IPv6 addresses where the prefix is effectively zero.

As we can see from the relatively large number of protocols and the complex-
ity of the various multicast address formats, multicast address management is a
formidable issue (not to mention global multicast routing [RFC5110]). From a typi-
cal user’s point of view, multicasting is used rarely and may be of limited concern.
From a programmer’s point of view, it may be worthwhile to support multicast
in application designs, and some insight has been provided into how to do so
[REFC3170]. For network administrators faced with implementing multicast, some
interaction with the service provider is likely necessary. In addition, some guide-
lines for multicast address allocation have been developed by vendors [CGEMA].

Unicast Address Assignment

Once a site has been allocated a range of unicast IP addresses, typically from its
ISP, the site or network administrator must determine how to assign addresses in
the address range to each network interface and how to set up the subnet structure.
If the site has only a single physical network segment (e.g., most private homes),
this process is relatively straightforward. For larger enterprises, especially those
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receiving service from multiple ISPs and that use multiple physical network seg-
ments distributed over a large geographical area, this process can be complicated.
We shall begin to see how this works by looking at the case where a home user
uses a private address range and a single IPv4 address provided by an ISP. This is
a common scenario today. We then move on to provide some introductory guid-
ance for more complicated situations.

Single Provider/No Network/Single Address

The simplest type of Internet service that can be obtained today is to receive a single
IP address (typically IPv4 only in the United States) from an ISP to be used with a
single computer. For services such as DSL, the single address might be assigned as
the end of a point-to-point link and might be temporary. For example, if a user’s
computer connects to the Internet over DSL, it might be assigned the address
63.204.134.177 on a particular day. Any running program on the computer may send
and receive Internet traffic, and any such traffic will carry the source IPv4 address
63.204.134.177. Even a host this simple has other active IP addresses as well. These
include the local “loopback” address (127.0.0.1) and some multicast addresses, includ-
ing, at a minimum, the All Hosts multicast address (224.0.0.1). If the host is running
IPv6, at a minimum it is using the All Nodes IPv6 multicast address (ff02::1), any
IPv6 addresses it has been assigned by the ISP, the IPv6 loopback address (::1), and a
link-local address for each network interface configured for IPv6 use.

To see a host’s active multicast addresses (groups) on Linux, we can use the
ifconfigand netstat commands to see the IP addresses and groups in use:

Linux% ifconfig ppp0
ppp0 Link encap:Point-to-Point Protocol
inet addr:71.141.244.213
P-t-P:71.141.255.254 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1492 Metric:1
RX packets:33134 errors:0 dropped:0 overruns:0 frame:0
TX packets:41031 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3
RX bytes:17748984 (16.9 MiB) TX bytes:9272209 (8.8 MiB)

Linux% netstat -gn
IPv6/IPv4 Group Memberships

Interface RefCnt Group

lo 1 224.0.0.1
jjsjsly 1 224.0.0.251
jsjsjely 1 224.0.0.1
lo 1 £f£f02::1

Here we see that the point-to-point link associated with the device ppp0
has been assigned the IPv4 address 71.141.244.213; no IPv6 address has been
assigned. The host system does have IPv6 enabled, however, so when we inspect
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its group memberships we see that it is subscribed to the IPv6 All Nodes multicast
group on its local loopback (1o) interface. We can also see that the IPv4 All Hosts
group is in use, in addition to the mDNS (multicast DNS) service [IDChes]. The
mDNS protocol uses the static IPv4 multicast address 224.0.0.251.

Single Provider/Single Network/Single Address

Many Internet users who own more than one computer find that having only a
single computer attached to the Internet is not an ideal situation. As a result, they
have home LAN or WLAN networks and use either a router or a computer acting
as a router to provide connectivity to the Internet. Such configurations are very
similar to the single-computer case, except the router forwards packets from the
home network to the ISP and also performs NAT (see Chapter 7; also called Inter-
net Connection Sharing (ICS) in Windows) by rewriting the IP addresses in packets
being exchanged with the customer’s ISP. From the ISP’s point of view, only a
single IP address has been used. Today, much of this activity is automated, so the
need for manual address configuration is minimal. The routers provide automatic
address assignment to the home clients using DHCP. They also handle address
assignment for the link set up with the ISP if necessary. Details of DHCP operation
and host configuration are given in Chapter 6.

Single Provider/Multiple Networks/Multiple Addresses

Many organizations find that the allocation of a single unicast address, especially
if it is only temporarily assigned, is insufficient for their Internet access needs.
In particular, organizations intending to run Internet servers (such as Web sites)
generally wish to have an IP address that does not change over time. These sites
also often have multiple LANs; some of them are internal (separated from the
Internet by firewalls and NAT devices), and others may be external (providing
services to the Internet). For such networks, there is typically a site or network
administrator who must decide how many IP addresses the site requires, how
to structure subnets at the site, and which subnets should be internal and which
external. The arrangement shown in Figure 2-16 is typical for small and medium-
size enterprises.

In this figure, a site has been allocated the prefix 128.32.2.64/26, providing
up to 64 (minus 2) routable IPv4 addresses. The “DMZ” network (“demilitarized
zone” network, outside the primary firewall; see Chapter 7) is used to attach serv-
ers that can be accessed by users on the Internet. Such computers typically pro-
vide Web access, login servers, and other services. These servers are assigned IP
addresses from a small subset of the prefix range; many sites have only a few
public servers. The remaining addresses from the site prefix are given to the NAT
router as the basis for a “NAT pool” (see Chapter 7). This router can rewrite data-
grams entering and leaving the internal network using any of the addresses in
its pool. The network setup in Figure 2-16 is convenient for two primary reasons.
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Figure 2-16 A typical small to medium-size enterprise network. The site has been allocated 64
public (routable) IPv4 addresses in the range 128.32.2.64/26. A “DMZ” network holds
servers that are visible to the Internet. The internal router provides Internet access for
computers internal to the enterprise using NAT.

First, the separation of the internal network from the DMZ helps protect internal
computers from damage should the DMZ servers be compromised. In addition,
this setup partitions the IP address assignment. Once the border router, DMZ, and
internal NAT router have been set up, any address structure can be used inter-
nally, where many (private) IP addresses are available. Of course, this example
is only one way of setting up small enterprise networks, and other factors such
as cost might ultimately drive the way routers, networks, and IP addresses are
deployed for any particular small or medium-size enterprise.

Multiple Providers/Multiple Networks/Multiple Addresses (Multihoming)

Some organizations that depend on Internet access for their continued operations
attach to the Internet using more than one provider (called multihoming) in order
to provide for redundancy in case of failure, or for other reasons. Because of CIDR,
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organizations with a single ISP tend to have PA IP addresses associated with that
ISP. If they obtain a second ISP, the question arises as to what IP addresses should
be used in each of the hosts. Some guidance has been developed for operating
with multiple ISPs, or when transitioning from one to another (which raises some
similar concerns). For IPv4, [RFC4116] discusses how either PI or PA addresses can
be used for multihoming. Consider the situation shown in Figure 2-17.

Other Parts of the
Internet

ISP P1

(12/8)

ISP P2

(137.164/16)

PA: 12.46.129.0/25 Pl: 198.134.135.0/24

Figure 2-17 Provider-aggregatable and provider-independent IPv4 addresses used in a hypothetical
multihomed enterprise. Site operators tend to prefer using PI space if it is available. ISPs
prefer PA space because it promotes prefix aggregation and reduces routing table size.

Here, a (somewhat) fictitious site S has two ISPs, P1 and P2. If it uses PA address
space from P1’s block (12.46.129.0/25), it advertises this prefix at points C and D to
P1 and P2, respectively. The prefix can be aggregated by P1 into its 12/8 block in
advertisements to the rest of the Internet at point A, but P2 is not able to aggregate
it at point B because it is not numerically adjacent to its own prefix (137.164/16).
In addition, from the point of view of some host in the other parts of the Internet,
traffic for 12.46.129.0/25 tends to go through ISP P2 rather than ISP P1 because the
prefix for site S is longer (“more specific”) than when it goes through P1. This is
a consequence of the way the longest matching prefix algorithm works for Internet
routing (see Chapter 5 for more details). In essence, a host in the other parts of the
Internet could reach the address 12.46.129.1 via either a matching prefix 12.0.0.0/8
at point A or the prefix 12.46.129.0/25 at point B. Because each prefix matches (i.e.,
contains a common set of prefix bits with the destination address 12.46.129.1), the
one with the larger or longer mask (larger number of matching bits) is preferred,
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which in this case is P2. Thus, P2 is in the position of being unable to aggregate the
prefix from S and also winds up carrying most of S’s traffic.

If site S decides to use Pl space instead of PA space, the situation is more symmet-
ric. However, no aggregation is possible. In this case, the PI prefix 198.134.135.0/24
is advertised to P1 and P2 at points C and D, respectively, but neither ISP is able
to aggregate it because it is not numerically adjacent to either of the ISPs” address
blocks. Thus, both ISPs advertise the identical prefix 198.134.135.0/24 at points A
and B. In this fashion the “natural” shortest-path computations in Internet rout-
ing can take place, and site S can be reached by whichever ISP is closer to the host
sending to it. In addition, if site S decides to switch ISPs, it does not have to change
its assigned addresses. Unfortunately, the inability to aggregate such addresses
can be a concern for future scalability of the Internet, so PI space is in relatively
short supply.

Multihoming for IPv6 has been the subject of study within the IETF for
some time, resulting in the Multi6 architecture [RFC4177] and the Shim6 proto-
col [REC5533]. Multi6 outlines a number of approaches that have been proposed
for handling the issue. Broadly, the options mentioned include using a routing
approach equivalent to IPv4 multihoming mentioned previously, using the capa-
bilities of Mobile IPv6 [RFC6275], and creating a new method that splits the iden-
tification of nodes away from their locators. Today, IP addresses serve as both
identifiers (essentially a form of name) and locators (an address understood by the
routing system) for a network interface attached to the Internet. Providing a sepa-
ration would allow the network protocol implementation to function even if the
underlying IP address changes. Protocols that provide this separation are some-
times called identifier/locator separating or id/loc split protocols.

Shimé6 introduces a “shim” network-layer protocol that separates the “upper-
layer protocol identifier” used by the transport protocols from the IP address.
Multihoming is achieved by selecting which IP address (locator) to use based
on dynamic network conditions and without requiring PI address allocations.
Communicating hosts (peers) agree on which locators to use and when to switch
between them. Separation of identifiers from locators is the subject of several other
efforts, including the experimental Host Identity Protocol (HIP) [RFC4423], which
identifies hosts using cryptographic host identifiers. Such identifiers are effec-
tively the public keys of public/private key pairs associated with hosts, so HIP
traffic can be authenticated as having come from a particular host. Security issues
are discussed in more detail in Chapter 18.

Attacks Involving IP Addresses

Given that IP addresses are essentially numbers, few network attacks involve only
them. Generally, attacks can be carried out when sending “spoofed” datagrams (see
Chapter 5) or with other related activities. That said, IP addresses are now being
used to help identify individuals suspected of undesirable activities (e.g., copyright
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infringement in peer-to-peer networks or distribution of illegal materials). Doing
this can be misleading for several reasons. For example, in many circumstances
IP addresses are only temporary and are reassigned to different users at different
times. Therefore, any errors in accurate timekeeping can easily cause databases
that map IP addresses to users to be incorrect. Furthermore, access controls are not
widely and securely deployed; it is often possible to attach to the Internet through
some public access point or some unintentionally open wireless router in some-
one’s home or office. In such circumstances, the unsuspecting home or business
owner may be targeted based on IP address even though that person was not the
originator of traffic on the network. This can also happen when compromised hosts
are used to form botnets. Such collections of computers (and routers) can now be
leased on what has effectively become an Internet-based black market for carrying
out attacks, serving illicit content, and other misdeeds [RFC4948].

Summary

The IP address is used to identify and locate network interfaces on devices
throughout the Internet system (unicast addresses). It may also be used for iden-
tifying more than one such interface (multicast, broadcast, or anycast addresses).
Each interface has a minimum of one 32-bit IPv4 address (when IPv4 is being
used) and usually has several 128-bit addresses if using IPv6. Unicast addresses
are allocated in blocks by a hierarchically structured set of administrative entities.
Prefixes allocated by such entities represent a chunk of unicast IP address space
typically given to ISPs that in turn provide addresses to their users. Such prefixes
are usually a subrange of the ISP’s address block (called provider-aggregatable or
PA addresses) but may instead be owned by the user (called provider-indepen-
dent or PI addresses). Numerically adjacent address prefixes (PA addresses) can
be aggregated to save routing table space and improve scalability of the Internet.
This approach arose when the Internet’s “classful” network structure consist-
ing of class A, B, and C network numbers was abandoned in favor of classless
inter-domain routing (CIDR). CIDR allows for different sizes of address blocks to
be assigned to organizations with different needs for address space; essentially,
CIDR enables more efficient allocation of address space. Anycast addresses are
unicast addresses that refer to different hosts depending on where the sender is
located; such addresses are often used for discovering network services that may
be present in multiple locations.

IPv6 unicast addresses differ somewhat from IPv4 addresses. Most important,
IPv6 addresses have a scope concept, for both unicast and multicast addresses,
that specifically indicates where an address is valid. Typical scopes include node-
local, link-local, and global. Link-local addresses are often created based on a stan-
dard prefix in combination with an IID that can be based on addresses provided
by lower-layer protocols (such as hardware/MAC addresses) or random values.
This approach aids in autoconfiguration of IPv6 addresses.
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Both IPv4 and IPv6 support addressing formats that refer to more than one
network interface at a time. Broadcast and multicast addresses are supported in
IPv4, but only multicast addresses are supported in IPv6. Broadcast allows for one-
to-all communication, whereas multicast allows for one-to-many communication.
Senders send to multicast groups (IP addresses) that act somewhat like television
channels; the sender has no direct knowledge of the recipients of its traffic or
how many receivers there are on a channel. Global multicast in the Internet has
evolved over more than a decade and involves many protocols—some for routing,
some for address allocation and coordination, and some for signaling that a host
wishes to join or leave a group. There are also many types and uses of IP multi-
cast addresses, both in IPv4 and (especially) in IPv6. Variants of the IPv6 multi-
cast address format provide ways for allocating groups based on unicast prefixes,
embedding routing information (RP addresses) in groups, and creating multicast
addresses based on IIDs.

The development and deployment of CIDR was arguably the last fundamen-
tal change made to the Internet’s core routing system. CIDR was successful in
handling the pressure to have more flexibility in allocating address space and
for promoting routing scalability through aggregation. In addition, IPv6 was pur-
sued at the time (early 1990s) with much energy, based on the belief that a much
larger number of addresses would be required soon. Unforeseen at the time, the
widespread use of NAT (see Chapter 7) has since significantly delayed adoption of
IPv6 by not requiring every host attached to the Internet to have a unique address.
Instead, large networks using private address space are now commonplace. Ulti-
mately, however, the number of available routable IP addresses will eventually
dwindle to zero, so some change will be required. In February 2011 the last five /8
IPv4 address prefixes were allocated from the IANA, one to each of the five RIRs.
On April 15, 2011, APNIC exhausted all of its allocatable prefixes. The remain-
ing prefixes held by various RIRs are expected to remain unallocated for only a
few years at most. A current snapshot of IPv4 address utilization can be found at
[IP4R].
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Link Layer

Introduction

In Chapter 1, we saw that the purpose of the link layer in the TCP/IP protocol suite
is to send and receive IP datagrams for the IP module. It is also used to carry a
few other protocols that help support IP, such as ARP (see Chapter 4). TCP/IP sup-
ports many different link layers, depending on the type of networking hardware
being used: wired LANs such as Ethernet, metropolitan area networks (MANs) such
as cable TV and DSL connections available through service providers, and wired
voice networks such as telephone lines with modems, as well as the more recent
wireless networks such as Wi-Fi (wireless LAN) and various wireless data ser-
vices based on cellular technlology such as HSPA, EV-DO, LTE, and WiMAX. In
this chapter we shall look at some of the details involved in using the Ethernet and
Wi-Hi link layers, how the Point-to-Point Protocol (PPP) is used, and how link-layer
protocols can be carried inside other (link- or higher-layer) protocols, a technique
known as tunneling. Covering the details of every link technology available today
would require a separate text, so we instead focus on some of the most commonly
used link-layer protocols and how they are used by TCP/IP.

Most link-layer technologies have an associated protocol format that describes
how the corresponding PDUs must be constructed in order to be carried by the
network hardware. When referring to link-layer PDUs, we usually use the term
frame, so as to distinguish the PDU format from those at higher layers such as
packets or segments, terms used to describe network- and transport-layer PDUs,
respectively. Frame formats usually support a variable-length frame size ranging
from a few bytes to a few kilobytes. The upper bound of the range is called the
maximum transmission unit (MTU), a characteristic of the link layer that we shall
encounter numerous times in the remaining chapters. Some network technolo-
gies, such as modems and serial lines, do not impose their own maximum frame
size, so they can be configured by the user.
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3.2

Ethernet and the IEEE 802 LAN/MAN Standards

The term Ethernet generally refers to a set of standards first published in 1980 and
revised in 1982 by Digital Equipment Corp., Intel Corp., and Xerox Corp. The first
common form of Ethernet is now sometimes called “10Mb/s Ethernet” or “shared
Ethernet,” and it was adopted (with minor changes) by the IEEE as standard number
802.3. Such networks were usually arranged like the network shown in Figure 3-1.

Stations

Shared Ethernet

("Stations Send When Medium Is Available(])/ Segment (LAN)

53

Figure 3-1 A basic shared Ethernet network consists of one or more stations (e.g., workstations,
supercomputers) attached to a shared cable segment. Link-layer PDUs (frames) can be
sent from one station to one or more others when the medium is determined to be free.
If multiple stations send at the same time, possibly because of signal propagation delays,
a collision occurs. Collisions can be detected, and they cause sending stations to wait a
random amount of time before retrying. This common scheme is called carrier sense,
multiple access with collision detection.

Because multiple stations share the same network, this standard includes a
distributed algorithm implemented in each Ethernet network interface that con-
trols when a station gets to send data it has. The particular method, known as
carrier sense, multiple access with collision detection (CSMA/CD), mediates which
computers can access the shared medium (cable) without any other special agree-
ment or synchronization. This relative simplicity helped to promote the low cost
and resulting popularity of Ethernet technology.

With CSMA/CD, a station (e.g., computer) first looks for a signal currently
being sent on the network and sends its own frame when the network is free.
This is the “carrier sense” portion of the protocol. If some other station happens
to send at the same time, the resulting overlapping electrical signal is detected as
a collision. In this case, each station waits a random amount of time before try-
ing again. The amount of time is selected by drawing from a uniform probability
distribution that doubles in length each time a subsequent collision is detected.
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Eventually, each station gets its chance to send or times out trying after some
number of attempts (16 in the case of conventional Ethernet). With CSMA/CD,
only one frame is traveling on the network at any given time. Access methods such
as CSMA/CD are more formally called Media Access Control (MAC) protocols.
There are many types of MAC protocols; some are based on having each station
try to use the network independently (contention-based protocols like CSMA/
CD), and others are based on prearranged coordination (e.g., by allocating time
slots for each station to send).

Since the development of 10Mb/s Ethernet, faster computers and infrastruc-
ture have driven the need for ever-increasing speeds in LANs. Given the popu-
larity of Ethernet, significant innovation and effort have managed to increase its
speed from 10Mb/s to 100Mb/s to 1000Mb/s to 10Gb/s, and now to even more.
The 10Gb/s form is becoming popular in larger data centers and large enterprises,
and speeds as high as 100Gb/s have been demonstrated. The very first (research)
Ethernet ran at 3Mb/s, but the DIX (Digital, Intel, Xerox) standard ran at 10Mb/s
over a shared physical cable or set of cable segments interconnected by electri-
cal repeaters. By the early 1990s, the shared cable had largely been replaced by
twisted-pair wiring (resembling telephone wires and often called “10BASE-T”).
With the development of 100Mb/s (also called “fast Ethernet,” the most popular
version of which is known as “100BASE-TX”), contention-based MAC protocols
have become less popular. Instead, the wiring between each LAN station is often
not shared but instead provides a dedicated electrical path in a star topology. This
can be accomplished with Ethernet switches, as shown in Figure 3-2.

Stations

Ethernet
Switch

Ports “Uplink” Port
(to Other Switches)

Figure 3-2 A switched Ethernet network consists of one or more stations, each of which is attached
to a switch port using a dedicated wiring path. In most cases where switched Ethernet is
used, the network operates in a full-duplex fashion and the CSMA/CD algorithm is not
required. Switches may be cascaded to form larger Ethernet LANs by interconnecting
switch ports, sometimes called “uplink” ports.
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At present, switches are commonly used, providing each Ethernet station with
the ability to send and receive data simultaneously (called “full-duplex Ethernet”).
Although half-duplex (one direction at a time) operation is still supported even by
1000Mb/s Ethernet (1000BASE-T), it is rarely used relative to full-duplex Ethernet.
We shall discuss how switches process PDUs in more detail later.

One of the most popular technologies used to access the Internet today is
wireless networking, the most common for wireless local area networks (WLANS5)
being an IEEE standard known as Wireless Fidelity or Wi-Fi, and sometimes
called “wireless Ethernet” or 802.11. Although this standard is distinct from the
802 wired Ethernet standards, the frame format and general interface are largely
borrowed from 802.3, and all are part of the set of IEEE 802 LAN standards. Thus,
most of the capabilities used by TCP/IP for Ethernet networks are also used for
Wi-Fi networks. We shall explore each of these in more detail. First, however, it
is useful to get a bigger picture of all of the IEEE 802 standards that are relevant
for setting up home and enterprise networks. We also include references to those
IEEE standards governing MAN standards, including IEEE 802.16 (WiMAX) and
the standard for media-independent handoffs in cellular networks (IEEE 802.21).

The IEEE 802 LAN/MAN Standards

The original Ethernet frame format and operation were described by industry
agreement, mentioned earlier. This format was known as the DIX format or Eth-
ernet II format. This type of Ethernet network, with slight modification, was later
standardized by the IEEE as a form of CSMA/CD network, called 802.3. In the
world of IEEE standards, standards with the prefix 802 define the operations of
LANs and MANSs. The most popular 802 standards today include 802.3 (essen-
tially Ethernet) and 802.11 (WLAN/Wi-Fi). These standards have evolved over
time and have changed names as freestanding amendments (e.g., 802.11g) are
ultimately incorporated in revised standards. Table 3-1 shows a fairly complete
list of the IEEE 802 LAN and MAN standards relevant to supporting the TCP/IP
protocols, as of mid-2011.

Table 3-1 LAN and MAN IEEE 802 standards relevant to the TCP/IP protocols (2011)

Name Description Official Reference
802.1ak Multiple Registration Protocol (MRP) [802.1AK-2007]

802.1AE MAC Security (MACSec) [802.1AE-2006]

802.1AX Link Aggregation (formerly 802.3ad) [802.1AX-2008]

802.1d MAC Bridges [802.1D-2004]

802.1p Traffic classes/priority/QoS [802.1D-2004]

802.1q Virtual Bridged LANs/Corrections to MRP [802.1Q-2005/Cor1-2008]
802.1s Multiple Spanning Tree Protocol (MSTP) [802.1QQ-2005]
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Table 3-1 LAN and MAN IEEE 802 standards relevant to the TCP/IP protocols (2011) (continued )
Name Description Official Reference
802.1w Rapid Spanning Tree Protocol (RSTP) [802.1D-2004]
802.1X Port-Based Network Access Control (PNAC) [802.1X-2010]
802.2 Logical Link Control (LLC) [802.2-1998]
802.3 Baseline Ethernet and 10Mb/s Ethernet [802.3-2008] (Section One)
802.3u 100Mb/s Ethernet (“Fast Ethernet”) [802.3-2008] (Section Two)
802.3x Full-duplex operation and flow control [802.3-2008]
802.3z/802.3ab | 1000Mb/s Ethernet (“Gigabit Ethernet”) [802.3-2008] (Section
Three)
802.3ae 10Gb/s Ethernet (“Ten-Gigabit Ethernet”) [802.3-2008] (Section Four)
802.3ad Link Aggregation [802.1AX-2008]
802.3af Power over Ethernet (PoE) (to 15.4W) [802.3-2008] (Section Two)
802.3ah Access Ethernet (“Ethernet in the First Mile [802.3-2008] (Section Five)
(EFM)”)
802.3as Frame format extensions (to 2000 bytes) [802.3-2008]
802.3at Power over Ethernet enhancements (“PoE+”, to [802.3at-2009]
30W)
802.3ba 40/100Gb/s Ethernet [802.3ba-2010]
802.11a 54Mb/s Wireless LAN at 5GHz [802.11-2007]
802.11b 11Mb/s Wireless LAN at 24GHz [802.11-2007]
802.11e QoS enhancement for 802.11 [802.11-2007]
802.11g 54Mb/s Wireless LAN at 24GHz [802.11-2007]
802.11h Spectrum/power management extensions [802.11-2007]
802.11i Security enhancements/replaces WEP [802.11-2007]
802.11j 4.9-5.0GHz operation in Japan [802.11-2007]
802.11n 6.5-600Mb/s Wireless LAN at 2.4 and 5GHz [802.11n-2009]
using optional MIMO and 40MHz channels
802.11s (draft) Mesh networking, congestion control Under development
802.11y 54Mb/s wireless LAN at 3.7GHz (licensed) [802.11y-2008]
802.16 Broadband Wireless Access Systems (WiMAX) [802.16-2009]
802.16d Fixed Wireless MAN Standard (WiMAX) [802.16-2009]
802.16e Fixed/Mobile Wireless MAN Standard (WiMAX) | [802.16-2009]
802.16h Improved Coexistence Mechanisms [802.16h-2010]
802.16j Multihop Relays in 802.16 [802.16j-2009]
802.16k Bridging of 802.16 [802.16k-2007]
802.21 Media Independent Handovers [802.21-2008]
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Other than the specific types of LAN networks defined by the 802.3, 802.11,
and 802.16 standards, there are some related standards that apply across all of
the IEEE standard LAN technologies. Common to all three of these is the 802.2
standard that defines the Logical Link Control (LLC) frame header common among
many of the 802 networks” frame formats. In IEEE terminology, LLC and MAC
are “sublayers” of the link layer, where the LLC (mostly frame format) is generally
common to each type of network and the MAC layer may be somewhat different.
While the original Ethernet made use of CSMA/CD, for example, WLANSs often
make use of CSMA/CA (CA is “collision avoidance”).

Note

Unfortunately the combination of 802.2 and 802.3 defined a different frame format

from Ethernet Il until 802.3x finally rectified the situation. It has been incorpo-

rated into [802.3-2008]. In the TCP/IP world, the encapsulation of IP datagrams

is defined in [RFC0894] and [RFC2464] for Ethernet networks, although the older

LLC/SNAP encapsulation remains published as [RFC1042]. While this is no lon-

ger much of an issue, it was once a source of concern, and similar issues occa-

sionally arise [RFC4840].

The frame format has remained essentially the same until fairly recently. To
get an understanding of the details of the format and how it has evolved, we now
turn our focus to these details.

3.2.2 The Ethernet Frame Format

All Ethernet (802.3) frames are based on a common format. Since its original speci-
fication, the frame format has evolved to support additional functions. Figure 3-3
shows the current layout of an Ethernet frame and how it relates to a relatively new
term introduced by IEEE, the IEEE packet (a somewhat unfortunate term given its
uses in other standards).

The Ethernet frame begins with a Preamble area used by the receiving inter-
face’s circuitry to determine when a frame is arriving and to determine the amount
of time between encoded bits (called clock recovery). Because Ethernet is an asyn-
chronous LAN (i.e., precisely synchronized clocks are not maintained in each Eth-
ernet interface card), the space between encoded bits may differ somewhat from
one interface card to the next. The preamble is a recognizable pattern (OxAA typi-
cally), which the receiver can use to “recover the clock” by the time the start frame
delimiter (SFD) is found. The SED has the fixed value OxAB.

Note

The original Ethernet encoded bits using a Manchester Phase Encoding (MPE)
with two voltage levels. With MPE, bits are encoded as voltage transitions rather
than absolute values. For example, the bit 0 is encoded as a transition from -0.85
to +0.85V, and a 1 bit is encoded as a +0.85 to -0.85V transition (OV indicates
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that the shared wire is idle). The 10Mb/s Ethernet specification required network
hardware to use an oscillator running at 20MHz, because MPE requires two clock
cycles per bit. The bytes OxAA (10101010 in binary) present in the Ethernet pre-
amble would be a square wave between +0.85 and -0.85V with a frequency of
10MHz. Manchester encoding was replaced with different encodings in other Eth-
ernet standards to improve efficiency.

This basic frame format includes 48-bit (6-byte) Destination (DST) and Source
(SRC) Address fields. These addresses are sometimes known by other names such
as “MAC address,” “link-layer address,” “802 address,” “hardware address,” or
“physical address.” The destination address in an Ethernet frame is also allowed
to address more than one station (called “broadcast” or “multicast”; see Chap-
ter 9). The broadcast capability is used by the ARP protocol (see Chapter 4) and
multicast capability is used by the ICMPv6 protocol (see Chapter 8) to convert
between network-layer and link-layer addresses.

Following the source address is a Type field that doubles as a Length field. Ordi-
narily, it identifies the type of data that follows the header. Popular values used
with TCP/IP networks include IPv4 (0x0800), IPv6 (0x86DD), and ARP (0x0806).
The value 0x8100 indicates a Q-tagged frame (i.e, one that can carry a “virtual
LAN” or VLAN ID according to the 802.1q standard). The size of a basic Ethernet
frame is 1518 bytes, but the more recent standard extended this size to 2000 bytes.

- IEEE “Packet” »
- Frame >
-<«+—— MACClientData ——»
S tenatn | P/Q i oth Upper-Layer Protocol Payload PIF Carrier Extensi
en( er - arrier extension
Preamble II::) DST | SRC T;’;e Tag Tags (typically up to 1500 bytes) 3 (S: (%2 Duplex Only)
»
’ (0—1982) (0+) (4) (variable)

(Tbytes) 1 (6) 6 (27 (0/2)

Basic Frames: 64—1518 bytes
Q-Tagged Frames: 64—1522 bytes
Envelope Frames: 64—2000 bytes

" 802.1 p/q Tag
(If Present)

C Up to 482 bytes of tags allowed in envelope frames
Tag/Protocol ID |Prio [F| VLAN ID (Q-tagged frames are envelope frames)
|
16 bits 3 1 12

Figure 3-3 The Ethernet (IEEE 802.3) frame format contains source and destination addresses, an overloaded
Length/Type field, a field for data, and a frame check sequence (a CRC32). Additions to the basic
frame format provide for a tag containing a VLAN ID and priority information (802.1p/q) and
more recently for an extensible number of tags. The preamble and SFD are used for synchroniz-
ing receivers. When half-duplex operation is used with Ethernet running at 100Mb/s or more,
additional bits may be appended to short frames as a carrier extension to ensure that the collision
detection circuitry operates properly.
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Note

The original IEEE (802.3) specification treats the Length/Type field as a Length
field instead of a Type field. The field is thereby overloaded (used for more than
one purpose). The trick is to look at the value of the field. Today, if the value in the
field is greater than or equal to 1536, the field must contain a type value, which
is assigned by standards to have values exceeding 1536. If the value of the field
is 1500 or less, the field indicates the length. The full list of types is given by
[ETHERTYPES].

Following the Destination and Source Address fields, [802.3-2008] provides for
a variable number of tags that contain various protocol fields defined by other
IEEE standards. The most common of these are the tags used by 802.1p and 802.1q,
which provide for virtual LANs and some quality-of-service (QoS) indicators. These
are discussed in Section 3.2.3.

Note

The current [802.3-2008] standard incorporates the frame format modifications
of 802.3 as that provides for a maximum of 482 bytes for holding “tags” to be car-
ried with each Ethernet frame. These larger frames, called envelope frames, may
be up to 2000 bytes in length. Frames containing 802.1p/q tags, called Q-tagged
frames, are also envelope frames. However, not all envelope frames are neces-
sarily Q-tagged frames.

Following the fields discussed so far is the data area or payload portion of the
frame. This is the area where higher-layer PDUs such as IP datagrams are placed.
Traditionally, the payload area for Ethernet has always been 1500 bytes, represent-
ing the MTU for Ethernet. Most systems today use the 1500-byte MTU size for
Ethernet, although it is generally possible to configure a smaller value if this is
desired. The payload sometimes is padded (appended) with 0 bytes to ensure that
the overall frame meets the minimum length requirements we discuss in Section
3.222.

3.2.2.1 Frame Check Sequence/Cyclic Redundancy Check (CRC)

The final field of the Ethernet frame format follows the payload area and provides
an integrity check on the frame. The Cyclic Redundancy Check (CRC) field at the
end includes 32 bits and is sometimes known as the IEEE/ANSI standard CRC32
[802.3-2008]. To use an n-bit CRC for detection of data transmission in error, the
message to be checked is first appended with # 0 bits, forming the augmented mes-
sage. Then, the augmented message is divided (using modulo-2 division) by an (n
+ 1)-bit value called the generator polynomial, which acts as the divisor. The value
placed in the CRC field of the message is the one’s complement of the remainder of
this division (the quotient is discarded). Generator polynomials are standardized
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for a number of different values of n. For Ethernet, which uses n = 32, the CRC32
generator polynomial is the 33-bit binary number 100000100110000010001110110
110111. To get a feeling for how the remainder is computed using long (mod-2)
binary division, we can examine a simpler case using CRC4. The ITU has stan-
dardized the value 10011 for the CRC4 generator polynomial in a standard called
G.704 [G704]. If we wish to send the 16-bit message 1001111000101111, we first
begin with the long (mod-2) binary division shown in Figure 3-4.

100001100000/0101 Quotient (Discarded)

10011 | 1001111000101111{0000 Message
10011

00001
00000

00011
00000

00110
00000

01100
00000

11000
10011

10111
10011

01000
00000

10001
10011

00101
00000

01011
00000

10111
10011

0100
0000

100
100[11

01{110
00[000

1100
0011

1111 Remainder

o [O O
o

| =

Figure 3-4 Long (mod-2) binary division demonstrating the computation of a CRC4
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In this figure, we see that the remainder after division is the 4-bit value 1111.
Ordinarily, the one’s complement of this value (0000) would be placed in a CRC or
Frame Check Sequence (FCS) field in the frame. Upon receipt, the receiver performs
the same division and checks whether the value in the FCS field matches the com-
puted remainder. If the two do not match, the frame was likely damaged in transit
and is usually discarded. The CRC family of functions can be used to provide a
strong indicator of corrupted messages because any change in the bit pattern is
highly likely to cause a change in the remainder term.

3.2.2.2 Frame Sizes

There is both a minimum and a maximum size of Ethernet frames. The minimum
is 64 bytes, requiring a minimum data area (payload) length of 48 bytes (no tags).
In cases where the payload is smaller, pad bytes (value 0) are appended to the end
of the payload portion to ensure that the minimum length is enforced.

Note

The minimum was important for the original 10Mb/s Ethernet using CSMA/CD.
In order for a transmitting station to know which frame encountered a collision, a
limit of 2500m (five 500m cable segments with four repeaters) was placed upon
the length of an Ethernet network. Given that the propagation rate for electrons
in copper is about .77c or 231M m/s, and given the transmission time of 64 bytes
to be (64 * 8/10,000,000) = 51.2us at 10Mb/s, a minimum-size frame could con-
sume about 11,000m of cable. With a maximum of 2500m of cable, the maximum
round-trip distance from one station to another is 5000m. The designers of Eth-
ernet included a factor of 2 overdesign in fixing the minimum frame size, so in all
compliant cases (and many noncompliant cases), the last bit of an outgoing frame
would still be in the process of being transmitted after the time required for its sig-
nal to arrive at a maximally distant receiver and return. If a collision is detected,
the transmitting station thus knows with certainty which frame collided—the one
it is currently transmitting. In this case, the station sends a jamming signal (high
voltage) to alert other stations, which then initiate a random binary exponential
backoff procedure.

The maximum frame size of conventional Ethernet is 1518 bytes (including
the 4-byte CRC and 14-byte header). This value represents a sort of trade-off: if
a frame contains an error (detected on receipt by an incorrect CRC), only 1.5KB
need to be retransmitted to repair the problem. On the other hand, the size limits
the MTU to not more than 1500 bytes. In order to send a larger message, multiple
frames are required (e.g., 64KB, a common larger size used with TCP/IP networks,
would require at least 44 frames).

The unfortunate consequence of requiring multiple Ethernet frames to hold a
larger upper-layer PDU is that each frame contributes a fixed overhead (14 bytes
header, 4 bytes CRC). To make matters worse, Ethernet frames cannot be squished
together on the network without any space between them, in order to allow the
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3.2.3

Ethernet hardware receiver circuits to properly recover data from the network and
to provide the opportunity for other stations to interleave their traffic with the
existing Ethernet traffic. The Ethernet II specification, in addition to specifying a
7-byte preamble and 1-byte SFD that precedes any Ethernet frame, also specifies
an inter-packet gap (IPG) of 12 byte times (9.6ps at 10Mb/s, 960ns at 100Mb/s, 96ns
at 1000Mb/s, and 9.6ns at 10,000Mb/s). Thus, the per-frame efficiency for Ethernet
II is at most 1500/(12 + 8 + 14 + 1500 + 4) = 0.975293, or about 98%. One way to
improve efficiency when moving large amounts of data across an Ethernet would
be to make the frame size larger. This has been accomplished using Ethernet jumbo
frames [JF], a nonstandard extension to Ethernet (in 1000Mb/s Ethernet switches
primarily) that typically allows the frame size to be as large as 9000 bytes. Some
environments make use of so-called super jumbo frames, which are usually under-
stood to carry more than 9000 bytes. Care should be taken when using jumbo
frames, as these larger frames are not interoperable with the smaller 1518-byte
frame size used by most legacy Ethernet equipment.

802.1p/q: Virtual LANs and QoS Tagging

With the growing use of switched Ethernet, it has become possible to interconnect
every computer at a site on the same Ethernet LAN. The advantage of doing this
is that any host can directly communicate with any other host, using IP and other
network-layer protocols, and requiring little or no administrator configuration. In
addition, broadcast and multicast traffic (see Chapter 9) is distributed to all hosts
that may wish to receive it without having to set up special multicast routing proto-
cols. While these represent some of the advantages of placing many stations on the
same Ethernet, having broadcast traffic go to every computer can create an unde-
sirable amount of network traffic when many hosts use broadcast, and there may
be some security reasons to disallow complete any-to-any station communication.

To address some of these problems with running large, multiuse switched
networks, IEEE extended the 802 LAN standards with a capability called virtual
LANs (VLANS) in a standard known as 802.1q [802.1Q-2005]. Compliant Ethernet
switches isolate traffic among hosts to common VLANSs. Note that because of this
isolation, two hosts attached to the same switch but operating on different VLANs
require a router between them for traffic to flow. Combination switch/router
devices have been created to address this need, and ultimately the performance of
routers has been improved to match the performance of VLAN switching. Thus,
the appeal of VLANs has diminished somewhat, in favor of modern high-perfor-
mance routers. Nonetheless, they are still used, remain popular in some environ-
ments, and are important to understand.

Several methods are used to specify the station-to-VLAN mapping. Assign-
ing VLANSs by port is a simple and common method, whereby the switch port
to which the station is attached is assigned a particular VLAN, so any station so
attached becomes a member of the associated VLAN. Other options include MAC-
address-based VLANSs that use tables within Ethernet switches to map a station’s
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MAC address to a corresponding VLAN. This can become difficult to manage if
stations change their MAC addresses (which they do sometimes, thanks to the
behavior of some users). IP addresses can also be used as a basis for assigning
VLANS.

When stations in different VLANSs are attached to the same switch, the switch
ensures that traffic does not leak from one VLAN to another, irrespective of the
types of Ethernet interfaces being used by the stations. When multiple VLANs
must span multiple switches (trunking), it becomes necessary to label Ethernet
frames with the VLAN to which they belong before they are sent to another
switch. Support for this capability uses a tag called the VLAN tag (or header),
which holds 12 bits of VLAN identifier (providing for 4096 VLANSs, although VLAN
0 and VLAN 4095 are reserved). It also contains 3 bits of priority for supporting
QoS, defined in the 802.1p standard, as indicated in Figure 3-3. In many cases, the
administrator must configure the ports of the switch to be used to send 802.1p/q
frames by enabling trunking on the appropriate ports. To make this job somewhat
easier, some switches support a native VLAN option on trunked ports, meaning
that untagged frames are by default associated with the native VLAN. Trunking
ports are used to interconnect VLAN-capable switches, and other ports are typi-
cally used to attach stations. Some switches also support proprietary methods for
VLAN trunking (e.g., the Cisco Inter-Switch Link (ISL) protocol).

802.1p specifies a mechanism to express a QoS identifier on each frame. The
802.1p header includes a 3-bit-wide Priority field indicating a QoS level. This
standard is an extension of the 802.1q VLAN standard. The two standards work
together and share bits in the same header. With the 3 available bits, eight classes
of service are defined. Class 0, the lowest priority, is for conventional, best-effort
traffic. Class 7 is the highest priority and might be used for critical routing or net-
work management functions. The standards specify how priorities are encoded in
packets but leave the policy that governs which packets should receive which class,
and the underlying mechanisms implementing prioritized services, to be defined
by the implementer. Thus, the way traffic of one priority class is handled relative to
another is implementation- or vendor-defined. Note that 802.1p can be used inde-
pendently of VLANS if the VLAN ID field in the 802.1p/q header is set to 0.

The Linux command for manipulating 802.1p/q information is called vcon-
fig. It can be used to add and remove virtual interfaces associating VLAN IDs to
physical interfaces. It can also be used to set 802.1p priorities, change the way vir-
tual interfaces are identified, and influence the mapping between packets tagged
with certain VLAN IDs and how they are prioritized during protocol processing
in the operating system. The following commands add a virtual interface to inter-
face ethl with VLAN ID 2, remove it, change the way such virtual interfaces are
named, and add a new interface:

Linux# vconfig add ethl 2
Added VLAN with VID == 2 to IF -:ethl:-
Linux# ifconfig ethl.2
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ethl.2 Link encap:Ethernet HWaddr 00:04:5A:9F:9E:80
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Linux# vconfig rem ethl.2

Removed VLAN -:ethl.2:-

Linux# vconfig set_name_type VLAN_ PLUS_VID

Set name-type for VLAN subsystem. Should be visible in
/proc/net/vlan/config

Linux# vconfig add ethl 2

Added VLAN with VID == 2 to IF -:ethl:-

Linux# ifconfig v1an0002

v1an0002 Link encap:Ethernet HWaddr 00:04:5A:9F:9E:80
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Here we can see that the default method of naming virtual interfaces in Linux
is based on concatenating the associated physical interface with the VLAN ID. For
example, VLAN ID 2 associated with the interface ethl is called ethl.2. This
example also shows how an alternative naming method can be used, whereby the
VLANSs are enumerated by the names vlan<n> where <n> is the identifier of the
VLAN. Once this is set up, frames sent on the VLAN device are tagged with the
VLAN ID, as expected. We can see this using Wireshark, as shown in Figure 3-5.

'l ylan2-arp2.td - Wireshark
File Edit Wew Go Capture Analyee  Statistics  Telephony Tools  Help

BeRee BEXRE AersnTL(EE QAR #ED % B

Fo. Time YLAN | Source Dest Protocol Info

1 0.000000 2 00:04:5a:9F:9e:80 i ffiff £ fF:ff ARP who has 10.0.0.%97 Tell 10.0.0.15
2 0.999628 2 00:04:5a:9F:9e:80 ff:ff:fF:Ff:FF:Ff arP who has 10.0.0.397 Tell 10.0.0.15
31.998317 2 00:04:5a:8f:0e:80  ff:Ff:ff:£F:FF:FF arp who has 10.0.0.997 Tell 10.0.0.15

£

Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, Src: 00:04:53:9F:9e:80 (00:04:5a:9F:9e:80), Dst: fr:ff:iff:ff:ff:ff (ff:ff:ff:ff:Ff:ff)
pestination: ff:FfF:Ff:FF:FF:FF (Ff:ff:FF:FfF:FF:FF)
source: 00:04:5a:9F:9e:80 (00:04:5a:9F 081800
Type: 802,10 wirtual LAM (0x8100)
al y

| [= L AR CFI: 0O, ID: 2
priority: Best effort (default) (0
el i e e = CFI: Canonical (00

ce.. 0000 0000 0010 = ID: 2

Type: ARP {0x0B806)

Trailer: 0000000000000000000000000000
Address Resolution Protocol (request)

|

0000 5a Of Se 80 8L 00

0010 00 01 00 04 5a 9f Se 80
0020 00 0a 00 00 63 [ENN
0030 500 00 00

Figure 3-5 Frames tagged with the VLAN ID as shown in Wireshark. The default columns and set-
tings have been changed to display the VLAN ID and raw Ethernet addresses.
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3.24

This figure shows an ARP packet (see Chapter 4) carried on VLAN 2. We can
see that the frame size is 60 bytes (not including CRC). The frame is encapsulated
using the Ethernet II encapsulation with type 0x8100, indicating a VLAN. Other
than the VLAN header, which indicates that this frame belongs to VLAN 2 and
has priority 0, this frame is unremarkable. All the other fields are as we would
expect with a regular ARP packet.

802.1AX: Link Aggregation (Formerly 802.3ad)

Some systems equipped with multiple network interfaces are capable of bonding or
link aggregation. With link aggregation, two or more interfaces are treated as one in
order to achieve greater reliability through redundancy or greater performance by
splitting (striping) data across multiple interfaces. The IEEE Amendment 802.1AX
[802.1AX-2008] defines the most common method for performing link aggregation
and the Link Aggregation Control Protocol (LACP) to manage such links. LACP uses
IEEE 802 frames of a particular format (called LACPDUs).

Using link aggregation on Ethernet switches that support it can be a cost-
effective alternative to investing in switches with high-speed network ports. If
more than one port can be aggregated to provide adequate bandwidth, higher-
speed ports may not be required. Link aggregation may be supported not only on
network switches but across multiple network interface cards (NICs) on a host com-
puter. Often, aggregated ports must be of the same type, operating in the same
mode (i.e., half- or full-duplex).

Linux has the capability to implement link aggregation (bonding) across dif-
ferent types of devices using the following commands:

Linux# modprobe bonding
Linux# ifconfig bond0 10.0.0.111 netmask 255.255.255.128
Linux# ifenslave bond0 eth0 wlanO

This set of commands first loads the bonding driver, which is a special type
of device driver supporting link aggregation. The second command creates the
bond0 interface with the IPv4 address information provided. Although providing
the IP-related information is not critical for creating an aggregated interface, it is
typical. Once the ifenslave command executes, the bonding device, bondo, is
labeled with the MASTER flag, and the eth0 and wlan0 devices are labeled with
the SLAVE flag:

bond0 Link encap:Ethernet HWaddr 00:11:A3:00:2C:2A
inet addr:10.0.0.111 Bcast:10.0.0.127 Mask:255.255.255.128
inet6 addr: fe80::211:a3ff:fel00:2c2a/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:2146 errors:0 dropped:0 overruns:0 frame:0
TX packets:985 errors:0 dropped:0 overruns:0 carrier:0
collisions:18 txqueuelen:0
RX bytes:281939 (275.3 KiB) TX bytes:141391 (138.0 KiB)
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eth0 Link encap:Ethernet HWaddr 00:11:A3:00:2C:2A
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:1882 errors:0 dropped:0 overruns:0 frame:0
TX packets:961 errors:0 dropped:0 overruns:0 carrier:0
collisions:18 txqueuelen:1000
RX bytes:244231 (238.5 KiB) TX bytes:136561 (133.3 KiB)
Interrupt:20 Base address:0x6c00

wlan0 Link encap:Ethernet HWaddr 00:11:A3:00:2C:2A
UP BROADCAST SLAVE MULTICAST MTU:1500 Metric:1
RX packets:269 errors:0 dropped:0 overruns:0 frame:0
TX packets:24 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:38579 (37.6 KiB) TX bytes:4830 (4.7 KiB)

In this example, we have bonded together a wired Ethernet interface with
a Wi-Fi interface. The master device, bond0, is assigned the IPv4 address infor-
mation we would typically assign to either of the individual interfaces, and it
receives the first slave’s MAC address by default. When IPv4 traffic is sent out of
the bondo0 virtual interface, there are a number of possibilities as to which of the
slave interfaces will carry it. In Linux, the options are selected using arguments
provided when the bonding driver is loaded. For example, a mode option deter-
mines whether round-robin delivery is used between the interfaces, one interface
acts as a backup to the other, the interface is selected based on performing an XOR
of the MAC source and destination addresses, frames are copied to all interfaces,
802.3ad standard link aggregation is performed, or more advance load-balancing
options are used. The second mode is used for high-availability systems that can
fail over to a redundant network infrastructure if one link has ceased function-
ing (detectable by MII monitoring; see [BOND] for more details). The third mode
is intended to choose the slave interface based on the traffic flow. With enough
different destinations, traffic between the two stations is pinned to one interface.
This can be useful when trying to minimize reordering while also trying to load-
balance traffic across multiple slave interfaces. The fourth mode is for fault toler-
ance. The fifth mode is for use with 802.3ad-capable switches, to enable dynamic
aggregation over homogeneous links.

The LACP protocol is designed to make the job of setting up link aggregation
simpler by avoiding manual configuration. Typically the LACP “actor” (client) and
“partner” (server) send LACPDUs every second once enabled. LACP automati-
cally determines which member links can be aggregated into a link aggregation
group (LAG) and aggregates them. This is accomplished by sending a collection of
information (MAC address, port priority, port number, and key) across the link. A
receiving station can compare the values it sees from other ports and perform the
aggregation if they match. Details of LACP are covered in [802.1AX-2008].
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Full Duplex, Power Save, Autonegotiation, and 802.1X
Flow Control

When Ethernet was first developed, it operated only in half-duplex mode using
a shared cable. That is, data could be sent only one way at one time, so only one
station was sending a frame at any given point in time. With the development of
switched Ethernet, the network was no longer a single piece of shared wire, but
instead many sets of links. As a result, multiple pairs of stations could exchange
data simultaneously. In addition, Ethernet was modified to operate in full duplex,
effectively disabling the collision detection circuitry. This also allowed the physi-
cal length of the Ethernet to be extended, because the timing constraints associ-
ated with half-duplex operation and collision detection were removed.

In Linux, the ethtool program can be used to query whether full duplex is
supported and whether it is being used. This tool can also display and set many
other interesting properties of an Ethernet interface:

Linux# ethtool ethO
Settings for ethO:

Supported ports: [ TP MII ]

Supported link modes: 10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full

100baseT/Half 100baseT/Full

Advertised auto-negotiation: Yes

Speed: 10Mb/s

Duplex: Half

Port: MII

PHYAD: 24

Transceiver: internal

Auto-negotiation: on

Current message level: 0x00000001 (1)

Link detected: yes

Linux# ethtool ethl
Settings for ethl:

Supported ports: [ TP ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Supports auto-negotiation: Yes

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Full

Advertised auto-negotiation: Yes

Speed: 100Mb/s

Duplex: Full

Port: Twisted Pair

PHYAD: O

Transceiver: internal

Auto-negotiation: on
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Supports Wake-on: umbg

Wake-on: g

Current message level: 0x00000007 (7)
Link detected: yes

In this example, the first Ethernet interface (eth0) is attached to a half-duplex
10Mb/s network. We can see that it is capable of autonegotiation, which is a mecha-
nism originating with 802.3u to enable interfaces to exchange information such
as speed and capabilities such as half- or full-duplex operation. Autonegotiation
information is exchanged at the physical layer using signals sent when data is
not being transmitted or received. We can see that the second Ethernet interface
(ethl) also supports autonegotiation and has set its rate to 100Mb/s and operation
mode to full duplex. The other values (Port, PHYAD, Transceiver) identify the
physical port type, its address, and whether the physical-layer circuitry is internal
or external to the NIC. The current message-level value is used to configure log
messages associated with operating modes of the interface; its behavior is spe-
cific to the driver being used. We discuss the wake-on values after the following
example.

In Windows, details such as these are available by navigating to Control Panel
| Network Connections and then right-clicking on the interface of interest, select-
ing Properties, and then clicking the Configure box and selecting the Advanced
tab. This brings up a menu similar to the one shown in Figure 3-6 (this particular
example is from an Ethernet interface on a Windows 7 machine).

Intel{R) 82577LM Gigabit Network Connection Prope ll
"General Advanced | Driver I Details I Power Management I

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.
Property: Value:
Adaptive Inter-Frame Spacing - Auto Negotiation j
Enable PME
1.0 Gbps Full Duplex

Flow Cortrol 10 Mbps Ful Dupl
Gigabit Master Slave Mode ps Tl LUpieX

N 10 Mbps Half Duplex
Intermupt Moderation 100 Mbns Full Dupl
Intermupt Moderation Rate 100 Mbps Hulf DUDTX
IPv4 Checksum Offload s

Jumbo Packet

Large Send Cffload {IPv4]
Large Send Cffload (IPv
Link Speed & Duplex
Link Speed Battery Saver
Locally Administered Address

Log Link State Event LI

ok | Cancel |

Figure 3-6 Advanced tab of network interface properties in Windows (7). This control allows the
user to supply operating parameters to the network device driver.
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3.3.1

3.3.2

In Figure 3-6, we can see the special features that can be configured using the
adapter’s device driver. For this particular adapter and driver, 802.1p/q tags can
be enabled or disabled, as can flow control and wake-up capabilities (see Section
3.3.2). The speed and duplex can be set by hand, or to the more typical autonego-
tiation option.

Duplex Mismatch

Historically, there have been some interoperability problems using autonegotia-
tion, especially when a computer and its associated switch port are configured
using different duplex configurations or when autonegotiation is disabled at one
end of the link but not the other. In this case, a so-called duplex mismatch can occur.
Perhaps surprisingly, when this happens the connection does not completely fail
but instead may suffer significant performance degradation. When the network
has moderate to heavy traffic in both directions (e.g., during a large data trans-
fer), a half-duplex interface can detect incoming traffic as a collision, triggering
the exponential backoff function of the CSMA/CD Ethernet MAC. At the same
time, the data triggering the collision is lost and may require higher-layer proto-
cols such as TCP to retransmit. Thus, the performance degradation may be noticed
only when there is sufficient traffic for the half-duplex interface to be receiving
data at the same time it is sending, a situation that does not generally occur under
light load. Some researchers have attempted to build analysis tools to detect this
unfortunate situation [SC05].

Wake-on LAN (WoL), Power Saving, and Magic Packets

In both the Linux and Windows examples, we saw some indication of power man-
agement capabilities. In Windows the Wake-Up Capabilities and in Linux the Wake-
On options are used to bring the network interface and/or host computer out of
a lower-power (sleep) state based on the arrival of certain kinds of packets. The
kinds of packets used to trigger the change to full-power state can be configured.
In Linux, the Wake-On values are zero or more bits indicating whether receiv-
ing the following types of frames trigger a wake-up from a low-power state: any
physical-layer (PHY) activity (p), unicast frames destined for the station (u), mul-
ticast frames (m), broadcast frames (b), ARP frames (a), magic packet frames (g),
and magic packet frames including a password. These can be configured using
options to ethtool. For example, the following command can be used:

Linux# ethtool -s eth0 wol umgb

This command configures the eth0 device to signal a wake-up if any of the
frames corresponding to the types u, m, g, or b is received. Windows provides a
similar capability, but the standard user interface allows only magic packet frames
and a predefined subset of the u, m, b, and a frame types. Magic packets contain
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a special repeated pattern of the byte value OxFF. Often, such frames are sent as a
form of UDP packet (see Chapter 10) encapsulated in a broadcast Ethernet frame.
Several tools are available to generate them, including wol [WOL]:

Linux# wol 00:08:74:93:C8:3C
Waking up 00:08:74:93:C8:3C...

The result of this command is to construct a magic packet, which we can view
using Wireshark (see Figure 3-7).

'4! magic-pkt.td - Wireshark

File Edit ¥iew Go Capture Analyze Statistics Telephony Tools Help

BWYAM BEEXEE Aes0TL (EE QR #BNB% B
{8 Time: Source Dest Protocol | Info
1 0.000000 LinksysG_9F:9e:80 Intel_14:a%:cl woL MagicPacket for Dellcomp_93:c8:3C (00:08:74:93:C8:3C)
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Figure 3-7 A magic packet frame in Wireshark begins with 6 OxFF bytes and then repeats the MAC
address 16 times.

The packet shown in Figure 3-7 is mostly a conventional UDP packet, although
the port numbers (1126 and 40000) are arbitrary. The most unusual part of the
packet is the data area. It contains an initial 6 bytes with the value OxFF. The rest
of the data area includes the destination MAC address 00:08:74:93:C8:3C repeated
16 times. This data payload pattern defines the magic packet.
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3.3.3

3.4

Link-Layer Flow Control

Operating an extended Ethernet LAN in full-duplex mode and across segments of
different speeds may require the switches to buffer (store) frames for some period
of time. This happens, for example, when multiple stations send to the same des-
tination (called output port contention). If the aggregate traffic rate headed for a
station exceeds the station’s link rate, frames start to be stored in the intermediate
switches. If this situation persists for a long time, frames may be dropped.

One way to mitigate this situation is to apply flow control to senders (i.e., slow
them down). Some Ethernet switches (and interfaces) implement flow control by
sending special signal frames between switches and NICs. Flow control signals to
the sender that it must slow down its transmission rate, although the specification
leaves the details of this to the implementation. Ethernet uses an implementation
of flow control called PAUSE messages (also called PAUSE frames), specified by
802.3x [802.3-2008].

PAUSE messages are contained in MAC control frames, identified by the
Ethernet Length/Type field having the value 0x8808 and using the MAC control
opcode of 0x0001. A receiving station seeing this is advised to slow its rate. PAUSE
frames are always sent to the MAC address 01:80:C2:00:00:01 and are used only
on full-duplex links. They include a hold-off time value (specified in quantas equal
to 512 bit times), indicating how long the sender should pause before continuing
to transmit.

The MAC control frame is a frame format using the regular encapsulation
from Figure 3-3, but with a 2-byte opcode immediately following the Length/Type
field. PAUSE frames are essentially the only type of frames that uses MAC control
frames. They include a 2-byte quantity encoding the hold-off time. Implementation
of the “entire” MAC control layer (basically, just 802.3x flow control) is optional.

Using Ethernet-layer flow control may have a significant negative side effect,
and for this reason it is typically not used. When multiple stations are sending
through a switch (see the next section) that is becoming overloaded, the switch
may naturally send PAUSE frames to all hosts. Unfortunately, the utilization of
the switch’s memory may not be symmetric with respect to the sending hosts, so
some may be penalized (flow-controlled) even though they were not responsible
for much of the traffic passing through the switch.

Bridges and Switches

The IEEE 802.1d standard specifies the operation of bridges, and thus switches,
which are essentially high-performance bridges. A bridge or switch is used to join
multiple physical link-layer networks (e.g., a pair of physical Ethernet segments) or
groups of stations. The most basic setup involves connecting two switches to form
an extended LAN, as shown in Figure 3-8.
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Switch B
00:0d:66:4f:02:04

00:17:f2:22:10:3d

. 00:30:48:2b:19:82
00:c0:19:33:0a:2¢ Switch A

00:0d:66:4f:02:03
00:30:48:2b:19:86

Figure 3-8 A simple extended Ethernet LAN with two switches. Each switch port has a number for
reference, and each station (including each switch) has its own MAC address.

Switches A and B in the figure have been interconnected to form an extended
LAN. In this particular example, client systems are connected to A and servers
to B, and ports are numbered for reference. Note that every network element,
including each switch, has its own MAC address. Nonlocal MAC addresses are
“learned” by each bridge over time so that eventually every switch knows the port
upon which every station can be reached. These lists are stored in tables (called
filtering databases) within each switch on a per-port (and possibly per-VLAN) basis.
As an example, after each switch has learned the location of every station, these
databases would contain the information shown in Figure 3-9.

Station Port Station Port
00:17:£f2:22:10:3d 2 00:17:f2:a22:10:3d 9
00:c0:19:33:0a:2e 1 00:c0:19:33:0a:2e | 9
00:0d4:66:4£:02:03 00:0d:66:4£:02:03 9
00:0d4:66:4£:02:04 3 00:0d4:66:4f£:02:04
00:30:48:2b:19:82 3 00:30:48:2b:19:82 10
00:30:48:2b:19:86 3 00:30:48:2b:19:86 11
Switch A's Database Switch B’s Database

Figure 3-9 Filtering databases on switches A and B from Figure 3-8 are created over time (“learned”)
by observing the source address on frames seen on switch ports.

When a switch (bridge) is first turned on, its database is empty, so it does
not know the location of any stations except itself. Whenever it receives a frame
destined for a station other than itself, it makes a copy for each of the ports other
than the one on which the frame arrived and sends a copy of the frame out of each
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one. If switches (bridges) never learned the location of stations, every frame would
be delivered across every network segment, leading to unwanted overhead. The
learning capability reduces overhead significantly and is a standard feature of
switches and bridges.

Today, most operating systems support the capability to bridge between net-
work interfaces, meaning that a standard computer with multiple interfaces can
be used as a bridge. In Windows, for example, interfaces may be bridged together
by navigating to the Network Connections menu from the Control Panel, high-
lighting the interfaces to bridge, right-clicking the mouse, and selecting Bridge
Connections. When this is done, a new icon appears that represents the bridging
function itself. Most of the normal network properties associated with the inter-
faces are gone and instead appear on the bridge device (see Figure 3-10).

@ Network Bridge Properties ll
MNetworking |

— Adant,

Select the adapters you want to use to connect to computers
on your local networl.

O JiWimless Metwork Connection (2)

"% |ocal Area Connection

"8 Wireless Network Connection

Configure... |

This connection uses the following items:

.Q File and Printer Sharing for Microsoft Networks

<& Intemet Protocol Version & (TCP/IPvE)

<& Intemet Protocol Version 4 (TCP/IPvd)

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Install... Uningtall | Froperties |

ok | Cancel |

Figure 3-10 In Windows, the bridge device is created by highlighting the network interfaces to be
bridged, right-clicking, and selecting the Bridge Network Interfaces function. Once the
bridge is established, further modifications are made to the bridge device.

Figure 3-10 shows the Properties panels for the network bridge virtual device
on Windows 7. The bridge device’s properties include a list of the underlying
devices being bridged and the set of services running on the bridge (e.g., the
Microsoft Networks client, File and Printer Sharing, etc.). Linux works in a similar
way, using command-line arguments. We use the topology shown in Figure 3-11
for this example.
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eth1: 00:07:€9:14:a9:c1 eth0: 00:08:74:93:¢8:3c
00:04:5a:9f:9e:80
J R\, \ //Z To Internet
1 [
Switch Router

PC-Based Bridge

\ 2
Laptop

00:14:22:f4:19:5f

Figure 3-11 In this simple topology, a Linux-based PC is configured to operate as a bridge between
the two Ethernet segments it interconnects. As a learning bridge, it accumulates tables
of which port should be used to reach the various other systems on the extended LAN.

The simple network in Figure 3-11 uses a Linux-based PC with two Ethernet
ports as a bridge. Attached to port 2 is a single station, and the rest of the network
is attached to port 1. The following commands enable the bridge:

Linux# brctl addbr br0
Linux# brctl addif br0 ethoO
Linux# brctl addif br0 ethl
Linux# ifconfig ethO0 up
Linux# ifconfig ethl up
Linux# ifconfig br0 up

This series of commands creates a bridge device br0 and adds the interfaces
ethO and ethl to the bridge. Interfaces can be removed using the brctl delif
command. Once the interfaces are established, the brctl showmacs command
can be used to inspect the filter databases (called forwarding databases or fdbs in
Linux terminology):

Linux# brctl show
bridge name bridge id STP enabled interfaces
bro 8000.0007e914a9cl no ethO ethl

Linux# brctl showmacs br0
port no mac addr is local? ageing timer
1 00:04:5a:9f:9e:80 no 0.79
00:07:e9:14:a9:cl yes 0.00
00:08:74:93:¢c8:3¢c yes 0.00
00:14:22:£f4:19:5f no 0.81
00:17:£f2:e7:6d:91 no 2.53
00:90:£8:00:90:b7 no 17.13

N S )

The output of this command reveals one other detail about bridges. Because
stations may move around, have their network cards replaced, have their MAC
address changed, or other things, once the bridge discovers that a MAC address
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is reachable via a certain port, this information cannot be assumed to be correct
forever. To deal with this issue, each time an address is learned, a timer is started
(commonly defaulted to 5 minutes). In Linux, a fixed amount of time associated
with the bridge is applied to each learned entry. If the address in the entry is not
seen again within the specified “ageing” time, the entry is removed, as indicated
here:

Linux# brctl setageing br0 1

Linux# brctl showmacs br0

port no mac addr is local? ageing timer
1 00:04:5a:9f:9e:80 no 0.76

00:07:e9:14:a9:cl yes 0.00

00:08:74:93:c8:3c yes 0.00

00:14:22:£f4:19:5f no 0.78

00:17:£f2:e7:6d:91 no 0.00

PN PN

Here, we have set the ageing value unusually low for demonstration pur-
poses. When an entry is removed because of aging, subsequent frames for the
removed destination are once again sent out of every port except the receiving one
(called flooding), and the entry is placed anew into the filtering database. The use
of filtering databases and learning is really a performance optimization—if the
tables are empty, the network experiences more overhead but still functions. Next
we turn our attention to the case where more than two bridges are interconnected
with redundant links. In this situation, flooding of frames could lead to a sort of
flooding catastrophe with frames looping forever. Obviously, we require a way of
dealing with this problem.

Spanning Tree Protocol (STP)

Bridges may operate in isolation, or in combination with other bridges. When more
than two bridges are in use (or in general when switch ports are cross-connected),
the possibility exists for a cascading, looping set of frames to be formed. Consider
the network shown in Figure 3-12.

Assume that the switches in Figure 3-12 have just been turned on and their
filtering databases are empty. When station S sends a frame, switch B replicates
the frame on ports 7, 8, and 9. So far, the initial frame has been “amplified” three
times. These frames are received by switches A, D, and C. Switch A produces cop-
ies of the frame on ports 2 and 3. Switches D and C produce more copies on ports
20, 22 and 13, 14, respectively. The amplification factor has grown to 6, with copies
of the frames traveling in both directions among switches A, C, and D. Once these
frames arrive, the forwarding databases begin to oscillate as the bridge attempts to
figure out which port is really the one through which station S should be reached.
Obviously, this situation is intolerable. If it were allowed to occur, bridges used in
such configurations would be useless. Fortunately, there is a protocol that is used
to avoid this situation called the Spanning Tree Protocol (STP). We describe STP in
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Switch A
&

X

20
Switch D

Switch C

Figure 3-12 An extended Ethernet network with four switches and multiple redundant links. If
simple flooding were used in forwarding frames through this network, a catastrophe
would occur because of excess multiplying traffic (a so-called broadcast storm). This
type of situation requires the use of the STP.

some detail to explain why some approach to duplicate suppression is needed for
bridges and switches. In the current standard [802.1D-2004], conventional STP is
replaced with the Rapid Spanning Tree Protocol (RSTP), which we describe after the
conventional STP preliminaries.

STP works by disabling certain ports at each bridge so that topological loops
are avoided (i.e,, no duplicate paths between bridges are permitted), yet the topol-
ogy is not partitioned—all stations can be reached. Mathematically, a spanning
tree is a collection of all of the nodes and some of the edges of a graph such that
there is a path or route from any node to any other node (spanning the graph), but
there are no loops (the edge set forms a tree). There can be many spanning trees on
a graph. STP finds one of them for the graph formed by bridges as nodes and links
as edges. Figure 3-13 illustrates the idea.

22

Station S Switch D

Switch C

Figure 3-13 Using STP, the B-A, A-C, and C-D links have become active on the spanning tree. Ports
6,7,1,2,13, 14, and 20 are in the forwarding state; all other ports are blocked (i.e., not
forwarding). This keeps frames from looping and avoids broadcast storms. If a configu-
ration change occurs or a switch fails, the blocked ports are changed to the forwarding
state and the bridges compute a new spanning tree.
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In this figure, the dark lines represent the links in the network selected by STP
for forwarding frames. None of the other links are used—ports 8, 9, 12, 21, 22, and
3 are blocked. With STP, the various problems raised earlier do not occur, as frames
are created only as the result of another frame arriving. There is no amplification.
Furthermore, looping is avoided because there is only one path between any two
stations. The spanning tree is formed and maintained by bridges using a distrib-
uted algorithm running in each bridge.

As with forwarding databases, STP must deal with the situation where bridges
are turned off and on, interface cards are replaced, or MAC addresses are changed.
Clearly, such changes could affect the operation of the spanning tree, so the STP
adapts to these changes. The adaptation is implemented using an exchange of
special frames called Bridge Protocol Data Units (BPDUs). These frames are used
for forming and maintaining the spanning tree. The tree is “grown” from a bridge
elected by the others and known as the “root bridge.”

As mentioned previously, there are many possible spanning trees for a given
network. Determining which one might be the best to use for forwarding frames
depends on a set of costs that can be associated with each link and the location of
the root bridge. Costs are simply integers that are (recommended to be) inversely
proportional to the link speeds. For example, a 10Mb/s link has a recommended
cost of 100, and 100Mb/s and 1000Mb/s links have recommended cost values of 19
and 4, respectively. STP operates by computing least-cost paths to the root bridge
using these costs. If multiple links must be traversed, the corresponding cost is
simply the sum of the link costs.

3.4.1.1 Port States and Roles

To understand the basic operation of STP, we need to understand the operation of
the state machine for each port at each bridge, as well as the contents of BPDUs.
Each port in each bridge may be in one of five states: blocking, listening, learning,
forwarding, and disabled. The relationship among them can be seen in the state
transition diagram shown in Figure 3-14.

The normal transitions for ports on the spanning tree are indicated in Figure
3-14 by solid arrows, and the smaller arrows with dashed lines indicate changes
due to administrative configuration. After initialization, a port enters the blocking
state. In this state, it does not learn addresses, forward frames, or transmit BPDU,
but it does monitor received BPDUs in case it needs to be included in the future on
a path to the root bridge, in which case the port transitions to the listening state. In
the listening state, the port is now permitted to send as well as receive BPDUs but
not learn addresses or forward data. After a typical forwarding delay timeout of
15s, a port enters the learning state. Here it is permitted to do all procedures except
forward data. It waits another forwarding delay before entering the forwarding
state and commencing to forward frames.

Related to the port state machine, each port is said to have a role. This termi-
nology becomes more important with RSTP (see Section 3.4.1.6). A port may have
the role of root port, designated port, alternate port, or backup port. Root ports are those
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Figure 3-14 Ports transition among four major states in normal STP operation. In the blocking state,
frames are not forwarded, but a topology change or timeout may cause a transition to
the listening state. The forwarding state is the normal state for active switch ports car-
rying data traffic. The state names in parentheses indicate the port states according to
the RSTP.

ports at the end of an edge on the spanning tree headed toward the root. Desig-
nated ports are ports in the forwarding state acting as the port on the least-cost
path to the root from the attached segment. Alternate ports are other ports on an
attached segment that could also reach the root but at higher cost. They are not in
the forwarding state. A backup port is a port connected to the same segment as a
designated port on the same bridge. Thus, backup ports could easily take over for
a failing designated port without disrupting any of the rest of the spanning tree
topology but do not offer an alternate path to the root should the entire bridge fail.

3.4.1.2 BPDU Structure

To determine the links in the spanning tree, STP uses BPDUs that adhere to the
format shown in Figure 3-15.

The format shown in Figure 3-15 applies to both the original STP as well as
the newer RSTP (see Section 3.4.1.6). BPDUs are always sent to the group address
01:80:C2:00:00:00 (see Chapter 9 for details of link-layer group and Internet multi-
cast addressing) and are not forwarded through a bridge without modification. In
the figure, the DST, SRC, and L/T (Length/Type) fields are part of the conventional
Ethernet (802.3) header of the frame carrying the example BPDU. The 3-byte LLC/
SNAP header is defined by 802.1 and for BPDUs is set to the constant 0x424203.
Not all BPDUs are encapsulated using LLC/SNAP, but this is a common option.
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Figure 3-15 BPDUs are carried in the payload area of 802 frames and exchanged between bridges to estab-
lish the spanning tree. Important fields include the source, root node, cost to root, and topol-
ogy change indication. With 802.1w and [802.1D-2004] (including Rapid STP or RSTP), additional
fields indicate the state of the ports.

The Protocol (Prot) field gives the protocol ID number, set to 0. The Version
(Vers) field is set to 0 or 2, depending on whether STP or RSTP is in use. The Type
field is assigned similarly. The Flags field contains Topology Change (TC) and Topol-
ogy Change Acknowledgment (TCA) bits, defined by the original 802.1d standard.
Additional bits are defined for Proposal (P), Port Role (00, unknown; 01, alternate;
10, root; 11, designated), Learning (L), Forwarding (F), and Agreement (A). These are
discussed in the context of RSTP in Section 3.4.1.6. The Root ID field gives the iden-
tifier of the root bridge in the eyes of the sender of the frame, whose MAC address
is given in the Bridge ID field. Both of these ID fields are encoded in a special way
that includes a 2-byte Priority field immediately preceding the MAC address. The
priority values can be manipulated by management software in order to force the
spanning tree to be rooted at any particular bridge (Cisco, for example, uses a
default value of 0x8000 in its Catalyst switches).

The root path cost is the computed cost to reach the bridge specified in the
Root ID field. The PID field is the port identifier and gives the number of the port
from which the frame was sent appended to a 1-byte configurable Priority field
(default 0x80). The Message A (MsgA) field gives the message age (see the next
paragraph). The Maximum Age (MaxA) field gives the maximum age before time-
out (default: 20s). The Hello Time field gives the time between periodic transmis-
sions of configuration frames. The Forward Delay (Forw Delay) field gives the time
spent in the learning and listening states. All of the age and time fields are given
in units of 1/256s.
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The Message Age field is not a fixed value like the other time-related fields.
When the root bridge sends a BPDU, it sets this field to 0. Any bridge receiving the
frame emits frames on its non-root ports with the Message Age field incremented by
1. In essence, the field acts as a hop count, giving the number of bridges by which
the BPDU has been processed before being received. When a BPDU is received on
a port, the information it contains is kept in memory and participates in the STP
algorithm until it is timed out, which happens at time (MaxA — MsgA). Should
this time pass on a root port without receipt of another BPDU, the root bridge is
declared “dead” and the bridge starts the root bridge election process over again.

3.4.1.3 Building the Spanning Tree

The first job of STP is to elect the root bridge. The root bridge is discovered as
the bridge in the network (or VLAN) with the smallest identifier (priority com-
bined with MAC address). When a bridge initializes, it assumes itself to be the
root bridge and sends configuration BPDUs with the Root ID field matching its
own bridge ID, but if it detects a bridge with a smaller ID, it ceases sending its own
frames and instead adopts the frame it received containing the smaller ID to be the
basis for further BPDUs it sends. The port where the BPDU with the smaller root
ID was received is then marked as the root port (i.e., the port on the path to the root
bridge). The remaining ports are placed in either blocked or forwarding states.

3.4.1.4 Topology Changes

The next important job of STP is to handle topology changes. Although we could
conceivably use the basic database aging mechanism described earlier to adapt to
changing topologies, this is a poor approach because the aging timers can take a
long time (5 minutes) to delete incorrect entries. Instead, STP incorporates a way
to detect topology changes and inform the network about them quickly. In STF, a
topology change occurs when a port has entered the blocking or forwarding states.
When a bridge detects a connectivity change (e.g., a link goes down), the bridge noti-
fies its parent bridges on the tree to the root by sending topology change notification
(TCN) BPDUs out of its root port. The next bridge on the tree to the root acknowl-
edges the TCN BPDUs to the notifying bridge and also forwards them on toward
the root. Once informed of the topology change, the root bridge sets the TC bit field
in subsequent periodic configuration messages. Such messages are relayed by every
bridge in the network and are received by ports in either the blocking or forwarding
states. The setting of this bit field allows bridges to reduce their aging time to that of
the forward delay timer, on the order of seconds instead of the 5 minutes normally
recommended for the aging time. This allows database entries that may now be
incorrect to be purged and relearned more quickly, yet it also allows stations that
are actively communicating to not have their entries deleted erroneously.

3.4.1.5 Example

In Linux, the bridge function disables STP by default, on the assumption that
topologies are relatively simple in most cases where a regular computer is being
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used as a bridge. To enable STP on the example bridge we are using so far, we can
do the following;:

Linux# brctl stp br0 on
The consequences of executing this command can be inspected as follows:

Linux# brctl showstp br0

bro

bridge id 8000.0007e914a9c1

designated root 8000.0007e914a9c1

root port 0 path cost 0
max age 19.99 bridge max age 19.99
hello time 1.99 bridge hello time 1.99
forward delay 14.99 bridge forward delay 14.99
ageing time 0.99

hello timer 1.26 ten timer 0.00
topology change timer 3.37 gc timer 3.26
flags TOPOLOGY_CHANGE TOPOLOGY_CHANGE_DETECTED

eth0 (0)

port id 0000 state forwarding
designated root 8000.0007e914a9cl path cost 100
designated bridge 8000.0007e914a9c1 message age timer 0.00
designated port 8001 forward delay timer 0.00
designated cost 0 hold timer 0.26
flags
ethl (0)

port id 0000 state forwarding
designated root 8000.0007e914a9cl path cost 19
designated bridge 8000.0007e914a9cl message age timer 0.00
designated port 8002 forward delay timer 0.00
designated cost 0 hold timer 0.26
flags

Here we can see the STP setup for a simple bridged network. The bridge
device, br0, holds information for the bridge as a whole. This includes the bridge
ID (8000.0007e914a9c1), derived from the smallest MAC address on the PC-
based bridge (port 1) of Figure 3-11. The major configuration parameters (e.g., hello
time, topology change timer, etc.) are given in seconds. The flags values indicate
a recent topology change, which is expected given the fact that the network was
recently connected. The rest of the output describes per-port information for eth0
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(bridge port 1) and eth1l (bridge port 2). Note that the path cost for eth0 is about
ten times greater than the cost of eth1. This is consistent with the observation that
eth0 is a 10Mb/s Ethernet network and ethl is a full-duplex 100Mb/s network.

We can use Wireshark to look at a BPDU. In Figure 3-16 we see the contents
of a 52-byte BPDU. The length of 52 bytes (less than the Ethernet minimum of 64
bytes because the Linux capture facility removed the padding) is derived from
the Length/Type field of the Ethernet header by adding 14, in this case giving the
length of 52. The destination address is the group address, 01:80:C2:00:00:00, as
expected. The payload length is 38 bytes, the value contained in the Length field.
The SNAP/LLC field contains the constant 0x424243, and the encapsulated frame
is a spanning tree (version 0) frame. The rest of the protocol fields indicate that the
station 00:07:€9:14:a9:c1 believes it is the root of the spanning tree, using priority
32768 (a low priority), and the BPDU has been sent from port 2 with priority 0x80.
It also indicates a maximum age of 20s, a hello time of 2s, and a forwarding delay
of 15s.

"l stp.tr - Wirashark

File Edt View Go Capture Analyze Statistics Telephony Tools Help

Budegn PEXEE GesnTL|EHE QR §ET % O

Mo, | Time Source Dest Protocal ' Info

1 0.000000 00:07:e9:14:a9:cl 01:80:c2:00:00:00 STPR conf. RooL = 32768/0/00:07:e59:14:a%9:c1 Cost = 0 Port = Ox8002
2 1.889940 00:07:e9:14:a9:c1l 01:80:c2:00:00:00 STP conf. RooOT = 32768/0/00:07:e9:14:a%:c]1 Cost = 0 PoOrt = Ox800Z2 =
3 3.09990952 00:07:e29:14:a9:c1 01:80:c2:00:00:00 STP Conf. RooL = 32768/70/00:07:259:14:2%:¢1 Cost = 0 Port = OxX8002
4 5.5899940 00:07:e9:14:a9:cl 0L:B0:c2:00:00:00 STP Conf. RooT = 32768/0/00:07:e9:14:a%:c1 Cost = 0 PoOrt = Ox8002 ~

@ Frame 1: 52 bytes on wire (416 hits), 52 hytes captured (416 bits)
= IEEE 802.3 Ethernet
= Destination: 01:80:c2:00:00:00 (OLl:80:C2:00:00:00)
Address: 01:80:c2:00:00:00 (01:80:c2:00:00:000
....... 1 .iet vvee e wvw. = IG bit: Group address (multicast/broadcast)
vern od vies wees e aaes = LG BT Globally unigue address (Factory default)
@ Source: 00:07:89:14:a9:c1 (00:07:89:14:a8:c1)

IG Bit: Individual
SSaP: spanning Tree BPDU (0x42)
CRr Bit: Command
= Control field: u, func=ur (0x03)
000. 00.. = Command: Unnumbered Information (0x00)
...... 11 = Frame type: Unnumbered frame (0x03)
= spanning Tree Protocol
protocol Identifier: Spanning Tree Protocol (0x0000)
protocol version Identifier: spanning Tree (0)
BPDU Type: configuration (0x00)
@ BEPDU flags: 0x00
= Root Identifier: 32768 / 0 / Q0:07:e9:l4:a9:c1
Root Bridge Priority: 32768
ROOL Bridge System ID Extension: O
root Bridge System ID: 00:07:89:14:a9:cl
Root Path Cost: O
= Bridge Identifier: 32768 / 0 / 00:07:e9:14:a9:c1
Bridge Priority: 32768
Bridge System ID Extension: O
Bridge System ID: 00:07:e9:14:a9:cl
Port identifier: 0x8002
Message Age: O
Max age: 20
Hello Time: 2
Forward pelay: 15

Figure 3-16 Wireshark showing a BPDU. The Ethernet destination is a group address for bridges
(01:80:¢2:00:00:00).
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3.4.1.6 Rapid Spanning Tree Protocol (RSTP) (Formerly 802.1w)

One of the perceived problems with conventional STP is that a change in topology
is detected only by the failure to receive a BPDU in a certain amount of time. If
the timeout is large, the convergence time (time to reestablish data flow along the
spanning tree) could be larger than desired. The IEEE 802.1w standard (now part
of [802.1D-2004]) specifies enhancements to the conventional STP and adopts the
new name Rapid Spanning Tree Protocol (RSTP). The main improvement in RSTP
over STP is to monitor the status of each port and upon indication of failure to
immediately trigger a topology change indication. In addition, RSTP uses all 6 bits
in the Flag field of the BPDU format to support agreements between bridges that
avoid some of the need for timers to initiate protocol operations. It reduces the
normal STP five port states to three (discarding, learning, and forwarding, as
indicated by the state names in parentheses in Figure 3-14). The discarding state
in RSTP absorbs the disabled, blocking, and listening states in conventional STP.
RSTP also creates a new port role called an alternate port, which acts as an immedi-
ate backup should a root port cease to operate.

RSTP uses only one type of BPDU, so there are no special topology change
BPDUs, for example. RSTP BPDUs, as they are called, use version and type num-
ber 2 instead of 0. In RSTP, any switch detecting a topology change sends BPDUs
indicating a topology change, and any switch receiving them clears its filtering
databases immediately. This change can significantly affect the protocol’s con-
vergence time. Instead of waiting for the topology change to migrate to the root
bridge and back followed by the forwarding delay wait time, entries are cleared
immediately. Overall, convergence time can be cut from tens of seconds down to a
fraction of a second in most cases.

RSTP makes a distinction between edge ports (those attached only to end sta-
tions) and normal spanning tree ports and also between point-to-point links and
shared links. Edge ports and ports on point-to-point links do not ordinarily form
loops, so they are permitted to skip the listening and learning states and move
directly to the forwarding state. Of course, the assumption of being an edge port
could be violated if, for example, two ports were cross-connected, but this is han-
dled by reclassifying ports as spanning tree ports if they ever carry any form of
BPDUs (simple end stations do not normally generate BPDUs). Point-to-point links
are inferred from the operating mode of the interface; if the interface is running in
full-duplex mode, the link is classified as a point-to-point link.

In regular STP, BPDUs are ordinarily relayed from a notifying or root bridge.
In RSTP, BPDUs are sent periodically by all bridges as “keepalives” to determine
if connections to neighbors are operating properly. This is what most higher-layer
routing protocols do also. If a bridge fails to receive an updated BPDU within
three times the hello interval, the bridge concludes that it has lost its connection
with its neighbor. Note that in RSTP, topology changes are not induced as a result
of edge ports being connected or disconnected as they are in regular STP. When
a topology change is detected, the notifying bridge sends BPDUs with the TC bit
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field set, not only to the root but also to all other bridges. Doing so allows the
entire network to be notified of the topology change much faster than with con-
ventional STP. When a bridge receives these messages, it flushes all table entries
except those associated with edge ports and restarts the learning process.

Many of RSTP’s features were developed by Cisco Systems and other compa-
nies that had for some time provided proprietary enhancements to regular STP in
their products. The IEEE committee incorporated many of these enhancements into
the updated 802.1d standard, which covers both types of STP, so extended LANs
can run regular STP on some segments and RSTP on others (although the RSTP
benefits are lost). RSTP has been extended to include VLANs [802.1Q-2005]—a
protocol called the Multiple Spanning Tree Protocol (MSTP). This protocol retains
the RSTP (and hence STP) BPDU format, so backward compatibility is possible,
but it also supports the formation of multiple spanning trees (one for each VLAN).

802.1ak: Multiple Registration Protocol (MRP)

The Multiple Registration Protocol (MRP) provides a general method for registering
attributes among stations in a bridged LAN environment. [802.1ak-2007] defines
two particular “applications” of MRP called MVRP (for registering VLANSs) and
MMRP (for registering group MAC addresses). MRP replaces the earlier GARP
framework; MVRP and MMRP replace the older GVRP and GMRP protocols,
respectively. All were originally defined by 802.1q.

With MVRP, once an end station is configured as a member of a VLAN, this
information is communicated to its attached switch, which in turn propagates
the fact of the station’s participation in the VLAN to other switches. This allows
switches to augment their filtering tables based on station VLAN IDs and allows
changes of VLAN topology without necessarily triggering a recalculation of the
existing spanning tree via STP. Avoiding STP recalculation was one of the reasons
for migrating from GVRP to MVRP.

MMRP is a method for stations to register their interest in group MAC
addresses (multicast addresses). This information may be used by switches to
establish the ports through which multicast traffic must be delivered. Without
such a facility, switches would have to broadcast all multicast traffic, potentially
leading to unwanted overhead. MMRP is a layer 2 protocol with similarities to
IGMP and MLD, layer 3 protocols, and the “IGMP/MLD snooping” capability sup-
ported in many switches. We discuss IGMP, MLD and snooping in Chapter 9.

Wireless LANs—IEEE 802.11(Wi-Fi)

One of the most popular technologies being used to access the Internet today is
wireless fidelity (Wi-Fi), also known by its IEEE standard name 802.11, effectively
a wireless version of Ethernet. Wi-Fi has developed to become an inexpensive,
highly convenient way to provide connectivity and performance levels acceptable
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for most applications. Wi-Fi networks are easy to set up, and most portable com-
puters and smartphones now include the necessary hardware to access Wi-Fi
infrastructure. Many coffee shops, airports, hotels, and other facilities include
Wi-Fi “hot spots,” and Wi-Fi is even seeing considerable advancement in develop-
ing countries where other infrastructure may be difficult to obtain. The architec-
ture of an IEEE 802.11 network is shown in Figure 3-17.

Basic Service Set

"Qi\ Access Point
@) (AP)

Distribution Service
(DS)

Extended Service Set
(ESS)

Figure 3-17 The IEEE 802.11 terminology for a wireless LAN. Access points (APs) can be connected
using a distribution service (DS, a wireless or wired backbone) to form an extended
WLAN (called an ESS). Stations include both APs and mobile devices communicating
together that form a basic service set (BSS). Typically, an ESS has an assigned ESSID that
functions as a name for the network.

The network in Figure 3-17 includes a number of stations (STAs). Typically
stations are organized with a subset operating also as access points (APs). An AP
and its associated stations are called a basic service set (BSS). The APs are generally
connected to each other using a wired distribution service (called a DS, basically a
“backbone”), forming an extended service set (ESS). This setup is commonly termed
infrastructure mode. The 802.11 standard also provides for an ad hoc mode. In this
configuration there is no AP or DS; instead, direct station-to-station (peer-to-peer)
communication takes place. In IEEE terminology, the STAs participating in an
ad hoc network form an independent basic service set (IBSS). A WLAN formed from
a collection of BSSs and/or IBSSs is called a service set, identified by a service set
identifier (SSID). An extended service set identifier (ESSID) is an SSID that names a
collection of connected BSSs and is essentially a name for the LAN that can be up
to 32 characters long. Such names are ordinarily assigned to Wi-Fi APs when a
WLAN is first installed.
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802.11 Frames

There is one common overall frame format for 802.11 networks but multiple types
of frames. Not all the fields are present in every type of frame. Figure 3-18 shows
the format of the common frame and a (maximal-size) data frame.

Physical-Layer PDU >

(variable) (variable) (variable)
Preamble PLCP Header MAC PDU (MPDU)
//,”/ - Optional - \\“~\\\
Eame ?‘u”/a Address 1 Address 2 Address 3 e Address 4 oS s Frame FCS
cul Iﬁ; ctrl cti | Control Body
@ @ (6 bytes) ®) ®) @ ®) @ @ (0-7995) @
- MAC Header -

Figure 3-18 The 802.11 basic data frame format (as of [802.11n-2009]). The MPDU format resembles that of

Ethernet but has additional fields depending on the type of DS being used among access points,
whether the frame is headed to the DS or from it, and if frames are being aggregated. The QoS
Control field is used for special performance features, and the HT Control field is used for control
of 802.11n’s “high-throughput” features.

The frame shown in Figure 3-18 includes a preamble for synchronization,
which depends on the particular variant of 802.11 being used. Next, the Physical
Layer Convergence Procedure (PLCP) header provides information about the spe-
cific physical layer in a somewhat PHY-independent way. The PLCP portion of the
frame is generally transmitted at a lower data rate than the rest of the frame. This
serves two purposes: to improve the probability of correct delivery (lower speeds
tend to have better error resistance) and to provide compatibility with and protec-
tion from interference from legacy equipment that may operate in the same area at
slower rates. The MAC PDU (MPDU) corresponds to a frame similar to Ethernet,
but with some additional fields.

At the head of the MPDU is the Frame Control Word, which includes a 2-bit
Type field identifying the frame type. There are three types of frames: management
frames, control frames, and data frames. Each of these can have various subtypes,
depending on the type. The full table of types and subtypes is given in [802.11n-
2009, Table 7-1]. The contents of the remaining fields, if present, are determined by
the frame type, which we discuss individually.

3.5.1.1 Management Frames

Management frames are used for creating, maintaining, and ending associations
between stations and access points. They are also used to determine whether
encryption is being used, what the name (SSID or ESSID) of the network is, what
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transmission rates are supported, and a common time base. These frames are used
to provide the information necessary when a Wi-Fi interface “scans” for nearby
access points.

Scanning is the procedure by which a station discovers available networks
and related configuration information. This involves switching to each available
frequency and passively listening for traffic to identify available access points. Sta-
tions may also actively probe for networks by transmitting a particular manage-
ment frame (“probe request”) while scanning. There are some limitations on such
probe requests to ensure that 802.11 traffic is not transmitted on a frequency that
is being used for non-802.11 purposes (e.g., medical services). Here is an example
of initiating a scan by hand on a Linux system:

Linux# iwlist wlanO scan
wlan0 Scan completed :
Cell 01 - Address: 00:02:6F:20:B5:84
ESSID:"Grizzly-5354-Aries-802.11b/g"
Mode:Master
Channel:4
Frequency:2.427 GHz (Channel 4)
Quality=5/100 Signal level=47/100
Encryption key:on
IE: WPA Version 1
Group Cipher : TKIP
Pairwise Ciphers (2) : CCMP TKIP
Authentication Suites (1) : PSK
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s;
6 Mb/s; 12 Mb/s; 24 Mb/s; 36 Mb/s; 9 Mb/s;
18 Mb/s; 48 Mb/s; 54 Mb/s
Extra:tsf=0000009d832££037

Here we see the result of a hand-initiated scan using wireless interface wlan0.
An AP with MAC address 00:02:6F:20:B5:84 is acting as a master (i.e., is act-
ing as an AP in infrastructure mode). It is broadcasting the ESSID "Grizzly-
5354-Aries-802.11b/g" on channel 4 (2.427GHz). (See Section 3.5.4 on channels
and frequencies for more details on channel selection.) The quality and signal
level give indications of how well the scanning station is receiving a signal from
the AP, although the meaning of these values varies among manufacturers. WPA
encryption is being used on this link (see Section 3.5.5), and bit rates from 1Mb/s
to 54Mb/s are available. The tsf (time sync function) value indicates the AP’s
notion of time, which is used for synchronizing various features such as power-
saving mode (see Section 3.5.2).

When an AP broadcasts its SSID, any station may attempt to establish an
association with the AP. When an association is established, most Wi-Fi networks
today also set up the necessary configuration information to provide Internet
access to the station (see Chapter 6). However, an AP’s operator may wish to con-
trol which stations make use of the network. Some operators intentionally make
this more difficult by having the AP not broadcast its SSID, as a security measure.
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This approach provides little security, as the SSID may be guessed. More robust
security is provided by link encryption and passwords, which we discuss in Sec-
tion 3.5.5.

3.5.1.2 Control Frames: RTS/CTS and ACKs

Control frames are used to handle a form of flow control as well as acknowl-
edgments for frames. Flow control helps ensure that a receiver can slow down a
sender that is too fast. Acknowledgments help a sender know what frames have
been received correctly. These concepts also apply to TCP at the transport layer
(see Chapter 15). 802.11 networks support optional request-to-send (RTS)/clear-to-
send (CTS) moderation of transmission for flow control. When these are enabled,
prior to sending a data frame a station transmits an RTS frame, and when the
recipient is willing to receive additional traffic, it responds with a CTS. After the
RTS/CTS exchange, the station has a window of time (identified in the CTS frame)
to transmit data frames that are acknowledged when successfully received. Such
transmission coordination schemes are common in wireless networks and mimic
the flow control signaling that has been used on wired serial lines for years (some-
times called hardware flow control).

The RTS/CTS exchange helps to avoid the hidden terminal problem by instruct-
ing each station when it is permitted to transmit, so as to avoid simultaneous
transmissions from stations that cannot hear each other. Because RTS and CTS
frames are short, they do not use the channel for long. An AP generally initiates
an RTS/CTS exchange for a packet if the size of the packet is large enough. Typi-
cally, an AP has a configuration option called the packet size threshold (or similar).
Frames larger than the threshold cause an RTS to be sent prior to transmission of
the data. Most vendors use a default setting for this value of approximately 500
bytes if RTS/CTS exchanges are desired. In Linux, the RTS/CTS threshold can be
set in the following way:

Linux# iwconfig wlan0 rts 250
wlan0 IEEE 802.11g ESSID:"Grizzly-5354-Aries-802.11b/g"
Mode :Managed
Frequency:2.427 GH
Access Point: 00:02:6F:20:B5:84
Bit Rate=24 Mb/s Tx-Power=0 dBm
Retry min limit:7 RTS thr=250 B Fragment thr=2346 B
Encryption key:xxxx- ... -xxxXxX [3]
Link Quality=100/100 Signal level=46/100
Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0

The iwconfig command can be used to set many variables, including the RTS
and fragmentation thresholds (see Section 3.5.1.3). It can also be used to determine
statistics such as the number of frame errors due to wrong network ID (ESSID) or
wrong encryption key. It also gives the number of excessive retries (i.e.,, the num-
ber of retransmission attempts), a rough indicator of the reliability of the link that
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is popular for guiding routing decisions in wireless networks [ETX]. In WLANSs
with limited coverage, where hidden terminal problems are unlikely to occur, it
may be preferable to disable RTS/CTS by adjusting the stations” RTS thresholds to
be a high value (1500 or larger). This avoids the overhead imposed by requiring
RTS/CTS exchanges for each packet.

In wired Ethernet networks, the absence of a collision indicates that a frame
has been received correctly with high probability. In wireless networks, there is
a wider range of reasons a frame may not be delivered correctly, such as insuffi-
cient signal or interference. To help address this potential problem, 802.11 extends
the 802.3 retransmission scheme with a retransmission/acknowledgment (ACK)
scheme. An acknowledgment is expected to be received within a certain amount
of time for each unicast frame sent (802.11a/b/g) or each group of frames sent
(802.11n or 802.11e with “block ACKs”). Multicast and broadcast frames do not
have associated ACKs to avoid “ACK implosion” (see Chapter 9). Failure to receive
an ACK within the specified time results in retransmission of the frame(s).

With retransmissions, it is possible to have duplicate frames formed within
the network. The Retry bit field in the Frame Control Word is set when any frame
represents a retransmission of a previously transmitted frame. A receiving station
can use this to help eliminate duplicate frames. Stations are expected to keep a
small cache of entries indicating addresses and sequence/fragment numbers seen
recently. When a received frame matches an entry, the frame is discarded.

The amount of time necessary to send a frame and receive an ACK for it
relates to the distance of the link and the slot time (a basic unit of time related to
the 802.11 MAC protocol; see Section 3.5.3). The time to wait for an ACK (as well as
the slot time) can be configured in most systems, although the method for doing
so varies. In most cases such as home or office use, the default values are adequate.
When using Wi-Fi over long distances, these values may require adjusting (see, for
example, [MWLD]).

3.5.1.3 Data Frames, Fragmentation, and Aggregation

Most frames seen on a busy network are data frames, which do what one would
expect—carry data. Typically, there is a one-to-one relationship between 802.11
frames and the link-layer (LLC) frames made available to higher-layer proto-
cols such as IP. However, 802.11 supports frame fragmentation, which can divide
frames into multiple fragments. With the 802.11n specification, it also supports
frame aggregation, which can be used to send multiple frames together with less
overhead.

When fragmentation is used, each fragment has its own MAC header and trail-
ing CRC and is handled independently of other fragments. For example, fragments
to different destinations can be interleaved. Fragmentation can help improve per-
formance when the channel has significant interference. Unless block ACKs are
used, each fragment is sent individually, producing one ACK per fragment by the
receiver. Because fragments are smaller than full-size frames, if a retransmission
needs to be invoked, a smaller amount of data will need to be repaired.
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Fragmentation is applied only to frames with a unicast (non-broadcast or
multicast) destination address. To enable this capability, the Sequence Control field
contains a fragment number (4 bits) and a sequence number (12 bits). If a frame is frag-
mented, all fragments contain a common sequence number value, and each adja-
cent fragment has a fragment number differing by 1. A total of 15 fragments for the
same frame is possible, given the 4-bit-wide field. The More Frag field in the Frame
Control Word indicates that further fragments are yet to come. Terminal fragments
have this bit set to 0. A destination defragments the original frame from fragments
it receives by assembling the fragments in order based on fragment number order
within the frame sequence number. Provided that all fragments constituting a
sequence number have been received and the last fragment has a More Frag field of
0, the frame is reconstructed and passed to higher-layer protocols for processing.

Fragmentation is not often used because it does require some tuning. If used
without tuning, it can worsen performance slightly. When smaller frames are
used, the chance of having a bit error (see the next paragraph) can be reduced.
The fragment size can usually be set from 256 bytes to 2KB as a threshold (only
those frames that exceed the threshold in size are fragmented). Many APs default
to not using fragmentation by setting the threshold high (such as 2437 bytes on a
Linksys-brand AP).

The reason fragmentation can be useful is a fairly simple exercise in prob-
ability. If the bit error rate (BER) is P, the probability of a bit being successfully
delivered is (1 - P) and the probability that N bits are successfully delivered is
(1 - P). As N grows, this value shrinks. Thus, if we can shorten a frame, we can
in principle improve its error-free delivery probability. Of course, if we divide a
frame of size N bits into K fragments, we have to send at least [N/K] fragments. As
a concrete example, assume that we wish to send a 1500-byte (12,000-bit) frame.
If we assume P = 10" (a relatively high BER), the probability of successful deliv-
ery without fragmentation would be (1 - 10)'2%° = 301. So we have only about a
30% chance of such a frame being delivered without errors the first time, and on
average we would have to send the frame three or four times for it to be received
successfully.

If we use fragmentation for the same example and set the fragmentation thresh-
old to 500, we produce three fragments of about 4000 bits each. The probability of
one such fragment being delivered without error is about (1 - 104)*% = .670. Thus,
each fragment has about a 67% chance of being delivered successfully. Of course,
we have to have three of them delivered successfully to reconstruct the whole
frame. The probabilities of 3, 2, 1, and 0 fragments being delivered successfully
are (.67)* = 0.30, 3(.67)%(.33) = 0.44, 3(0.67)(.33)* = .22, and (.33)* = .04, respectively.
So, although the chances that all three are delivered successfully without retries
are about the same as for the nonfragmented frame being delivered successfully,
the chances that two or three fragments are delivered successfully are fairly good.
If this should happen, at most a single fragment would have to be retransmit-
ted, which would take significantly less time (about a third) than sending the
original 1500-byte unfragmented frame. Of course, each fragment consumes some
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overhead, so if the BER is effectively 0, fragmentation only decreases performance
by creating more frames to handle.

One of the enhancements provided by 802.11n is the support of frame
aggregation, in two forms. One form, called the aggregated MAC service data unit
(A-MSDU), allows for multiple complete 802.3 (Ethernet) frames to be aggregated
within an 802.11 frame. The other form, called the aggregated MAC protocol data unit
(A-MPDU), allows multiple MPDUs with the same source, destination, and QoS
settings to be aggregated by being sent in short succession. The two aggregation
types are depicted in Figure 3-19.

0-2304 bytes
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AMSDU | Preamble HPeLaCer MAC 023 Subf1rame 20238 Subfzrame al . |22 Subfrr,ame c
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Figure 3-19 Frame aggregation in 802.11n includes A-MSDU and A-MPDU. A-MSDU aggregates frames using
a single FCS. A-MPDU aggregation uses a 4-byte delimiter between each aggregated 802.11 frame.
Each A-MPDU subframe has its own FCS and can be individually acknowledged using block
ACKs and retransmitted if necessary.

For a single aggregate, the A-MSDU approach is technically more efficient.
Each 802.3 header is ordinarily 14 bytes, which is relatively small compared to
an 802.11 MAC header that could be as long as 36 bytes. Thus, with only a single
802.11 MAC header for multiple 802.3 frames, a savings of up to 22 bytes per extra
aggregated frame could be achieved. An A-MSDU may be up to 7935 bytes, which
can hold over 100 small (e.g.,, 50-byte) packets, but only a few (5) larger (1500-
byte) data packets. The A-MSDU is covered by a single FCS. This larger size of an
A-MSDU frame increases the chances it will be delivered with errors, and because
there is only a single FCS for the entire aggregate, the entire frame would have to
be retransmitted on error.
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A-MPDU aggregation is a different form of aggregation whereby multiple (up
to 64) 802.11 frames, each with its own 802.11 MAC header and FCS and up to 4095
bytes each, are sent together. A-MPDUs may carry up to 64KB of data—enough
for more than 1000 small packets and about 40 larger (1.5KB) packets. Because
each constituent frame (subframe) carries its own FCS, it is possible to selectively
retransmit only those subframes received with errors. This is made possible by the
block acknowledgment facility in 802.11n (originating in 802.11e), which is a form of
extended ACK that provides feedback to a transmitter indicating which particular
A-MPDU subframes were delivered successfully. This capability is similar in pur-
pose, but not in its details, to the selective acknowledgments we will see in TCP
(see Chapter 14). So, although the type of aggregation offered by A-MSDUs may
be more efficient for error-free networks carrying large numbers of small packets,
in practice it may not perform as well as A-MPDU aggregation [S08].

Power Save Mode and the Time Sync Function (TSF)

The 802.11 specification provides a way for stations to enter a limited power state,
called power save mode (PSM). PSM is designed to save power by allowing an STA’s
radio receive circuitry to be powered down some of the time. Without PSM, the
receiver circuitry would always be running, draining power. When in PSM, an
STA's outgoing frames have a bit set in the Frame Control Word. A cooperative
AP noticing this bit being set buffers any frames for the station until the station
requests them. APs ordinarily send out beacon frames (a type of management
frame) indicating various things like SSID, channel, and authentication informa-
tion. When supporting stations that use PSM, APs can also indicate the presence
of buffered frames to a station by setting an indication in the Frame Control Word
of frames it sends. When stations enter PSM, they do so until the next AP beacon
time, when they wake up and determine if there are pending frames stored at the
AP for them.

PSM should be used with care and understanding. Although it may extend bat-
tery life, the NIC is not the only module drawing power in most wireless devices.
Other parts of the system such as the screen and hard drive can be significant con-
sumers of power, so overall battery life may not be extended much. Furthermore,
using PSM can affect throughput performance significantly as idle periods are
added between frame transmissions and time is spent switching modes [SHK07].

The ability to awaken an STA to check for pending frames at exactly the cor-
rect time (i.e, when an AP is about to send a beacon frame) depends on a common
sense of time at the AP and the PSM stations it serves. Wi-Fi synchronizes time
using the time synchronization function (TSF). Each station maintains a 64-bit coun-
ter reference time (in microseconds) that is synchronized with other stations in the
network. Synchronization is maintained to within 4us plus the maximum propa-
gation delay of the PHY (for PHYs of rate IMb/s or more). This is accomplished
by having any station that receives a TSF update (basically, a copy of the 64-bit
counter sent from another station) check to see if the provided value is larger than
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its own. If so, the receiving station updates its own notion of time to be the larger
value. This approach ensures that clocks always move forward, but it also raises
some concern that, given stations with slightly differing clock rates, the slower
ones will tend to be synced to the fastest one.

With the incorporation of 802.11e (QoS) features into 802.11, the basic PSM of
802.11 has been extended to include the ability to schedule periodic batch process-
ing of buffered frames. The frequency is expressed in terms of the number of bea-
con frames. The capability, called automatic power save delivery (APSD), uses some
of the subfields of the QoS control word. APSD may be especially useful for small
power-constrained devices, as they need not necessarily awaken at each beacon
interval as they do in conventional 802.11 PSM. Instead, they may elect to power
down their radio transceiver circuitry for longer periods of their own choosing.
802.11n also extends the basic PSM by allowing an STA equipped with multiple
radio circuits operating together (see MIMO, Section 3.5.4.2) to power down all but
one of the circuits until a frame is ready. This is called spatial multiplexing power
save mode. The specification also includes an enhancement to APSD called Power
Save Multi-Poll (PSMP) that provides a way to schedule transmissions of frames in
both directions (e.g., to and from AP) at the same time.

802.11 Media Access Control

In wireless networks, it is much more challenging to detect a “collision” than in
wired networks such as 802.3 LANSs. In essence, the medium is effectively sim-
plex, and multiple simultaneous transmitters must be avoided, by coordinating
transmissions in either a centralized or a distributed manner. The 802.11 stan-
dard has three approaches to control sharing of the wireless medium, called the
point coordination function (PCF), the distributed coordinating function (DCF), and
the hybrid coordination function (HCF). HCF was brought into the 802.11 specifica-
tion [802.11-2007] with the addition of QoS support in 802.11e and is also used by
802.11n. Implementation of the DCF is mandatory for any type of station or AP, but
implementation of the PCF is optional and not widespread (so we shall not discuss
it in detail). HCF is found in relatively new QoS-capable Wi-Fi equipment, such as
802.11n APs and earlier APs that support 802.11e. We turn our attention to DCF for
now and describe HCF in the context of QoS next.

DCEF is a form of CSMA/CA for contention-based access to the medium. It is
used for both infrastructure and ad hoc operation. With CSMA /CA, stations listen
to see if the medium is free and, if so, may have an opportunity to transmit. If not,
they avoid sending for a random amount of time before checking again to see if
the medium is free. This behavior is similar to how a station sensing a collision
backs off when using CSMA/CD on wired LANs. Channel arbitration in 802.11 is
based on CSMA/CA with enhancements to provide priority access to certain sta-
tions or frame types.

802.11 carrier sense is performed in both a physical and a virtual way. Gener-
ally, stations wait for a period of time when ready to send (called the distributed
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inter-frame space or DIFS) to allow higher-priority stations to access the channel.
If the channel becomes busy during the DIFS period, a station starts the waiting
period again. When the medium appears idle, a would-be transmitter initiates
the collision avoidance/backoff procedure described in Section 3.5.3.3. This pro-
cedure is also initiated after a successful (unsuccessful) transmission is indicated
by the receipt (lack of receipt) of an ACK. In the case of unsuccessful transmission,
the backoff procedure is initiated with different timing (using the extended inter-
frame space or EIFS). We now discuss the implementation of DCF in more detail,
including the virtual and physical carrier sense mechanisms.

3.5.8.1 Virtual Carrier Sense, RTS/CTS, and the Network Allocation Vector (NAV)

In the 802.11 MAC protocol, a virtual carrier sense mechanism operates by observ-
ing the Duration field present in each MAC frame. This is accomplished by a sta-
tion listening to traffic not destined for it. The Duration field is present in both
RTS and CTS frames optionally exchanged prior to transmission, as well as con-
ventional data frames, and provides an estimate of how long the medium will be
busy carrying the frame.

The transmitter sets the Duration field based on the frame length, transmit
rate, and PHY characteristics (e.g., rate, etc.). Each station keeps a local counter
called the Network Allocation Vector (NAV) that estimates how long the medium
will be busy carrying the current frame, and consequently how long it will need to
wait before attempting its next transmission. A station overhearing traffic with a
Duration field greater than its NAV updates its NAV to the new value. Because the
Duration field is present in both RTS and CTS frames, if used, any station in range
of either the sender or the receiver is able to ascertain the Duration field value. The
NAV is maintained in time units and decremented based on a local clock. The
medium is considered busy when the local NAV is nonzero. It is reset to 0 upon
receipt of an ACK.

3.5.3.2 Physical Carrier Sense (CCA)

Each 802.11 PHY specification (e.g., for different frequencies and radio technology)
is required to provide a function for assessing whether the channel is clear based
upon energy and waveform recognition (usually recognition of a well-formed
PLCP). This function is called clear channel assessment (CCA) and its implementa-
tion is PHY-dependent. The CCA capability represents the physical carrier sense
capability for the 802.11 MAC to understand whether the medium is currently
busy. It is used in conjunction with the NAV to determine when a station must
defer (wait) prior to transmission.

3.5.3.3 DCF Collision Avoidance/Backoff Procedure

Upon determining that the channel is likely to be free (i.e., because the NAV dura-
tion has been met and CCA does not indicate a busy channel), a station defers
access prior to transmission. Because many stations may have been waiting for
the channel to become free, each station computes and waits for a backoff time prior
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to sending. The backoff time is equal to the product of a random number and the
slot time (unless the station attempting to transmit already has a nonzero backoff
time, in which case it is not recomputed). The slot time is PHY-dependent but is
generally a few tens of microseconds. The random number is drawn from a uni-
form distribution over the interval [0, CW], where the contention window (CW) is
an integer containing a number of time slots to wait, with limits aCWmin < CW
< aCWmax defined by the PHY. The set of CW values increases by powers of 2
(minus 1) beginning with the PHY-specific constant aCWmin value and continu-
ing up to and including the constant aCWmax value for each successive trans-
mission attempt. This is similar in effect to Ethernet’s backoff procedure initiated
during a collision detection event.

In a wireless environment, collision detection is not practical because it is dif-
ficult for a transmitter and receiver to operate simultaneously in the same piece of
equipment and hear any transmissions other than its own, so collision avoidance
is used instead. In addition, ACKSs are generated in response to unicast frames to
determine whether a frame has been delivered successfully. A station receiving
a correct frame begins transmitting an ACK after waiting a small period of time
(called the Short Interframe Space or SIFS), without regard to the busy/idle state of
the medium. This should not cause a problem because the SIFS value is always
smaller than DIFS, so in effect stations generating ACKs get priority access to the
channel to complete their transactions. The source station waits a certain amount
of time without receiving an ACK frame before concluding that a transmission
has failed. Upon failure, the backoff procedure discussed previously is initiated
and the frame is retried. The same procedure is initiated if a CTS is not received in
response to an earlier RTS within a certain (different) amount of time (a constant
called CTStimeout).

3.5.3.4 HCF and 802.11e/n QoS

Clauses 5, 6, 7, and 9 of the 802.11 standard [802.11-2007] are based in part on the
work of the 802.11e group within IEEE, and the terms 802.11e, Wi-Fi QoS, and
WMM (for Wi-Fi Multimedia) are often used. They cover the QoS facility—changes
to the 802.11 MAC-layer and system interfaces in support of multimedia applica-
tions such as voice over IP (VoIP) and streaming video. Whether the QoS facility
is really necessary or not often depends on the congestion level of the network
and the types of applications to be supported. If utilization of the network tends
to be low, the QoS MAC support may be unnecessary, although some of the other
802.11e capabilities may still be useful (e.g., block ACKs and APSD). In situations
where utilization and congestion are high and there is a need to support a low-
jitter delivery capability for services such as VoIP, QoS support may be desirable.
These specifications are relatively new, so QoS-capable Wi-Fi equipment is likely
to be more expensive and complex than non-QoS equipment.

The QoS facility introduces new terminology such as QoS stations (QSTAs),
QoS access points (QAPs), and the QoS BSS (QBSS, a BSS supporting QoS). In gen-
eral, any of the devices supporting QoS capabilities also support conventional
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non-QoS operation. 802.11n “high-throughput” stations (called HT STAs) are
also QSTAs. A new form of coordination function, the hybrid coordination function
(HCF), supports both contention-based and controlled channel access, although
the controlled channel variant is seldom used. Within the HCF, there are two spec-
ified channel access methods that can operate together: HFCA-controlled channel
access (HCCA) and the more popular enhanced DCF channel access (EDCA), cor-
responding to reservation-based and contention-based access, respectively. There
is also some support for admission control, which may deny connectivity entirely
under high load.

EDCA builds upon the basic DCF access. With EDCA, there are eight user
priorities (UPs) that are mapped to four access categories (ACs). The user priorities
use the same structure as 802.1d priority tags and are numbered 1 through 7, with
7 being the highest priority. (There is also a 0 priority between 2 and 3.) The four
ACs are nominally intended for background, best-effort, video, and audio traffic.
Priorities 1 and 2 are intended for the background AC, priorities 0 and 3 are for
the best-effort AC, 4 and 5 are for the video AC, and 6 and 7 are for the voice AC.
For each AC, a variant of DCF contends for channel access credits called transmit
opportunities (TXOPs), using alternative MAC parameters that tend to favor the
higher-priority traffic. In EDCA, many of the various MAC parameters from DCF
(e.g., DIFS, aCWmin, aCWmax) become adjustable as configuration parameters.
These values are communicated to QSTAs using management frames.

HCCA builds loosely upon PCF and uses polling-controlled channel access.
It is designed for synchronous-style access control and takes precedence ahead of
the contention-based access of EDCA. A hybrid coordinator (HC) is located within
an AP and has priority to allocate channel accesses. Prior to transmission, a station
can issue a traffic specification (TSPEC) for its traffic and use UP values between 8
and 15. The HC can allocate reserved TXOPs to such requests to be used during
short-duration controlled access phases of frame exchange that take place before
EDCA-based frame transmission. The HC can also deny TXOPs to TSPECs based
on admission control policies set by the network administrator. The HCF exploits
the virtual carrier sense mechanism discussed earlier with DCF to keep conten-
tion-based stations from interfering with contention-free access. Note that a single
network comprising QSTAs and conventional stations can have both HCF and
DCF running simultaneously by alternating between the two, but ad hoc networks
do not support the HC and thus do not handle TSPECs and do not perform admis-
sion control. Such networks might still run HCF, but TXOPs are gained through
EDCA-based contention.

Physical-Layer Details: Rates, Channels, and Frequencies

The [802.11-2007] standard now includes the following earlier amendments:
802.11a, 802.11b, 802.11d, 802.11g, 802.11h, 802.11i, 802.11j, and 802.11e. The 802.11n
standard was adopted as an amendment to 802.11 in 2009 [802.11n-2009]. Most
of these amendments provide additional modulation, coding, and operating
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frequencies for 802.11 networks, but 802.11n also adds multiple data streams and
a method for aggregating multiple frames (see Section 3.5.1.3). We will avoid
detailed discussion of the physical layer, but to appreciate the breadth of options,
Table 3-2 includes those parts of the 802.11 standard that describe this layer in
particular.

Table 3-2 Parts of the 802.11 standard that describe the physical layer

Standard
(Clause) Speeds (Mb/s) Frequency Range; Modulation |Channel Set
802.11a 6,9,12,18, 24, 36, 5.16-5.35 and 5.725-5.825GHz; 34-165 (varies by country)
(Clause 17) [48,54 OFDM 20MHz/10MHz/5MHz
channel width options
802.11b 1,2,55,11 2.401-2.495GHz; DSSS 1-14 (varies by country)
(Clause 18)
802.11g 1,2,55,6,9,11,12, |2.401-2.495GHz; OFDM 1-14 (varies by country)
(Clause 19) |18, 24, 36, 48, 54
(plus 22, 33)
802.11n 6.5-600 with many |2.4 and 5GHz modes with 1-13 (2.4GHz band);
options (up to 4 20MHz- or 40MHz-wide 36-196 (5GHz band)
MIMO streams) channels; OFDM (varies by country)
802.11y (Same as 3.650-3.700GHz (licensed); 1-25, 36—-64, 100-161
802.11-2007) OFDM (varies by country)

The first column gives the original standard name and its present location in
[802.11-2007], plus details for the 802.11n and 802.11y amendments. It is important
to note from this table that 802.11b/g operate in the 2.4GHz Industrial, Scientific, and
Medical (ISM) band, 802.11a operates only in the higher 5GHz Unlicensed National
Information Infrastructure (U-NII) band, and 802.11n can operate in both. The
802.11y amendment provides for licensed use in the 3.65-3.70GHz band within
the United States. An important practical consequence of the data in this table is
that 802.11b/g equipment does not interoperate or interfere with 802.11a equip-
ment, but 802.11n equipment may interfere with either if not deployed carefully.

3.5.4.1 Channels and Frequencies

Regulatory bodies (e.g., the Federal Communications Commission in the United
States) divide the electromagnetic spectrum into frequency ranges allocated for
various uses across the world. For each range and use, a license may or may not
be required, depending on local policy. In 802.11, there are sets of channels that
may be used in various ways at various power levels depending on the regula-
tory domain or country. Wi-Fi channels are numbered in 5MHz units starting at
some base center frequency. For example, channel 36 with a base center frequency
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of 5.00GHz gives the frequency 5000 + 36 * 5 = 5180MHz, the center frequency of
channel 36. Although channel center frequencies are 5SMHz apart from each other,
channels may be wider than 5MHz (up to 40MHz for 802.11n). Consequently, some
channels within channel sets of the same band usually overlap. Practically speak-
ing, this means that transmissions on one channel might interfere with transmis-
sions on nearby channels.

Figure 3-20 presents the channel-to-frequency mapping for the 802.11b/g
channels in the 2.4GHz ISM band. Each channel is 22MHz wide. Not all channels
are available for legal use in every country. For example, channel 14 is authorized
at present for use only in Japan, and channels 12 and 13 are authorized for use in
Europe, while the United States permits channels 1 through 11 to be used. Other
countries may be more restrictive (see Annex J of the 802.11 standard and amend-
ments). Note that policies and licensing requirements may change over time.

Frequency (Low, Center, High)
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Figure 3-20 The 802.11b and 802.11g standards use a frequency band between about 2.4GHz and 2.5GHz. This
band is divided into fourteen 22MHz-wide overlapping channels, of which some subset is gener-
ally available for legal use depending on the country of operation. It is advisable to assign non-
overlapping channels, such as 1, 6, and 11 in the United States, to multiple base stations operating
in the same area. Only a single 40MHz 802.11n channel may be used in this band without overlap.

As shown in Figure 3-20, the effect of overlapping channels is now clear. A
transmitter on channel 1, for example, overlaps with channels 2, 3, 4, and 5 but
not higher channels. This becomes important when selecting which channels
to assign for use in environments where multiple access points are to be used
and even more important when multiple access points serving multiple different
networks in the same area are to be used. One common approach in the United
States is to assign up to three APs in an area using nonoverlapping channels 1, 6,
and 11, as channel 11 is the highest-frequency channel authorized for unlicensed
use in the United States. In cases where other WLANSs may be operating in the
same bands, it is worth considering jointly planning channel settings with all the
affected WLAN administrators.
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As shown in Figure 3-21, 802.11a/n/y share a somewhat more complicated
channel set but offer a larger number of nonoverlapping channels to use (i.e., 12
unlicensed 20MHz channels in the United States).

21 25 34 38 42 46 50 58
184 188 192 196 36 40 44 48 52 56 60 64
3650 3700 4900 5000 5150 5250 5350
802.11y Band 802.11j Japan Band Low Band Mid Band

k USA Public Safety Band
(USA, Licensed) (Licensed)
152 160
100 104 108 112 116 120 124 128 132 136 140
149 153 157 161 165

5490 5600 GHz 5710
5720 5800

“Europe” Band High Band

Figure 3-21 Many of the approved 802.11 channel numbers and center frequencies for 20MHz chan-
nels. The most common range for unlicensed use involves the U-NII bands, all above
5GHz. The lower band is approved for use in most countries. The “Europe” band is
approved for use in most European countries, and the high band is approved for use in
the United States and China. Channels are typically 20MHz wide for 802.11a/y but may
be 40MHz wide for 802.11n. Narrower channels and some channels available in Japan
are also available (not shown).

In Figure 3-21, the channels are numbered in 5SMHz increments, but different
channel widths are available: 5MHz, 10MHz, 20MHz, and 40MHz. The 40MHz
channel width is an option with 802.11n (see Section 3.5.4.2), along with several
proprietary Wi-Fi systems that aggregate two 20MHz channels (called channel
bonding).

For typical Wi-Fi networks, an AP has its operating channel assigned during
installation, and client stations change channels in order to associate with the AP.
When operating in ad hoc mode, there is no controlling AP, so a station is typically
hand-configured with the operating channel. The sets of channels available and
operating power may be constrained by the regulatory environment, the hard-
ware capabilities, and possibly the supporting driver software.

3.5.4.2 802.11 Higher Throughput/802.11n

In late 2009, the IEEE standardized 802.11n [802.11n-2009] as an amendment to
[802.11-2007]. It makes a number of important changes to 802.11. To support higher
throughput, it incorporates support for multiple input, multiple output (MIMO) man-
agement of multiple simultaneously operating data streams carried on multiple
antennas, called spatial streams. Up to four such spatial streams are supported on a
given channel. 802.11n channels may be 40MHz wide (using two adjacent 20MHz
channels), twice as wide as conventional channels in 802.11a/b/g/y. Thus, there
is an immediate possibility of having up to eight times the maximum data rate of



Section 3.5 Wireless LANs—IEEE 802.11(Wi-Fi) 127

802.11a/g (54Mb/s), for a total of 432Mb/s. However, 802.11n also improves the
single-stream performance by using a more efficient modulation scheme (802.11n
uses MIMO- orthogonal frequency division multiplexing (OFDM) with up to 52
data subcarriers per 20MHz channel and 108 per 40MHz channel, instead of 48 in
802.11a and 802.11g), plus a more efficient forward error-correcting code (rate 5/6
instead of 3/4), bringing the per-stream performance to 65Mb/s (20MHz channel)
or 135Mb/s (40MHz channel). By also reducing the guard interval (GI, a forced
idle time between symbols) duration to 400ns from the legacy 800ns, the maxi-
mum per-stream performance is raised to about 72.2Mb/s (20MHz channel) and
150Mb/s (40MHz channel). With four spatial streams operating in concert per-
fectly, this provides a maximum of about 600Mb/s.

Some 77 combinations of modulation and coding options are supported
by 802.11n, including 8 options for a single stream, 24 using the same or equal
modulation (EQM) on all streams, and 43 using unequal modulation (UEQM) on
multiple streams. Table 3-3 gives some of the combinations for modulation and
coding scheme according to the first 33 values of the modulation and coding scheme
(MCS) value. Higher values (33-76) include combinations for two channels (val-
ues 33-38), three channels (39-52), and four channels (53-76). MCS value 32 is a
special combination where the signals in the two halves of the 40MHz channel

Table 3-3 MCS values for 802.11n include combinations of equal and unequal modulation, different
FEC coding rates, up to four spatial streams using 20MHz- or 40MHz-wide channels, and
an 800ns or 400ns GI. The 77 combinations provide data rates from 6Mb/s to 600Mb/s.

FEC Rates (Mb/s) Rates (Mb/s)
MCS Code Spatial (20MHz) (40MHz)
Value |Modulation Type |Rate Streams [800/400ns] [800/400ns]
0 BPSK 1/2 1 6.5/7.2 13.5/15
1 QPSK 1/2 1 13/14.4 27/30
2 QPSK 3/4 1 19.5/21.7 40.5/45
3 16-QAM 1/2 1 26/289 54/60
4 16-QAM 3/4 1 39/43.3 81/90
5 64-QAM 2/3 1 52/57.8 108/120
6 64-QAM 3/4 1 58.5/65 121.5/135
7 64-QAM 5/6 1 65/72.2 135/150
8 BPSK 1/2 2 13/14.4 27/30
15 64-QAM 5/6 2 130/144.4 270/300
16 BPSK 1/2 3 19.5/21.7 40.5/45
31 64-QAM 5/6 4 260/288.9 540/600
32 BPSK 1/2 1 N/A 6/6.7
76 64x3/16x1-QAM 3/4 4 214.5/238.3 445.5/495
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contain the same information. Each data rate column gives two values, one using
the legacy 800ns Gl and one giving the greater data rate available using the shorter
400ns GI. The underlined values, 6Mb/s and 600Mb/s, represent the smallest and
largest throughput rates, respectively.

Table 3-3 shows the various combinations of coding, including binary phase shift
keying (BPSK), quadrature phase shift keying (QPSK), and various levels of quadrature
amplitude modulation (16- and 64-QAM), available with 802.11n. These modulation
schemes provide an increasing data rate for a given channel bandwidth. However,
the more high-performance and complex a modulation scheme, the more vulner-
able it tends to be to noise and interference. Forward error correction (FEC) includes
a set of methods whereby redundant bits are introduced at the sender that can be
used to detect and repair bit errors introduced during delivery. For FEC, the code
rate is the ratio of the effective useful data rate to the rate imposed on the under-
lying communication channel. For example, a ¥2 code rate would deliver 1 useful
bit for every 2 bits sent.

802.11n may operate in one of three modes. In 802.11n-only environments,
the optional so-called greenfield mode, the PLCP contains special bit arrangements
(“training sequences”) known only to 802.11n equipment and does not interoperate
with legacy equipment. To maintain compatibility, 802.11n has two other interoper-
able modes. However, both of these impose a performance penalty to native 802.11n
equipment. One mode, called non-HT mode, essentially disables all 802.11n features
but remains compatible with legacy equipment. This is not a very interesting mode,
so we shall not discuss it further. However, a required mode called HT-mixed mode
supports both 802.11n and legacy operation, depending on which stations are com-
municating. The information required to convey an AP’s 802.11n capability to HT
STAs yet protect legacy STAs is provided in the PLCP, which is augmented to con-
tain both HT and legacy information and is transmitted at a slower rate than in
greenfield mode so that it can be processed by legacy equipment. HT protection also
requires an HT AP to use self-directed CTS frames (or RTS/CTS frame exchanges)
at the legacy rate to inform legacy stations when it will use shared channels. Even
though RTS/CTS frames are short, the requirement to send them at the legacy rate
(6Mb/s) can significantly reduce an 802.11n WLAN’s performance.

When deploying an 802.11n AP, care should be taken to set up appropri-
ate channel assignments. When using 40MHz channels, 802.11n APs should be
operated in the U-NII bands above 5GHz as there is simply not enough useful
spectrum to use these wider channels in the 2.4GHz ISM band. An optional BSS
feature called phased coexistence operation (PCO) allows an AP to periodically switch
between 20MHz and 40MHz channel widths, which can provide better coexis-
tence between 802.11n APs operating near legacy equipment at the cost of some
additional throughput. Finally, it is worth mentioning that 802.11n APs generally
require more power than conventional APs. This higher power level exceeds the
basic 15W provided by 802.3af power-over-Ethernet (PoE) system wiring, meaning
that PoE+ (802.3at, capable of 30W) should be used unless some other form of
power such as a direct external power supply is available.
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Wi-Fi Security

There has been considerable evolution in the security model for 802.11 networks.
In its early days, 802.11 used an encryption method known as wired equivalent
privacy (WEP). WEP was later shown to be so weak that some replacement was
required. Industry responded with Wi-Fi protected access (WPA), which replaced
the way keys are used with encrypted blocks (see Chapter 18 for the basics of
cryptography). In WPA, a scheme called the Temporal Key Integrity Protocol (TKIP)
ensures, among other things, that each frame is encrypted with a different encryp-
tion key. It also includes a message integrity check, called Michael, that fixed one
of the major weaknesses in WEP. WPA was created as a placeholder that could be
used on fielded WEP-capable equipment by way of a firmware upgrade while the
IEEE 802.11i standards group worked on a stronger standard that was ultimately
absorbed into Clause 8 of [802.11-2007] and dubbed “WPA2” by industry. Both
WEP and WPA use the RC4 encryption algorithm [S96]. WPA2 uses the Advanced
Encryption Standard (AES) algorithm [AESO1].

The encryption techniques we just discussed are aimed at providing privacy
between the station and AP, assuming the station has legitimate authorization to
be accessing the network. In WEP, and small-scale environments that use WPA
or WPA2, authorization is typically implemented by pre-placing a shared key
or password in each station as well as in the AP during configuration. A user
knowing the key is assumed to have legitimate access to the network. These keys
are also frequently used to initialize the encryption keys used to ensure privacy.
Using such pre-shared keys (PSKs) has limitations. For example, an administrator
may have considerable trouble in providing keys only to authorized users. If a
user becomes de-authorized, the PSK has to be replaced and all legitimate users
informed. This approach does not scale to environments with many users. As a
result, WPA and later standards support a port-based network access control standard
called 802.1X [802.1X-2010]. It provides a way to carry the Extensible Authentication
Protocol (EAP) [RFC3748] in IEEE 802 LANSs (called EAPOL), including 802.3 and
802.11 [RFC4017]. EAP, in turn, can be used to carry many other standard and non-
standard authentication protocols. It can also be used to establish keys, including
WEP keys. Details of these protocols are given in Chapter 18, but we shall also see
the use of EAP when we discuss PPP in Section 3.6.

With the completion of the IEEE 802.11i group’s work, the RC4/TKIP combina-
tion in WPA was extended with a new algorithm called CCMP as part of WPA2.
CCMP is based on using the counter mode (CCM [RFC3610]) of the AES for confi-
dentiality with cipher block chaining message authentication code (CBC-MAC; note the
“other” use of the term MAC here) for authentication and integrity. All AES pro-
cessing is performed using a 128-bit block size and 128-bit keys. CCMP and TKIP
form the basis for a Wi-Fi security architecture named the Robust Security Network
(RSN), which supports Robust Security Network Access (RSNA). Earlier methods,
such as WEDP, are called pre-RSNA methods. RSNA compliance requires support
for CCMP (TKIP is optional), and 802.11n does away with TKIP entirely. Table 3-4
provides a summary of this somewhat complicated situation.
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Table 3-4 Wi-Fi security has evolved from WEP, which was found to be insecure, to WPA, to the
now-standard WPA?2 collection of algorithms.

Name/Standard Cipher Key Stream Management | Authentication
WEP (pre-RSNA) RC4 (WEP) PSK, (802.1X/EAP)
WPA RC4 TKIP PSK, 802.1X/EAP
WPA2/802.11(i) CCMP CCMP, (TKIP) PSK, 802.1X/EAP

In all cases, both pre-shared keys as well as 802.1X can be used for authentica-
tion and initial keying. The major attraction of using 802.1X/EAP is that a managed
authentication server can be used to provide access control decisions on a per-user
basis to an AP. For this reason, authentication using 802.1X is sometimes referred to
as “Enterprise” (e.g, WPA-Enterprise). EAP itself can encapsulate various specific
authentication protocols, which we discuss in more detail in Chapter 18.

Wi-Fi Mesh (802.11s)

The IEEE is working on the 802.11s standard, which covers Wi-Fi mesh operation.
With mesh operation, wireless stations can act as data-forwarding agents (like
APs). The standard is not yet complete as of writing (mid-2011). The draft version
of 802.11s defines the Hybrid Wireless Routing Protocol (HWRP), based in part on the
IETF standards for Ad-Hoc On-Demand Distance Vector (AODV) routing [RFC3561]
and the Optimized Link State Routing (OLSR) protocol [RFC3626]. Mesh stations
(mesh STAs) are a type of QoS STA and may participate in HWRP or other routing
protocols, but compliant nodes must include an implementation of HWRP and the
associated airtime link metric. Mesh nodes coordinate using EDCA or may use an
optional coordinating function called mesh deterministic access. Mesh points (MPs)
are those nodes that form mesh links with neighbors. Those that also include AP
functionality are called mesh APs (MAPs). Conventional 802.11 stations can use
either APs or MAPs to access the rest of the wireless LAN.

The 802.11s draft specifies a new optional form of security for RSNA called
Simultaneous Authentication of Equals (SAE) authentication [SAE]. This security
protocol is a bit different from others because it does not require lockstep opera-
tion between a specially designated initiator and responder. Instead, stations
are treated as equals, and any station that first recognizes another may initiate a
security exchange (or this may happen simultaneously as two stations initiate an
association).

Point-to-Point Protocol (PPP)

PPP stands for the Point-to-Point Protocol [RFC1661][RFC1662][RFC2153]. It is a pop-
ular method for carrying IP datagrams over serial links—from low-speed dial-up
modems to high-speed optical links [RFC2615]. It is widely deployed by some DSL
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service providers, which also use it for assigning Internet system parameters (e.g.,
initial IP address and domain name server; see Chapter 6).

PPP should be considered more of a collection of protocols than a single pro-
tocol. It supports a basic method to establish a link, called the Link Control Proto-
col (LCP), as well as a family of NCPs, used to establish network-layer links for
various kinds of protocols, including IPv4 and IPv6 and possibly non-IP protocols,
after LCP has established the basic link. A number of related standards cover con-
trol of compression and encryption for PPP, and a number of authentication meth-
ods can be employed when a link is brought up.

Link Control Protocol (LCP)

The LCP portion of PPP is used to establish and maintain a low-level two-party
communication path over a point-to-point link. PPP’s operation therefore need
be concerned only with two ends of a single link; it does not need to handle the
problem of mediating access to a shared resource like the MAC-layer protocols of
Ethernet and Wi-Fi.

PPP generally, and LCP more specifically, imposes minimal requirements on
the underlying point-to-point link. The link must support bidirectional operation
(LCP uses acknowledgments) and operate either asynchronously or synchro-
nously. Typically, LCP establishes a link using a simple bit-level framing format
based on the High-Level Data Link Control (HDLC) protocol. HDLC was already
a well-established framing format by the time PPP was designed [ISO3309]
[ISO4335]. IBM modified it to form Synchronous Data Link Control (SDLC), a pro-
tocol used as the link layer in its proprietary System Network Architecture (SNA)
protocol suite. HDLC was also used as the basis for the LLC standard in 802.2 and
ultimately for PPP as well. The format is shown in Figure 3-22.

- FCS Coverage >

Flag
(OXTE)

Data Pad Flag
% Protocol (PPP Control or Network-Layer Data) | (0 If Present) FCS (OX7E)

™

(1) (2 bytes) (1or2) (variable) (variable) (2or4)
<«+—— Counted in MRU E—

Figure 3-22 The PPP basic frame format was borrowed from HDLC. It provides a protocol identifier, payload

area, and 2- or 4-byte FCS. Other fields may or may not be present, depending on compression
options.

The PPP frame format, in the common case when HDLC-like framing is used
as shown in Figure 3-22, is surrounded by two 1-byte Flag fields containing the
fixed value Ox7E. These fields are used by the two stations on the ends of the
point-to-point link for finding the beginning and end of the frame. A small prob-
lem arises if the value 0x7E itself occurs inside the frame. This is handled in one of
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two ways, depending on whether PPP is operating over an asynchronous or a syn-
chronous link. For asynchronous links, PPP uses character stuffing (also called byte
stuffing). If the flag character appears elsewhere in the frame, it is replaced with
the 2-byte sequence 0x7D5E (0x7D is known as the “PPP escape character”). If the
escape character itself appears in the frame, it is replaced with the 2-byte sequence
0x7D5D. Thus, the receiver replaces 0x7D5E with 0x7E and 0x7D5D with 0x7D
upon receipt. On synchronous links (e.g., T1 lines, T3 lines), PPP uses bit stuffing.
Noting that the flag character has the bit pattern 01111110 (a contiguous sequence
of six 1 bits), bit stuffing arranges for a 0 bit to be inserted after any contiguous
string of five 1 bits appearing in a place other than the flag character itself. Doing
so implies that bytes may be sent as more than 8 bits, but this is generally OK, as
low layers of the serial processing hardware are able to “unstuff” the bit stream,
restoring it to its prestuffed pattern.

After the first Flag field, PPP adopts the HDLC Address (Addr) and Control
fields. In HDLC, the Address field would specify which station is being addressed,
but because PPP is concerned only with a single destination, this field is always
defined to have the value OxFF (all stations). The Control field in HDLC is used to
indicate frame sequencing and retransmission behavior. As these link-layer reli-
ability functions are not ordinarily implemented by PPP, the Control field is set
to the fixed value 0x03. Because both the Address and Control fields are fixed con-
stants in PPP, they are often omitted during transmission with an option called
Address and Control Field Compression (ACFC), which essentially eliminates the two
fields.

Note

There has been considerable debate over the years as to how much reliability
link-layer networks should provide, if any. With Ethernet, up to 16 retransmis-
sion attempts are made before giving up. Typically, PPP is configured to do no
retransmission, although there do exist specifications for adding retransmission
[RFC1663]. The trade-off can be subtle and is dependent on the types of traffic to
be carried. A detailed discussion of the considerations is contained in [RFC3366].

The Protocol field of the PPP frame indicates the type of data being carried.
Many different types of protocols can be carried in a PPP frame. The official list
and the assigned number used in the Protocol field are given by the “Point-to-Point
Protocol Field Assignments” document [PPPn]. In conforming to the HDLC speci-
fication, any protocol numbers are assigned such that the least significant bit of the
most significant byte equals 0 and the least significant bit of the least significant
byte equals 1. Values in the (hexadecimal) range 0x0000-0x3FFF identify network-
layer protocols, and values in the 0x8000-0xBFFF range identify data belonging to
an associated NCP. Protocol values in the range 0x4000-0x7FFF are used for “low-
volume” protocols with no associated NCP. Protocol values in the range 0xC000-
OXEFFF identify control protocols such as LCP. In some circumstances the Protocol



Section 3.6 Point-to-Point Protocol (PPP) 133

field can be compressed to a single byte, if the Protocol Field Compression (PFC)
option is negotiated successfully during link establishment. This is applicable to
protocols with protocol numbers in the range 0x0000—-0x00FF, which includes most
of the popular network-layer protocols. Note, however, that LCP packets always
use the 2-byte uncompressed format.

The final portion of the PPP frame contains a 16-bit FCS (a CRC16, with gener-
ator polynomial 10001000000100001) covering the entire frame except the FCS field
itself and Flag bytes. Note that the FCS value covers the frame before any byte or
bit stuffing has been performed. With an LCP option (see Section 3.6.1.2), the CRC
can be extended from 16 to 32 bits. This case uses the same CRC32 polynomial
mentioned previously for Ethernet.

3.6.1.1 LCP Operation

LCP has a simple encapsulation beyond the basic PPP packet. It is illustrated in
Figure 3-23.

- PPP Packet >
Flag % Protocol | code | gent | Length | LCP Data Pad Fcs | a9
(OX7E) (0xC021) (If Present) (OX7E)
1) (1) (2 bytes) (1or2) (1) (1) 2) (variable) (variable) (20r4)

«+— |CPPacket —*

Figure 3-23 The LCP packet is a fairly general format capable of identifying the type of encapsulated data and

its length. LCP frames are used primarily in establishing a PPP link, but this basic format also
forms the basis of many of the various network control protocols.

The PPP Protocol field value for LCP is always 0xC021, which is not eliminated
using PFC, so as to minimize ambiguity. The Ident field is a sequence number
provided by the sender of LCP request frames and is incremented for each sub-
sequent message. When forming a reply (ACK, NACK, or REJECT response), this
field is constructed by copying the value included in the request to the response
packet. In this fashion, the requesting side can identify replies to the appropriate
request by matching identifiers. The Code field gives the type of operation being
either requested or responded to: configure-request (0x01), configure-ACK (0x02),
configure-NACK (0x03), configure-REJECT (0x04), terminate-request (0x05), ter-
minate-ACK (0x06), code-REJECT (0x07), protocol-REJECT (0x08), echo-request
(0x09), echo-reply (0x0A), discard-request (0x0B), identification (0x0C), and time-
remaining (0x0D). Generally, ACK messages indicate acceptance of a set of options,
and NACK messages indicate a partial rejection with suggested alternatives. A
REJECT message rejects one or more options entirely. A rejected code indicates
that one of the field values contained in a previous packet is unknown. The Length
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field gives the length of the LCP packet in bytes and is not permitted to exceed the
link’s maximum received unit (MRU), a form of maximum advised frame limit we
shall discuss later. Note that the Length field is part of the LCP protocol; the PPP
protocol in general does not provide such a field.

The main job of LCP is to bring up a point-to-point link to a minimal level.
Configure messages cause each end of the link to start the basic configuration pro-
cedure and establish agreed-upon options. Termination messages are used to clear
a link when complete. LCP also provides some additional features mentioned pre-
viously. Echo Request/Reply messages may be exchanged anytime a link is active
by LCP in order to verify operation of the peer. The Discard Request message can
be used for performance measurement; it instructs the peer to discard the packet
without responding. The Identification and Time-Remaining messages are used for
administrative purposes: to know the type of the peer system and to indicate the
amount of time allowed for the link to remain established (e.g., for administrative
or security reasons).

Historically, one common problem with point-to-point links occurs if a remote
station is in loopback mode or is said to be “looped.” Telephone company wide area
data circuits are sometimes put into loopback mode for testing—data sent at one
side is simply returned from the other. Although this may be useful for line test-
ing, it is not at all helpful for data communication, so LCP includes ways to send
a magic number (an arbitrary number selected by the sender) to see if it is immedi-
ately returned in the same message type. If so, the line is detected as being looped,
and maintenance is likely required.

To get a better feeling for how PPP links are established and options are nego-
tiated, Figure 3-24 illustrates a simplified packet exchange timeline as well as a
simplified state machine (implemented at both ends of the link).

The link is considered to be established once the underlying protocol layer
has indicated that an association has become active (e.g., carrier detected for
modems). Link quality testing, which involves an exchange of link quality reports
and acknowledgments (see Section 3.6.1.2), may also be accomplished during this
period. If the link requires authentication, which is common, for example, when
dialing in to an ISP, a number of additional exchanges may be required to estab-
lish the authenticity of one or both parties attached to the link. The link is termi-
nated once the underlying protocol or hardware has indicated that the association
has stopped (e.g., carrier lost) or after having sent a link termination request and
received a termination ACK from the peer.

3.6.1.2 LCP Options

Several options can be negotiated by LCP as it establishes a link for use by one or
more NCPs. We shall discuss two of the more common ones. The Asynchronous
Control Character Map (ACCM) or simply “asyncmap” option defines which control
characters (i.e., ASCII characters in the range 0x00—-0x1F) need to be “escaped” as
PPP operates. Escaping a character means that the true value of the character is
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Figure 3-24 LCP is used to establish a PPP link and agree upon options by each peer. The typical
exchange involves a pair of configure requests and ACKs that contain the option list,
an authentication exchange, data exchange (not pictured), and a termination exchange.
Because PPP is such a general-purpose protocol with many parts, many other types of
operations may occur between the establishment of a link and its termination.

not sent, but instead the PPP escape character (0x7D) is stuffed in front of a value
formed by XORing the original control character with the value 0x20. For exam-
ple, the XOFF character (0x13) would be sent as (0x7D33). ACCM is used in cases
where control characters may affect the operation of the underlying hardware.
For example, if software flow control using XON/XOFF characters is enabled and
the XOFF character is passed through the link unescaped, the data transfer ceases
until the hardware observes an XON character. The asyncmap option is generally
specified as a 32-bit hexadecimal number where a 1 bit in the nth least significant
bit position indicates that the control character with value n should be escaped.
Thus, the asyncmap Oxffffffff would escape all control characters, 0x00000000
would escape none of them, and 0x000A0000 would escape XON (value 0x11) and
XOFF (value 0x13). Although the value Oxffffffff is the specified default, many
links today can operate safely with the asyncmap set to 0x00000000.
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Because PPP lacks a Length field and serial lines do not typically provide fram-
ing, no immediate hard limit is set on the length of a PPP frame, in theory. In prac-
tice, some maximum frame size is typically given by specifying the MRU. When
a host specifies an MRU option (type 0x01), the peer is requested to never send
frames longer than the value provided in the MRU option. The MRU value is the
length of the data field in bytes; it does not count the various other PPP overhead
fields (i.e., Protocol, FCS, Flag fields). Typical values are 1500 or 1492 but may be as
large as 65,535. A minimum of 1280 is required for IPv6 operations. The standard
requires PPP implementations to accept frames as large as 1500 bytes, so the MRU
serves more as advice to the peer in choosing the packet size than as a hard limit
on the size. When small packets are interleaved with larger packets on the same
PPP link, the larger packets may use most of the bandwidth of a low-bandwidth
link, to the detriment of the small packets. This can lead to jitter (delay variance),
negatively affecting interactive applications such as remote login and VoIP. Con-
figuring a smaller MRU (or MTU) can help mitigate this issue at the cost of higher
overhead.

PPP supports a mechanism to exchange link quality reporting information.
During option negotiation, a configuration message including a request for a par-
ticular quality protocol may be included. Sixteen bits of the option are reserved to
specify the particular protocol, but the most common is a PPP standard involving
Link Quality Reports (LQRs) [RFC1989], using the value 0xC025 in the PPP Protocol
field. If this is enabled, the peer is asked to provide LQRs at some periodic rate.
The maximum time between LQRs requested is encoded as a 32-bit number pres-
ent in the configuration option and expressed in 1/100s units. Peers may generate
LQRs more frequently than requested. LQRs include the following information:
a magic number, the number of packets and bytes sent and received, the number
of incoming packets with errors and the number of discarded packets, and the
total number of LQRs exchanged. A typical implementation allows the user to
configure how often LQRs are requested from the peer. Some also provide a way
to terminate the link if the quality history fails to meet some configured threshold.
LQORs may be requested after the PPP link has reached the Establish state. Each
LQOR is given a sequence number, so it is possible to determine trends over time,
even in the face of reordering of LQRs.

Many PPP implementations support a callback capability. In a typical callback
setup, a PPP dial-up callback client calls in to a PPP callback server, authentica-
tion information is provided, and the server disconnects and calls the client back.
This may be useful in situations where call toll charges are asymmetric or for
some level of security. The protocol used to negotiate callback is an LCP option
with value 0x0D [RFC1570]. If agreed upon, the Callback Control Protocol (CBCP)
completes the negotiation.

Some compression and encryption algorithms used with PPP require a cer-
tain minimum number of bytes, called the block size, when operating. When data is
not otherwise long enough, padding may be added to cause the length to become
an even multiple of the block size. If present, padding is included beyond the data
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area and prior to the PPP FCS field. A padding method known as self-describing
padding [RFC1570] alters the value of padding to be nonzero. Instead, each byte
gets the value of its offset in the pad area. Thus, the first byte of pad would have
the value 0x01, and the final byte contains the number of pad bytes that were
added. At most, 255 bytes of padding are supported. The self-describing padding
option (type 10) indicates to a peer the ability to understand this form of padding
and includes the maximum pad value (MPV), which is the largest pad value allowed
for this association. Recall that the basic PPP frame lacks an explicit Length field,
so a receiver can use self-describing padding to determine how many pad bytes
should be trimmed from the received data area.

To lessen the impact of the fixed costs of sending a header on every frame, a
method has been introduced to multiplex multiple distinct payloads of potentially
different protocols into the same PPP frame, an approach called PPPMux [RFC3153].
The primary PPP header Protocol field is set to multiplexed frame (0x0059), and then
each payload block is inserted into the frame. This is accomplished by introduc-
ing a 1- to 4-byte subframe header in front of each payload block. It includes 1 bit
(called PFF) indicating whether a Protocol field is included in the subframe header
and another 1-bit field (called LXT) indicating whether the following Length field
is 1 or 2 bytes. Beyond this, if present, is the 1- or 2-byte Profocol ID using the same
values and same compression approach as with the outer PPP header. A 0 value for
PFF (meaning no PID field is present) is possible when the subframe matches the
default PID established when the configuration state is set up using the PPPMux
Control Protocol (PPPMuxCP).

The PPP frame format in Figure 3-19 indicates that the ordinary PPP/HDLC
FCS can be either 16 or 32 bits. While the default is 16, 32-bit FCS values can be
enabled with the 32-bit FCS option. Other LCP options include the use of PFC and
ACFC, and selection of an authentication algorithm.

Internationalization [RFC2484] provides a way to convey the language and
character set to be used. The character set is one of the standard values from the
“charset registry” [[ANA-CHARSET], and the language value is chosen from the
list in [RFC5646][RFC4647].

Multilink PPP (MP)

A special option to PPP called multilink PPP (MP) [RFC1990] can be used to
aggregate multiple point-to-point links to act as one. This idea is similar to link
aggregation, discussed earlier, and has been used for aggregating multiple cir-
cuit-switched channels together (e.g,, ISDN B channels). MP includes a special
LCP option to indicate multilink support as well as a negotiation protocol to frag-
ment and recombine fragmented PPP frames across multiple links. An aggregated
link, called a bundle, operates as a complete virtual link and can contain its own
configuration information. The bundle comprises a number of member links. Each
member link may also have its own set of options.
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The obvious method to implement MP would be to simply alternate pack-
ets across the member links. This approach, called the bank teller’s algorithm, may
lead to reordering of packets, which can have undesirable performance impacts on
other protocols. (Although TCP/IP, for example, can function properly with reor-
dered packets, it may not function as well as it could without reordering.) Instead,
MP places a 2- or 4-byte sequencing header in each packet, and the remote MP
receiver is tasked with reconstructing the proper order. The data frame appears as
shown in Figure 3-25.

PPP Packet >

Flag
(OXTE)

Protocol | Flags Sequence MP Data Pad Fcs |9
Number (0 If Present) (0X7E)

(1) (2bytes) (1 or2bytes)” (4or8 Y (12 or 24 bits) (variable) (variable) (2 or 4 bytes)
4 bits) *

Begin End
Frag | Frag Reserved
(B) (E)

G (2 or 6 bits)

Figure 3-25 An MP fragment contains a sequencing header that allows the remote end of a multilink bundle

to reorder fragments. Two formats of this header are supported: a short header (2 bytes) and a
long header (4 bytes).

In Figure 3-25 we see an MP fragment with the begin (B) and end (E) fragment
bit fields and Sequence Number field. Note that there is both a long format, in which
4 bytes are used for the fragmentation information, and a short format, in which
only 2 bytes are used. The format being used is selected during option negotiation
using the LCP short sequence number option (type 18). If a frame is not fragmented
but is carried in this format, both the B and E bits are set, indicating that the frag-
ment is the first and last (i.e, it is the whole frame). Otherwise, the first fragment
has the BE bit combination set to 10 and the final fragment has the BE bits set to
01, and all fragments in between have them set to 00. The sequence number then
gives the packet number offset relative to the first fragment.

Use of MP is requested by including an LCP option called the multilink maxi-
mum received reconstructed unit (MRRU, type 18) that can act as a sort of larger MRU
applying to the bundle. Frames larger than any of the member link MRUs may
still be permitted across the MP link, up to the limit advertised in this value.

Because an MP bundle may span multiple member links, a method is needed
to identify member links as belonging to the same bundle. Member links in the
same bundle are identified by the LCP endpoint discriminator option (type 19). The
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endpoint discriminator could be a phone number, a number derived from an IP or
MAC address, or some administrative string. Other than being common to each
member link, there are few restrictions on the form of this option.

The basic method of establishing MP as defined in [RFC1990] expects that
member links are going to be used symmetrically—about the same number of
fragments will be allocated to each of a fixed number of links. In order to achieve
more sophisticated allocations than this, the Bandwidth Allocation Protocol (BAP)
and Bandwidth Allocation Control Protocol (BACP) are specified in [RFC2125]. BAP
can be used to dynamically add or remove links from a bundle, and BACP can be
used to exchange information regarding how links should be added or removed
using BAP. This capability can be used to help implement bandwidth on demand
(BOD). In networks where some fixed resource needs to be allocated in order to
meet an application’s need for bandwidth (e.g., by dialing some number of tele-
phone connections), BOD typically involves monitoring traffic and creating new
connections when usage is high and shutting down connections when usage is
low. This is useful, for example, in cases where some monetary charge is associ-
ated with the number of connections being used.

BAP/BACP makes use of a new link discriminator LCP option (LCP option type
23). This option contains a 16-bit numeric value that is required to be different for
each member link of a bundle. It is used by BAP to identify which links are to be
added or removed. BACP is negotiated once per bundle during the network phase
of a PPP link. Its main purpose is to identify a favored peer. That is, if more than one
bundle is being set up simultaneously among multiple peers, the favored peer is
preferentially allocated member links.

BAP includes three packet types: request, response, and indication. Requests
are to add a link to a bundle or to request the peer to delete a link from a bundle.
Indications convey the results of attempted additions back to the original requester
and are acknowledged. Responses are either ACKs or NACKs for these requests.
More details can be found in [RFC2125].

Compression Control Protocol (CCP)

Historically, PPP has been the protocol of choice when using relatively slow dial-
up modems. As a consequence, a number of methods have been developed to
compress data sent over PPP links. This type of compression is distinct both from
the types of compression supported in modem hardware (e.g., V.42bis, V.44) and
also from protocol header compression, which we discuss later. Today, several com-
pression options are available. To choose among them for each direction on a PPP
link, LCP can negotiate an option to enable the Compression Control Protocol (CCP)
[RFC1962]. CCP acts like an NCP (see Section 3.6.5) but handles the details of con-
figuring compression once the compression option is indicated in the LCP link
establishment exchange.

In behaving like an NCP, CCP can be negotiated only once the link has entered
the Network state. It uses the same packet exchange procedures and formats as
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LCP, except the Protocol field is set to 0x80FD, there are some special options, and
in addition to the common Code field values (1-7) two new operations are defined:
reset-request (0x0e) and reset-ACK (0x0f). If an error is detected in a compressed
frame, a reset request can be used to cause the peer to reset compression state
(e.g., dictionaries, state variables, state machines, etc.). After resetting, the peer
responds with a reset-ACK.

One or more compressed packets may be carried within the information por-
tion of a PPP frame (i.e., the portion including the LCP data and possibly pad
portions). Compressed frames carry the Protfocol field value of 0x00FD, but the
mechanism used to indicate the presence of multiple compressed datagrams is
dependent on the particular compression algorithm used (see Section 3.6.6). When
used in conjunction with MP, CCP may be used either on the bundle or on some
combination of the member links. If used only on member links, the Protocol field
is set to 0x00FB (individual link compressed datagram).

CCP can enable one of about a dozen compression algorithms [PPPn]. Most
of the algorithms are not official standards-track IETF documents, although they
may be described in informational RFCs (e.g., [RFC1977] describes the BSD com-
pression scheme, and [RFC2118] describes the Microsoft Point-to-Point Compres-
sion Protocol (MPPC)). If compression is being used, PPP frames are reconstructed
before further processing, so higher-layer PPP operations are not generally con-
cerned with the details of the compressed frames.

PPP Authentication

Before a PPP link becomes operational in the Network state, it is often necessary to
establish the identity of the peer(s) of the link using some authentication (identity
verification) mechanism. The basic PPP specification has a default of no authen-
tication, so the authentication exchange of Figure 3-24 would not be used in such
cases. More often, however, some form of authentication is required, and a num-
ber of protocols have evolved over the years to deal with this situation. In this
chapter we discuss them only from a high-level point of view and leave the details
for the chapter on security (Chapter 18). Other than no authentication, the sim-
plest and least secure authentication scheme is called the Password Authentication
Protocol (PAP). This protocol is very simple—one peer requests the other to send a
password, and the password is so provided. As the password is sent unencrypted
over the PPP link, any eavesdropper on the line can simply capture the password
and use it later. Because of this significant vulnerability, PAP is not recommended
for authentication. PAP packets are encoded as LCP packets with the Protocol field
value set to 0xC023.

A somewhat more secure approach to authentication is provided by the Chal-
lenge-Handshake Authentication Protocol (CHAP) [RFC1994]. Using CHAP, a random
value is sent from one peer (called the authenticator) to the other. A response is
formed by using a special one-way (i.e., not easily invertible) function to combine
the random value with a shared secret key (usually derived from a password)
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to produce a number that is sent in response. Upon receiving this response, the
authenticator can determine with a very high degree of confidence that its peer
possesses the correct secret key. This protocol never sends the key or password
over the link in a clear (unencrypted) form, so any eavesdropper is unable to learn
the secret. Because a different random value is used each time, the result of the
function changes for each challenge/response, so the values an eavesdropper may
be able to capture cannot be reused (played back) to impersonate the peer. How-
ever, CHAP is vulnerable to a “man in the middle” form of attack (see Chapter 18).

EAP [RFC3748] is an authentication framework available for many different
network types. It also supports many (about 40) different authentication methods,
ranging from simple passwords such as PAP and CHAP to more elaborate types
of authentication (e.g., smart cards, biometrics). EAP defines a message format
for carrying a variety of specific types of authentication formats, but additional
specifications are needed to define how EAP messages are carried over particular
types of links.

When EAP is used with PPP, the basic authentication method discussed so
far is altered. Instead of negotiating a specific authentication method early in the
link establishment (at LCP link establishment), the authentication operation may
be postponed until the Auth state (just before the Network state). This allows for
a greater richness in the types of information that can be used to influence access
control decisions by remote access servers (RASs). When there is a standard protocol
for carrying a variety of authentication mechanisms, a network access server may
not need to process the contents of EAP messages at all but can instead depend on
some other infrastructure authentication server (e.g., a RADIUS server [RFC2865])
to determine access control decisions. This is currently the design of choice for
enterprise networks and ISPs.

Network Control Protocols (NCPs)

Although many different NCPs can be used on a PPP link (even simultaneously),
we shall focus on the NCPs supporting IPv4 and IPv6. For IPv4, the NCP is called
the IP Control Protocol (IPCP) [RFC1332]. For IPv6, the NCP is IPV6CP [REC5072].
Once LCP has completed its link establishment and authentication, each end of the
link is in the Network state and may proceed to negotiate a network-layer associa-
tion using zero or more NCPs (one, such as IPCP, is typical).

IPCP, the standard NCP for IPv4, can be used to establish IPv4 connectivity over
a link and configure Van Jacobson header compression (V] compression) [RFC1144].
IPCP packets may be exchanged after the PPP state machine has reached the Net-
work state. IPCP packets use the same packet exchange mechanism and packet
format as LCP, except the Protocol field is set to 0x8021, and the Code field is limited
to the range 0—7. These values of the Code field correspond to the message types:
vendor-specific (see [RFC2153]), configure-request, configure-ACK, configure-
REJECT, terminate-request, terminate-ACK, and code-REJECT. IPCP can negotiate
a number of options, including an IP compression protocol (2), the IPv4 address
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(3), and Mobile IPv4 [REC2290] (4). Other options are available for learning the
location of primary and secondary domain name servers (see Chapter 11).

IPV6CP uses the same packet exchange and format as LCP, except it has two
different options: interface-identifier and IPv6-compression-protocol. The inter-
face identifier option is used to convey a 64-bit IID value (see Chapter 2) used as
the basis for forming a link-local IPv6 address. Because it is used only on the local
link, it does not require global uniqueness. This is accomplished using a standard
link-local prefix for the higher-order bits of the IPv6 address and allowing the
lower-order bits to be a function of the interface identifier. This mimics IPv6 auto-
configuration (see Chapter 6).

Header Compression

PPP dial-up lines have historically been comparatively slow (54,000 bits/s or less),
and many small packets are often used with TCP/IP (e.g., for TCP’s acknowledg-
ments; see Chapter 15). Most of these packets contain a TCP and IP header that
changes little from one packet to another on the same TCP connection. Other
higher-layer protocols behave similarly. Thus, it is useful to have a way of com-
pressing the headers of these higher-layer protocols (or eliminating them) so that
fewer bytes need to be carried over relatively slow point-to-point links. The meth-
ods employed to compress or eliminate headers have evolved over time. We discuss
them in chronological order, beginning with V] compression, mentioned earlier.

In V] compression, portions of the higher-layer (TCP and IP) headers are
replaced with a small, 1-byte connection identifier. [RFC1144] discusses the origin
of this approach, using an older point-to-point protocol called CSLIP (Compressed
Serial Line IP). A typical IPv4 header is 20 bytes, and a TCP header without options
is another 20. Together, a common combined TCP/IPv4 header is thus 40 bytes,
and many of the fields do not change from packet to packet. Furthermore, many
of the fields that do change from packet to packet change only slightly or in a
limited way. When the nonchanging values are sent over a link once (or a small
number of times) and kept in a table, a small index can be used as a replacement
for the constants in subsequent packets. The limited changing values are then
encoded differentially (i.e., only the amount of change is sent). As a result, the
entire 40-byte header can usually be compressed to an effective 3 or 4 bytes. This
can significantly improve TCP/IP performance over slow links.

The next step in the evolution of header compression is simply called IP header
compression [REC2507][RFC3544]. It provides a way to compress the headers of
multiple packets using both TCP or UDP transport-layer protocols and either IPv4
or IPv6 network-layer protocols. The techniques are a logical extension and gen-
eralization of the V] compression technique that applies to more protocols, and to
links other than PPP links. [RFC2507] points out the necessity of some strong error
detection mechanism in the underlying link layer because erroneous packets can
be constructed at the egress of a link if compressed header values are damaged in
transit. This is important to recognize when header compression is used on links
that may not have as strong an FCS computation as PPP.
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The most recent step in the evolution of header compression is known as
Robust Header Compression (ROHC) [RFC5225]. It further generalizes IP header
compression to cover more transport protocols and allows more than one form
of header compression to operate simultaneously. Like the IP header compression
mentioned previously, it can be used over various types of links, including PPP.

Example

We now look at the debugging output of a PPP server interacting with a client
over a dial-in modem. The dialing-in client is an IPv6-capable Microsoft Windows
Vista machine, and the server is Linux. The Vista machine is configured to negoti-
ate multilink capability even on single links (Properties | Options | PPP Settings),
for demonstration purposes, and the server is configured to require an encryption
protocol negotiated using CCP (see MPPE in the following listing):

data dev=ttyS0, pid=28280, caller='none', conn='38400",
name="'"',cmd="'/usr/sbin/pppd', user='/AutoPPP/'
pppd 2.4.4 started by a_ppp, uid 0
using channel 54
Using interface ppp0
ppp0 <--> /dev/ttyS0O
sent [LCP ConfReqg id=0x1 <asyncmap 0x0> <auth eap>
<magic Oxab5cccd49><pcomp> <accomp>]
rcvd [LCP ConfNak id=0x1 <auth chap MS-v2>]
sent [LCP ConfReq id=0x2 <asyncmap 0x0> <auth chap MS-v2>
<magic Oxab5cccd49><pcomp> <accomp>]
rcvd [LCP ConfAck i1id=0x2 <asyncmap 0x0> <auth chap MS-v2>
<magic O0xabcccd49><pcomp> <accomp>]
rcvd [LCP ConfReqg i1d=0x2 <asyncmap 0x0> <magic 0xa531e06>
<pcomp> <accomp><callback CBCP> <mrru 1614>
<endpoint [local:12.92.67.ef.2f.fe.44.6e.84.£f8.
c9.3f.5£.8¢c.5¢c.41.00.00.00.001>]
sent [LCP ConfRej i1d=0x2 <callback CBCP> <mrru 1614>]
rcvd [LCP ConfReqg i1d=0x3 <asyncmap 0x0> <magic 0xa531e06>
<pcomp> <accomp>
<endpoint [local:12.92.67.ef.2f.fe.44.6e.84.£8.
c9.3f.5f.8¢.5¢.41.00.00.00.00]1>]
sent [LCP ConfAck id=0x3 <asyncmap 0x0> <magic 0xa531e06>
<pcomp> <accomp>
<endpoint [local:12.92.67.ef.2f.fe.44.6e.84.£f8.
c9.3f.5£.8¢c.5¢c.41.00.00.00.001>]
sent [CHAP Challenge id=0xla <4d53c52b8e7dcfe7a%eadl38b2bd4daf55>,
name = "dialer"]
rcvd [LCP Ident id=0x4 magic=0xa531e06 "MSRASV5.20"]
rcvd [LCP Ident i1id=0x5 magic=0xa531e06 "MSRAS-0-VISTA"]
rcvd [CHAP Response id=0xla
<4b5dc95ed4el1788b959025de0233d4£c0000000
00000000033a555d2a77bd1fa692f2a0af707cd 4£0c0072c379c82e0£00>,
name = "dialer"]
sent [CHAP Success id=0xla
"S=7EO0B6B513215C87520BEF6725EF8A9945C28E918M=Access granted"]
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sent [CCP ConfReqg id=0x1 <mppe +H -M +S +L -D -C>]
rcvd [IPV6CP ConfReq id=0x6 <addr fe80::0000:0000:dead:beef>]
sent [IPV6CP TermAck 1d=0x6]
rcvd [CCP ConfReqg i1d=0x7 <mppe -H -M -S -L -D +C>]
sent [CCP ConfNak id=0x7 <mppe +H -M +S +L -D -C>]
rcvd [IPCP ConfReqg i1d=0x8 <compress VJ 0f 01> <addr 0.0.0.0>

<ms-dnsl 0.0.0.0> <ms-wins 0.0.0.0> <ms-dns3 0.0.0.0>

<ms-wins 0.0.0.0>]
sent [IPCP TermAck id=0x8]
rcvd [CCP ConfNak id=0x1 <mppe -H -M +S -L -D -C>]
sent [CCP ConfReqg i1id=0x2 <mppe -H -M +S -L -D -C>]
rcvd [CCP ConfReqg i1id=0x9 <mppe -H -M +S -L -D -C>]
sent [CCP ConfAck id=0x9 <mppe -H -M +S -L -D -C>]
rcvd [CCP ConfAck i1d=0x2 <mppe -H -M +S -L -D -C>]
MPPE 128-bit stateful compression enabled
sent [IPCP ConfReq id=0x1 <compress VJ 0f 01> <addr 192.168.0.1>]
sent [IPV6CP ConfReqg id=0x1 <addr fe80::0206:5bff:fedd:c5c3>]
rcvd [IPCP ConfAck i1d=0x1 <compress VJ 0f 01> <addr 192.168.0.1>]
rcvd [IPV6CP ConfAck id=0xl1 <addr fe80::0206:5bff:fedd:c5c3>]
rcvd [IPCP ConfReqg id=0xa <compress VJ 0f 01>

<addr 0.0.0.0> <ms-dnsl 0.0.0.0>

<ms-wins 0.0.0.0> <ms-dns3 0.0.0.0> <ms-wins 0.0.0.0>]
sent [IPCP ConfRej id=0xa <ms-wins 0.0.0.0> <ms-wins 0.0.0.0>]
rcvd [IPV6CP ConfReqg id=0xb <addr fe80::0000:0000:dead:beef>]
sent [IPV6CP ConfAck id=0xb <addr £fe80::0000:0000:dead:beef>]
rcvd [IPCP ConfAck i1id=0x1 <compress VJ 0f 01> <addr 192.168.0.1>]
rcvd [IPV6CP ConfAck i1d=0x1 <addr fe80::0206:5bff:fedd:c5c3>]
local LL address fe80::0206:5bff:fedd:c5c3
remote LL address £e80::0000:0000:dead:beef
rcvd [IPCP ConfReqg id=0xc <compress VJ 0f 01>

<addr 0.0.0.0> <ms-dnsl 0.0.0.0> <ms-dns3 0.0.0.0>]
sent [IPCP ConfNak id=0xc <addr 192.168.0.2> <ms-dnsl 192.168.0.1>

<ms-dns3 192.168.0.1>]
sent [IPCP ConfAck id=0xd <compress VJ 0f 01> <addr 192.168.0.2>

<ms-dnsl 192.168.0.1> <ms-dns3 192.168.0.1>]
local IP address 192.168.0.1
remote IP address 192.168.0.2

data

Here we can see a somewhat involved PPP exchange, as viewed from the
server. The PPP server process creates a (virtual) network interface called ppp0,
which is awaiting an incoming connection on the dial-up modem attached to
serial port ttysS0. Once the incoming connection arrives, the server requests an
asyncmap of 0x0, EAP authentication, PFC, and ACFC. The client refuses EAP
authentication and instead suggests MS-CHAP-v2 (ConfNak) [RFC2759]. The
server then tries again, this time using MS-CHAP-v2, which is then accepted and
acknowledged (ConfAck). Next, the incoming request includes CBCP; an MRRU
of 1614 bytes, which is associated with MP support; and an endpoint ID. The server
rejects the request for CBCP and multilink operation (ConfRej). The endpoint
discriminator is once again sent by the client, this time without the MRRU, and is
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accepted and acknowledged. Next, the server sends a CHAP challenge with the
name dialer. Before a response to the challenge arrives, two incoming identity
messages arrive, indicating that the peer is identified by the strings MSRASV5.20
and MSRAS-0-VISTA. Finally, the CHAP response arrives and is validated as cor-
rect, and an acknowledgment indicates that access is granted. PPP then moves on
to the Network state.

Once in the Network state, the CCP, IPCP, and IPV6CP NCPs are exchanged.
CCP attempts to negotiate Microsoft Point-to-Point Encryption (MPPE) [RFC3078].
MPPE is somewhat of an anomaly, as it is really an encryption protocol, and rather
than compressing the packet it actually expands it by 4 bytes. It does, however,
provide a relatively simple means of establishing encryption early in the negotia-
tion process. The options +H -M +S +L -D -C indicate whether MPPE stateless
operation is desired (H), what cryptographic key strength is available (secure, S;
medium, M; or low, L), an obsolete D bit, and whether a separate, proprietary com-
pression protocol called MPPC [RFC2118] is desired (C). Eventually the two peers
agree on stateful mode using strong 128-bit keying (-H, +S). Note that during the
middle of this negotiation, the client attempts to send an IPCP request, but the
server responds with an unsolicited TermAck (a message defined within LCP
that ICPC adopts). This is used to indicate to the peer that the server is “in need of
renegotiation” [RFC1661].

After the successful negotiation of MPPE, the server requests the use of V]
header compression and provides its IPv4 and IPv6 addresses, 192.168.0.1 and
fe80::0206:5bff:fedd:c5c3. This IPv6 address is derived from the server’s
Ethernet MAC address 00:06:5B:DD:C5:C3. The client initially suggests its [Pv4
address and name servers to be 0.0.0.0 using IPCP, but this is rejected. The client
then requests to use £e80::0000:0000:dead:beef as its IPv6 address, which
is accepted and acknowledged. Finally, the client ACKs both the IPv4 and IPv6
addresses of the server, and the IPv6 addresses have been established. Next, the
client again requests IPv4 and server addresses of 0.0.0.0, which is rejected in
favor of 192.168.0.1. These are accepted and acknowledged.

As we can see from this exchange, the PPP negotiation is both flexible and
tedious. There are many options that can be attempted, rejected, and renegotiated.
While this may not be a big problem on a link with low delay, imagine how long
this exchange could take if each message took a few seconds (or longer) to reach its
destination, as might occur over a satellite link, for example. Link establishment
would be a visibly long procedure for the user.

Loopback

Although it may seem surprising, in many cases clients may wish to communicate
with servers on the same computer using Internet protocols such as TCP/IP. To
enable this, most implementations support a network-layer loopback capability that
typically takes the form of a virtual loopback network interface. It acts like a real
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network interface but is really a special piece of software provided by the operat-
ing system to enable TCP/IP and other communications on the same host com-
puter. IPv4 addresses starting with 127 are reserved for this, as is the IPv6 address
:11 (see Chapter 2 for IPv4 and IPv6 addressing conventions). Traditionally, UNIX-
like systems including Linux assign the IPv4 address of 127.0.0.1 (::1 for IPv6) to the
loopback interface and assign it the name localhost. An IP datagram sent to the
loopback interface must not appear on any network. Although we could imagine
the transport layer detecting that the other end is a loopback address and short-
circuiting some of the transport-layer logic and all of the network-layer logic, most
implementations perform complete processing of the data in the transport layer
and network layer and loop the IP datagram back up in the network stack only
when the datagram leaves the bottom of the network layer. This can be useful for
performance measurement, for example, because the amount of time required to
execute the stack software can be measured without any hardware overheads. In
Linux, the loopback interface is called lo.

Linux% ifconfig lo
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:458511 errors:0 dropped:0 overruns:0 frame:0
TX packets:458511 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:266049199 (253.7 MiB)
TX bytes:266049199 (253.7 MiB)

Here we see that the local loopback interface has the IPv4 address 127.0.0.1
and a subnet mask of 255.0.0.0 (corresponding to class A network number 127
in classful addressing). The IPv6 address ::1 has a 128-bit-long prefix, so it repre-
sents only a single address. The interface has an MTU of 16KB (this can be config-
ured to a much larger size, up to 2GB). A significant amount of traffic, nearly half a
million packets, has passed through the interface without error since the machine
was initialized two months earlier. We would not expect to see errors on the local
loopback device, given that it never really sends packets on any network.

In Windows, the Microsoft Loopback Adapter is not installed by default, even
though IP loopback is still supported. This adapter can be used for testing various
network configurations even when a physical network interface is not available.
To install it under Windows XP, select Start | Control Panel | Add Hardware |
Select Network Adapters from list | Select Microsoft as manufacturer | Select
Microsoft Loopback Adapter. For Windows Vista or Windows 7, run the program
hdwwiz from the command prompt and add the Microsoft Loopback Adapter
manually. Once this is performed, the ipconfig command reveals the following
(this example is from Windows Vista):
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C:\> ipconfig /all

Ethernet adapter Local Area Connection 2:
Connection-specific DNS Suffix

Description . . . . . . . . . . . : Microsoft Loopback Adapter
Physical Address. . . . . . . . . : 02-00-4C-4F-4F-50

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address L.
fe80::9c0d:77a:52b8:39£0%18 (Preferred)

Autoconfiguration IPv4 Address. . : 169.254.57.240(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.0.0

Default Gateway J

DHCPv6 IAID . . . . . . . . . . . : 302121036

DNS Servers . . . .« . . . : fec0:0:0:££f£f£f::1%1

fec0:0:0:££f£ff::2%1
fec0:0:0:f£f£ff::3%1
NetBIOS over Tcpip. . . . . . . . : Enabled

Here we can see that the interface has been created, has been assigned both
IPv4 and IPv6 addresses, and appears as a sort of virtual Ethernet device. Now the
machine has several loopback addresses:

C:\> ping 127.1.2.3
Pinging 127.1.2.3 with 32 bytes of data:
Reply from 127.1.2.3: bytes=32 time<lms TTL=128
Reply from 127.1.2.3: bytes=32 time<lms TTL=128
Reply from 127.1.2.3: bytes=32 time<lms TTL=128
Reply from 127.1.2.3: bytes=32 time<lms TTL=128
Ping statistics for 127.1.2.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

C:\> ping ::1
Pinging ::1 from ::1 with 32 bytes of data:
Reply from ::1: time<lms
Reply from ::1: time<lms
Reply from ::1: time<lms
Reply from ::1: time<lms
Ping statistics for ::1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\> ping 169.254.57.240

Pinging 169.254.57.240127.1.2.3 with 32 bytes of data:
Reply from 169.254.57.240: bytes=32 time<lms TTL=128
Reply from 169.254.57.240: bytes=32 time<lms TTL=128
Reply from 169.254.57.240: bytes=32 time<lms TTL=128
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Reply from 169.254.57.240: bytes=32 time<lms TTL=128
Ping statistics for 169.254.57.240:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
Here we can see that in IPv4, any destination address starting with 127 is

looped back. For IPv6, however, only the single address : :1 is defined for loopback
operation. We can also see how the loopback adapter with address 169.254.57.240
returned data immediately. One subtlety to which we will return in Chapter 9 is
whether multicast or broadcast datagrams should be copied back to the sending
computer (over the loopback interface). This choice can be made by each indi-
vidual application.

3.8 MTU and Path MTU

As we can see from Figure 3-3, there is a limit on the size of the frame available for
carrying the PDUs of higher-layer protocols in many link-layer networks such as
Ethernet. This usually limits the number of payload bytes to about 1500 for Eth-
ernet and often the same amount for PPP in order to maintain compatibility with
Ethernet. This characteristic of the link layer is called the maximum transmission
unit (MTU). Most packet networks (like Ethernet) have a fixed upper limit. Most
stream-type networks (serial links) have a configurable limit that is then used by
framing protocols such as PPP. If IP has a datagram to send, and the datagram is
larger than the link layer’s MTU, IP performs fragmentation, breaking the data-
gram up into smaller pieces (fragments), so that each fragment is smaller than the
MTU. We discuss IP fragmentation in Chapters 5 and 10.

When two hosts on the same network are communicating with each other, it is
the MTU of the local link interconnecting them that has a direct effect on the size
of datagrams that are used during the conversation. When two hosts communi-
cate across multiple networks, each link can have a different MTU. The minimum
MTU across the network path comprising all of the links is called the path MTU.

The path MTU between any two hosts need not be constant over time. It
depends on the path being used at any time, which can change if the routers or
links in the network fail. Also, paths are often not symmetric (i.e., the path from
host A to B may not be the reverse of the path from B to A); hence the path MTU
need not be the same in the two directions.

[REC1191] specifies the path MTU discovery (PMTUD) mechanism for IPv4,
and [RFC1981] describes it for IPv6. A complementary approach that avoids some
of the issues with these mechanisms is described in [RFC4821]. PMTU discovery is
used to determine the path MTU at a point in time and is required of IPv6 imple-
mentations. In later chapters we shall see how this mechanism operates after we
have described ICMP and IP fragmentation. We shall also see what effect it can
have on transport performance when we discuss TCP and UDP.
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3.9 Tunneling Basics

In some cases it is useful to establish a virtual link between one computer and
another across the Internet or other network. VPN, for example, offer this type of
service. The method most commonly used to implement these types of services is
called tunneling. Tunneling, generally speaking, is the idea of carrying lower-layer
traffic in higher-layer (or equal-layer) packets. For example, IPv4 can be carried in
an IPv4 or IPv6 packet; Ethernet can be carried in a UDP or IPv4 or IPv6 packet,
and so on. Tunneling turns the idea of strict layering of protocols on its head and
allows for the formation of overlay networks (i.e., networks where the “links” are
really virtual links implemented in some other protocol instead of physical con-
nections). It is a very powerful and useful technique. Here we discuss the basics
of some of the tunneling options.

There is a great variety of methods for tunneling packets of one protocol
and/or layer over another. Three of the more common protocols used to establish
tunnels include Generic Routing Encapsulation (GRE) [RFC2784], the Microsoft pro-
prietary Point-to-Point Tunneling Protocol (PPTP) [RFC2637], and the Layer 2 Tun-
neling Protocol (L2TP) [RFC3931]. Others include the earlier nonstandard IP-in-IP
tunneling protocol [RFC1853]. GRE and LT2P were developed to standardize and
replace IP-in-IP and PPTP, respectively, but all of these approaches are still in use.
We shall focus on GRE and PPTP, with more emphasis on PPTP, as it is more visible
to individual users even though it is not an IETF standard. L2TP is often used with
security at the IP layer (IPsec; see Chapter 18) because L2TP by itself does not pro-
vide security. Because GRE and PPTP are closely related, we now look at the GRE
header in Figure 3-26, in both its original standard and revised standard forms.

0 12 15 31
c Reserved (0) Version Protocol Type
REC 2784 (12 bits) (3 bits) (16 bits)
Checksum (Optional) Reserved1 (Optional)
0 12 15 31
c Kls Reserved (0) Version Protocol Type
(9 bits) (3 bits) (16 bits)
Checksum (Optional) Reserved1 (Optional)
Key (Optional)
RFC 2890
Sequence Number (Optional)

Figure 3-26 The basic GRE header is only 4 bytes but includes the option of a 16-bit checksum (of a type com-
mon to many Internet protocols). The header was later extended to include an identifier (Key field)
common to multiple packets in a flow, and a Sequence Number, to help in resequencing packets that
get out of order.
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As can be seen from the headers in Figure 3-26, the baseline GRE specification
[RFC2784] is rather simple and provides only a minimal encapsulation for other
packets. The first bit field (C) indicates whether a checksum is present. If it is,
the Checksum field contains the same type of checksum found in many Internet-
related protocols (see Section 5.2.2). If the Checksum field is present, the Reserved1
field is also present and is set to 0. [RFC2890] extends the basic format to include
optional Key and Sequence Number fields, present if the K and S bit fields from
Figure 3-26 are set to 1, respectively. If present, the Key field is arranged to be a
common value in multiple packets, indicating that they belong to the same flow
of packets. The Sequence Number field is used in order to reorder packets if they
should become out of sequence (e.g., by going through different links).

Although GRE forms the basis for and is used by PPTP, the two protocols serve
somewhat different purposes. GRE tunnels are typically used within the network
infrastructure to carry traffic between ISPs or within an enterprise intranet to
serve branch offices and are not necessarily encrypted, although GRE tunnels can
be combined with IPsec. PPTP, conversely, is most often used between users and
their ISPs or corporate intranets and is encrypted (e.g., using MPPE). PPTP essen-
tially combines GRE with PPP, so GRE can provide the virtual point-to-point link
upon which PPP operates. GRE carries its traffic using IPv4 or IPv6 and as such
is a layer 3 tunneling technology. PPTP is more often used to carry layer 2 frames
(such as Ethernet) so as to emulate a direct LAN (link-layer) connection. This can
be used for remote access to corporate networks, for example. PPTP uses a non-
standard variation on the standard GRE header (see Figure 3-27).

0 12 15 31
Version Protocol Type
C|R|K|[S|s| Recur |A Flags (3 bits) (16 bits)
Key (HW) Payload Length Key (LW) Call ID

RFC 2637
Sequence Number (Optional)

Acknowledgment Number (Optional)

Figure 3-27 The PPTP header is based on an older, nonstandard GRE header. It includes a sequence number,
a cumulative packet acknowledgment number, and some identification information. Most of the
fields in the first word are set to 0.

We can see a number of differences in Figure 3-27 from the standard GRE
header, including the extra R, s, and A bit fields, additional Flags field, and Recur
field. Most of these are simply set to 0 and not used (their assignment is based on
an older, nonstandard version of GRE). The K, S, and A bit fields indicate that the
Key, Sequence Number, and Acknowledgment Number fields are present. If present,
the value of the Sequence Number field holds the largest packet number seen by the
peer.
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We now turn to the establishment of a PPTP session. We shall conclude later
with a brief discussion of some of PPTP’s other capabilities. The following example
is similar to the PPP link establishment example given earlier, except now instead
of using a dial-up link, PPTP is providing the “raw” link to PPP. Once again, the
client is Windows Vista, and the server is Linux. This output comes from the
/var/log/messages file when the debug option is enabled:

pptpd: MGR: Manager process started

pptpd: MGR: Maximum of 100 connections available

pptpd: MGR: Launching /usr/sbin/pptpctrl to handle client
pptpd: CTRL: local address = 192.168.0.1

pptpd: CTRL: remote address = 192.168.1.1

pptpd: CTRL: pppd options file = /etc/ppp/options.pptpd
pptpd: CTRL: Client 71.141.227.30 control connection started
pptpd: CTRL: Received PPTP Control Message (type: 1)
pptpd: CTRL: Made a START CTRL CONN RPLY packet

pptpd: CTRL: I wrote 156 bytes to the client.

pptpd: CTRL: Sent packet to client

pptpd: CTRL: Received PPTP Control Message (type: 7)

pptpd: CTRL: Set parameters to 100000000 maxbps, 64 window size

pptpd: CTRL: Made a OUT CALL RPLY packet

pptpd: CTRL: Starting call (launching pppd, opening GRE)

pptpd: CTRL: pty_fd = 6

pptpd: CTRL: tty_fd = 7

pptpd: CTRL (PPPD Launcher): program binary = /usr/sbin/pppd

pptpd: CTRL (PPPD Launcher): local address = 192.168.0.1

pptpd: CTRL (PPPD Launcher): remote address = 192.168.1.1

pppd: pppd 2.4.4 started by root, uid 0

pppd: using channel 60

pptpd: CTRL: I wrote 32 bytes to the client.

pptpd: CTRL: Sent packet to client

pppd: Using interface ppp0

pppd: Connect: pppl0 <--> /dev/pts/1

pppd: sent [LCP ConfReqg i1d=0x1 <asyncmap 0x0> <auth chap MS-v2>
<magic 0x4e2ca200> <pcomp> <accomp>]

pptpd: CTRL: Received PPTP Control Message (type: 15)

pptpd: CTRL: Got a SET LINK INFO packet with standard ACCMs

pptpd: GRE: accepting packet #0

pppd: rcvd [LCP ConfReqg 1d=0x0 <mru 1400> <magic 0x5e565505>
<pcomp> <accomp>]

pppd: sent [LCP ConfAck id=0x0 <mru 1400> <magic 0x5e565505>
<pcomp> <accomp>]

pppd: sent [LCP ConfReqg i1d=0x1 <asyncmap 0x0> <auth chap MS-v2>
<magic 0x4e2ca200> <pcomp> <accomp>]

pptpd: GRE: accepting packet #1

pppd: rcvd [LCP ConfAck i1d=0x1 <asyncmap 0x0> <auth chap MS-v2>
<magic 0x4e2ca200> <pcomp> <accomp>]

pppd: sent [CHAP Challenge 1d=0x3
<eb88bfff67d1lc239ef73e98cal32646a5>, name = "dialer"]

pptpd: CTRL: Received PPTP Control Message (type: 15)

pptpd: CTRL: Ignored a SET LINK INFO packet with real ACCMs!
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pptpd:
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pppd:
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pppd:
pppd:
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pppd:
pppd:
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pptpd:
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pptpd:

pppd:
pppd:
pppd:
pppd:

pptpd:

pppd:

pptpd:

pppd:

pptpd:

pppd:
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pptpd:

pppd:
pppd:
pppd:
pppd:

pptpd:

pppd:

pppd:

pptpd:

pppd:

pppd:

GRE:

rcvd

sent

sent

GRE:

rcvd
sent

GRE:

rcvd
sent

GRE:
GRE:

rcvd

GRE:

sent
rcvd
sent
rcvd
sent

GRE:

rcvd
MPPE
sent
sent

GRE:

rcvd

GRE:

rcvd

GRE:

rcvd

sent

GRE:

rcvd
sent

accepting packet #2

[CHAP Response id=0x3<276£3678f0£f03fa57£64b3c367529565000000
00000000000fa2b2ae0ad8db9d986£8e222a0217a620638a24
3179160900>, name = "dialer"]

[CHAP Success 1d=0x3
"S=C551119E0E1AAB68E86DEDO9A32D0346D7002E05
M=Accessgranted"]

[CCP ConfReqg 1d=0x1 <mppe +H -M +S +L -D -C>]

accepting packet #3

[IPV6CP ConfReqg i1d=0x1 <addr fe80::1cfc:fddd:8e2c:el118>]
[IPV6CP TermAck i1d=0x1]

accepting packet #4

[CCP ConfReqg id=0x2 <mppe +H -M -S -L -D -C>]

[CCP ConfNak id=0x2 <mppe +H -M +S +L -D -C>]

accepting packet #5

accepting packet #6

[IPCP ConfReqg id=0x3 <addr 0.0.0.0> <ms-dnsl 0.0.0.0>
<ms-wins 0.0.0.0> <ms-dns3 0.0.0.0> <ms-wins 0.0.0.0>]
accepting packet #7

[IPCP TermAck id=0x3]

[CCP ConfNak id=0xl1 <mppe +H -M +S -L -D -C>]

[CCP ConfReqg id=0x2 <mppe +H -M +S -L -D -C>]

[CCP ConfReqg 1d=0x4 <mppe +H -M +S -L -D -C>]

[CCP ConfAck id=0x4 <mppe +H -M +S -L -D -C>]

accepting packet #8

[CCP ConfAck id=0x2 <mppe +H -M +S -L -D -C>]
128-bit stateless compression enabled

[IPCP ConfReqg id=0x1 <addr 192.168.0.1>]

[IPV6CP ConfReqg i1d=0x1 <addr fe80::0206:5bff:fedd:c5c3>]
accepting packet #9

[IPCP ConfAck id=0x1 <addr 192.168.0.1>]

accepting packet #10

[IPV6CP ConfAck i1d=0x1 <addr fe80::0206:5bff:fedd:c5c3>]
accepting packet #11

[IPCP ConfReqg id=0x5 <addr 0.0.0.0>

<ms-dnsl 0.0.0.0> <ms-wins 0.0.0.0>

<ms-dns3 0.0.0.0> <ms-wins 0.0.0.0>]

[IPCP ConfRej id=0x5 <ms-wins 0.0.0.0> <ms-wins 0.0.0.0>]
accepting packet #12

[IPV6CP ConfReqg i1d=0x6 <addr fe80::1cfc:fddd:8e2c:el118>]
[IPV6CP ConfAck i1d=0x6 <addr fe80::1cfc:fddd:8e2c:el118>]

local LL address fe80::0206:5bff:fedd:c5c3
remote LL address fe80::1cfc:fddd:8e2c:ell8

GRE:

rcvd

sent

GRE:

rcvd

sent

accepting packet #13

[IPCP ConfReqg id=0x7 <addr 0.0.0.0>

<ms-dnsl 0.0.0.0> <ms-dns3 0.0.0.0>]

[IPCP ConfNak id=0x7 <addr 192.168.1.1>
<ms-dnsl 192.168.0.1> <ms-dns3 192.168.0.1>]
accepting packet #14

[IPCP ConfReqg i1id=0x8 <addr 192.168.1.1>
<ms-dnsl 192.168.0.1> <ms-dns3 192.168.0.1>]
[IPCP ConfAck i1id=0x8 <addr 192.168.1.1>
<ms-dnsl 192.168.0.1> <ms-dns3 192.168.0.1>]
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pppd: local IP address 192.168.0.1

pppd: remote IP address 192.168.1.1

pptpd: GRE: accepting packet #15

pptpd: CTRL: Sending ECHO REQ id 1

pptpd: CTRL: Made a ECHO REQ packet

pptpd: CTRL: I wrote 16 bytes to the client.
pptpd: CTRL: Sent packet to client

This output looks similar to the PPP example we examined earlier, except this
one has output from both the pppd process as well as a pptpd process. These
processes work together to establish PPTP sessions at the server. The setup begins
with pptpd receiving a type 1 control message, indicating that the client wishes
to establish a control connection. PPTP uses a separate control and data stream,
so first the control stream is set up. After responding to this request, the server
receives a type 7 control message indicating an outgoing call request from the peer.
The maximum speed (in bits per second) is set to a large value of 100,000,000, which
effectively means it is unbounded. The window is set to 64, a concept we typically
encounter in transport protocols such as TCP (see Chapter 15). Here the window
is used for flow control. That is, PPTP uses its sequence numbers and acknowledg-
ment numbers to determine how many frames reach the destination successfully. If
too few frames are successfully delivered, the sender slows down. To determine the
amount of time to wait for an acknowledgment for frames it sends, PPTP uses an
adaptive timeout mechanism based on estimating the round-trip time of the link.
We shall see this type of calculation again when we study TCP.

Soon after the window is set, the pppd application begins to run and process
the PPP data as we saw before in the dial-up example. The only real difference
between the two is that pptpd relays packets to the pppd process as they arrive
and depart, and a few special PPTP messages (such as set 1link info and echo
request) are processed by pptpd itself. This example illustrates how the PPTP
protocol really acts as a GRE tunneling agent for PPP packets. This is convenient
because an existing PPP implementation (here, pppd) can be used as is to process
the encapsulated PPP packets. Note that while GRE is itself ordinarily encapsu-
lated in IPv4 packets, similar functionality is available using IPv6 to tunnel pack-
ets [RFC2473].

Unidirectional Links

An interesting issue arises when the link to be used operates in only one direc-
tion. Such links are called unidirectional links (UDLs), and many of the protocols
described so far do not operate properly in such circumstances because they
require exchanges of information (e.g., PPP’s configuration messages). To deal
with this situation, a standard has been created whereby tunneling over a sec-
ond Internet interface can be combined with operation of the UDL [RFC3077]. The
typical situation where this arises is an Internet connection that uses a satellite for
downstream traffic (headed to the user) and a dial-up modem link for upstream
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traffic. This setup can be useful in cases where the satellite-connected user’s usage
is dominated by downloading as opposed to uploading and was commonly used
in early satellite Internet installations. It operates by encapsulating link-layer
upstream traffic in IP packets using a GRE encapsulation.

To establish and maintain tunnels automatically at the receiver, [RFC3077]
specifies a Dynamic Tunnel Configuration Protocol (DTCP). DTCP involves send-
ing multicast Hello messages on the downlink so that any interested receiver can
learn about the existence of the UDL and its MAC and IP addresses. In addition,
Hello messages indicate a list of tunnel endpoints within the network that can be
reached by the user’s secondary interface. After the user selects which tunnel end-
point to use, DTCP arranges for return traffic to be encapsulated with the same
MAC type as the UDL in GRE tunnels. The service provider arranges to receive
these GRE-encapsulated layer 2 frames (frequently Ethernet), extract them from
the tunnel, and forward them appropriately. Thus, although the upstream side of
the UDLs (provider’s side) requires manual tunnel configuration, the downstream
side, which includes many more users, has automatically configured tunnels.
Note that this approach to handling UDLs essentially “hides” the link asymme-
try from the upper-layer protocols. As a consequence, the performance (latency,
bandwidth) of the “two” directions of the link may be highly asymmetric and may
adversely affect higher-layer protocols [RFC3449].

As the satellite example helps to illustrate, one significant issue with tunnels
is the amount of effort required to configure them, which has traditionally been
done by hand. Typically, tunnel configuration involves selecting the endpoints of
a tunnel and configuring the devices located at the tunnel endpoints with an IP
address of the peer, and perhaps also providing protocol selection and authentica-
tion information. A number of techniques have arisen to help in configuring or
using tunnels automatically. One such approach specified for transitioning from
IPv4 to IPv6 is called 6to4 [RFC3056]. In 6to4, IPv6 packets are tunneled over an
IPv4 network using the encapsulation specified in [RFC3056]. A problem with this
approach occurs when corresponding hosts are located behind network address
translators (see Chapter 7). This is common today, especially for home users. Deal-
ing with the IPv6 transition using automatically configured tunnels is specified in
an approach called Teredo [RFC4380]. Teredo tunnels IPv6 packets over UDP/IPv4
packets. Because this approach requires some background in IPv4 and IPv6, as
well as UDP, we postpone any detailed discussion of such tunnel autoconfigura-
tion options to Chapter 10.

Attacks on the Link Layer

Attacking layers below TCP/IP in order to affect the operations of TCP/IP net-
works has been a popular approach because much of the link-layer information is
not shared by the higher layers and can therefore be somewhat difficult to detect
and mitigate. Nevertheless, many such attacks are now well understood, and we
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mention a few of them here to better understand how problems at the link layer
can affect higher-layer operations.

In conventional wired Ethernet, interfaces can be placed in promiscuous mode,
which allows them to receive traffic even if it is not destined for them. In the early
days of Ethernet, when the medium was literally a shared cable, this capability
allowed anyone with a computer attached to the Ethernet cable to “sniff” anybody
else’s frames and inspect their contents. As many higher-layer protocols at the time
included sensitive information such as passwords, it was nearly trivial to intercept
a person’s password by merely looking at the ASCII decode of a packet trace. Two
factors have affected this approach substantially: the deployment of switches and
the deployment of encryption in higher-layer protocols. With switches, the only
traffic that is provided on a switch port to which an end station is attached is traf-
fic destined for the station itself (or others for which it is bridging) and broadcast/
multicast traffic. As this type of traffic rarely contains information such as pass-
words, the attack is largely thwarted. Much more effective, however, is simply the
use of encryption at higher layers, which is now common. In this case, sniffing
packets leads to little benefit as the contents are essentially impossible to read.

Another type of attack targets the operation of switches. Recall that switches
hold tables of stations on a per-port basis. If these tables are able to be filled quickly
(e.g., by quickly masquerading as a large number of stations), it is conceivable that
the switch might be forced into discarding legitimate entries, leading to service
interruption for legitimate stations. A related but probably worse attack can be
mounted using the STP. In this case, an attacking station can masquerade as a
switch with a low-cost path to the root bridge and cause traffic to be directed
toward it.

With Wi-Fi networks, some of the eavesdropping and masquerading issues
present in wired Ethernet networks are exacerbated, as any station can enter a
monitoring mode and sniff packets from the air (although placing an 802.11 inter-
face into monitoring mode tends to be more challenging than placing an Ethernet
interface into promiscuous mode, as doing so depends on an appropriate device
driver). Some of the earliest “attacks” (which may not really have been attacks,
depending on the relevant legal framework) involved simply roaming about while
scanning, looking for access points providing Internet connectivity (i.e., war driv-
ing). Although many access points use encryption to limit access to authorized
users, others are either open or use so-called capturing portals that direct a would-
be user to a registration Web page and then filter access based on MAC address.
Capturing portal systems have been subverted by observing a station as it regis-
ters and “hijacking” the connection as it is formed by impersonating the legiti-
mate registering user.

A more sophisticated set of attacks on Wi-Fi involves attacking the crypto-
graphic protection, especially the WEP encryption used on many early access
points. Attacks on WEP [BHL06] were sufficiently devastating so as to prod the
IEEE into revising the standard. The more recent WPA2 encryption framework
(and WPA, to a lesser extent) is known to be significantly stronger, and WEP is no
longer recommended for use.
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PPP links can be attacked in a number of ways if the attacker can gain access
to the channel between the two peers. For very simple authentication mechanisms
(e.g., PAP), sniffing can be used to capture the password in order to facilitate ille-
gitimate subsequent use. Depending on the type of higher-layer traffic being car-
ried over the PPP link (e.g., routing traffic), additional unwanted behaviors can be
induced.

In terms of attacks, tunneling can play the role of both target and tool. In
terms of a target, tunnels pass through a network (often the Internet) and thus are
subject to being intercepted and analyzed. The configured tunnel endpoints can
also be attacked, either by attempting to establish more tunnels than the endpoint
can support (a DoS attack) or by attacking the configuration itself. If the configura-
tion is compromised, it may be possible to open an unauthorized tunnel to an end-
point. At this point the tunnel becomes a tool rather than a target, and protocols
such as L2TP can provide a convenient protocol-independent method of gaining
access to private internal networks at the link layer. In one GRE-related attack, for
example, traffic is simply inserted in a nonencrypted tunnel, where it appears at
the tunnel endpoint and is injected to the attached “private” network as though it
were sent locally.

Summary

In this chapter we examined the lowest layer in the Internet protocol suite with
which we are concerned—the link layer. We looked at the evolution of Ethernet,
in terms of both its increases in speed from 10Mb/s to 10Gb/s and beyond, as well
as its evolution of capabilities, including VLAN:S, priorities, link aggregation, and
frame formats. We saw how switches provide improved performance over bridges
by implementing a direct electrical path between multiple independent sets of sta-
tions, and how full-duplex operation has largely replaced the earlier half-duplex
operation. We also looked at the IEEE 802.11 wireless LAN “Wi-Fi” standard in
some detail, noting its similarities and differences with respect to Ethernet. It has
become one of the most popular IEEE standards and provides license-free net-
work access across the two primary bands of 2.4GHz and 5GHz. We also looked
at the evolution of the security methods for Wi-Fi, with the evolution from the
relatively weak WEP to the more formidable WPA and WPA?2 frameworks. Mov-
ing beyond IEEE standards, we discussed point-to-point links and the PPP pro-
tocol. PPP can encapsulate essentially any kind of packets used for TCP/IP and
non-TCP/IP networks using an HDLC-like frame format, and it is used on links
ranging from low-speed dial-up modems to high-speed fiber-optic lines. It is a
whole suite of protocols itself, including methods for compression, encryption,
authentication, and link aggregation. Because it supports only two parties, it does
not have to deal with controlling access to a shared medium like the MAC proto-
cols of Ethernet or Wi-Fi.
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The loopback interface is provided by most implementations. Access to this
interface is either through the special loopback address, normally 127.0.0.1 (::1 for
IPv6), or by sending IP datagrams to one of a host’s own IP addresses. Loopback
data has been completely processed by the transport layer and by IP when it loops
around to go up the protocol stack. We described an important feature of many
link layers, the MTU, and the related concept of a path MTU.

We also discussed the use of tunneling, which involves carrying lower-layer
protocols in higher-layer (or equal-layer) packets. This technique allows for the
formation of overlay networks, using tunnels over the Internet as links in another
level of network infrastructure. This technique has become very popular, both for
experimentation with new capabilities (e.g., running an IPv6 network overlay on
an IPv4 internet) and for operational use (e.g., with VPNs).

We concluded the chapter with a brief discussion of the types of attacks
involving the link layer—as either target or tool. Many attacks simply involve
intercepting traffic for analysis (e.g., looking for passwords), but more sophisti-
cated attacks involve masquerading as endpoints or modifying traffic in transit.
Other attacks involve compromising control information such as tunnel endpoints
or the STP to direct traffic to otherwise unintended locations. Access to the link
layer also provides an attacker with a general way to perform DoS attacks. Perhaps
the best-known variant of this is jamming communication signals, an endeavor
undertaken by certain parties since nearly the advent of radio.

This chapter has covered only some of the common link technologies used
with TCP/IP today. One reason for the success of TCP/IP is its ability to work on
top of almost any link technology. In essence, IP requires only that there exists
some path between sender and receiver(s) across a cascade of intermediate links.
Although this is a relatively modest requirement, some research is aimed at
stretching this even farther—to cases where there may never be an end-to-end
path between sender and receiver(s) at any single point in time [RFC4838].
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ARP: Address Resolution
Protocol

Introduction

We have seen that the IP protocol is designed to provide interoperability of packet
switching across a large variety of physical network types. Doing so requires,
among other things, converting between the addresses used by the network-layer
software and those interpreted by the underlying network hardware. Generally,
network interface hardware has one primary hardware address (e.g., a 48-bit value
for an Ethernet or 802.11 wireless interface). Frames exchanged by the hardware
must be addressed to the correct interface using the correct hardware addresses;
otherwise, no data can be transferred. But a conventional IPv4 network works
with its own addresses: 32-bit IPv4 addresses. Knowing a host’s IP address is
insufficient for the system to send a frame to that host efficiently on networks
where hardware addresses are used. The operating system software (i.e., the Eth-
ernet driver) must know the destination’s hardware address to send data directly.
For TCP/IP networks, the Address Resolution Protocol (ARP) [RFC0826] provides a
dynamic mapping between IPv4 addresses and the hardware addresses used by
various network technologies. ARP is used with IPv4 only; IPv6 uses the Neigh-
bor Discovery Protocol, which is incorporated into ICMPv6 (see Chapter 8).

It is important to note here that the network-layer and link-layer addresses
are assigned by different authorities. For network hardware, the primary address
is defined by the manufacturer of the device and is stored in permanent mem-
ory within the device, so it does not change. Thus, any protocol suite designed to
operate with that particular hardware technology must make use of its particular
types of addresses. This allows network-layer protocols of different protocol suites
to operate at the same time. On the other hand, the IP address assigned to a network
interface is installed by the user or network administrator and selected by that
person to meet his or her needs. The IP addresses assigned to a portable device
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may, for example, be changed when it is moved. IP addresses are typically derived
from a pool of addresses maintained near the network attachment point and are
installed when systems are turned on or configured (see Chapter 6). When an Eth-
ernet frame containing an IP datagram is sent from one host on a LAN to another,
it is the 48-bit Ethernet address that determines to which interface(s) the frame is
destined.

Address resolution is the process of discovering the mapping from one address
to another. For the TCP/IP protocol suite using IPv4, this is accomplished by run-
ning the ARP. ARP is a generic protocol, in the sense that it is designed to sup-
port mapping between a wide variety of address types. In practice, however, it
is almost always used to map between 32-bit IPv4 addresses and Ethernet-style
48-bit MAC addresses. This case, the one specified in [RFC0826], is also the one of
interest to us. For this chapter, we shall use the terms Ethernet address and MAC
address interchangeably.

ARP provides a dynamic mapping from a network-layer address to a corre-
sponding hardware address. We use the term dynamic because it happens auto-
matically and adapts to changes over time without requiring reconfiguration
by a system administrator. That is, if a host were to have its network interface
card changed, thereby changing its hardware address (but retaining its assigned
IP address), ARP would continue to operate properly after some delay. ARP
operation is normally not a concern of either the application user or the system
administrator.

Note

A related protocol that provides the reverse mapping from ARP, called RARP, was
used by systems lacking a disk drive (normally diskless workstations or X termi-
nals). It is rarely used today and requires manual configuration by the system
administrator. See [RFC0903] for details.

An Example

Whenever we use Internet services, such as opening a Web page with a browser,
our local computer must determine how to contact the server in which we are
interested. The most basic decision it makes is whether that service is local (part
of the same IP subnetwork) or remote. If it is remote, a router is required to reach
the destination. ARP operates only when reaching those systems on the same IP
subnet. For this example, then, let us assume that we use a Web browser to contact
the following URL:

http://10.0.0.1

Note that this URL contains an IPv4 address rather than the more common
domain or host name. The reason for using the address here is to underscore the
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fact that our demonstration of ARP is most relevant to systems sharing the same
IPv4 prefix (see Chapter 2). Here, we use a URL containing an address identifying
a local Web server and explore how direct delivery operates. Such local servers are
becoming more common as embedded devices such as printers and VolIP adapters
include built-in Web servers for configuration.

Direct Delivery and ARP

In this section, we enumerate the steps taken in direct delivery, focusing on the
operation of ARP. Direct delivery takes place when an IP datagram is sent to an
IP address with the same IP prefix as the sender’s. It plays an important role in
the general method of forwarding of IP datagrams (see Chapter 5). The following
list captures the basic operation of direct delivery with IPv4, using the previous
example:

1. The application, in this case a Web browser, calls a special function to parse
the URL to see if it contains a host name. Here it does not, so the application
uses the 32-bit IPv4 address 10.0.0.1.

2. The application asks the TCP protocol to establish a connection with 10.0.0.1.

3. TCP attempts to send a connection request segment to the remote host by
sending an IPv4 datagram to 10.0.0.1. (We shall see the details of how this is
done in Chapter 15.)

4. Because we are assuming that the address 10.0.0.1 is using the same net-
work prefix as our sending host, the datagram can be sent directly to that
address without going through a router.

5. Assuming that Ethernet-compatible addressing is being used on the IPv4
subnet, the sending host must convert the 32-bit IPv4 destination address
into a 48-bit Ethernet-style address. Using the terminology from [RFC0826],
a translation is required from the logical Internet address to its correspond-
ing physical hardware address. This is the function of ARP. ARP works in
its normal form only for broadcast networks, where the link layer is able to
deliver a single message to all attached network devices. This is an impor-
tant requirement imposed by the operation of ARP. On non-broadcast net-
works (sometimes called NBMA for non-broadcast multiple access), other,
more complex mapping protocols may be required [RFC2332].

6. ARP sends an Ethernet frame called an ARP request to every host on the
shared link-layer segment. This is called a link-layer broadcast. We show the
broadcast domain in Figure 4-1 with a crosshatched box. The ARP request
contains the IPv4 address of the destination host (10.0.0.1) and seeks an
answer to the following question: “If you are configured with IPv4 address
10.0.0.1 as one of your own, please respond to me with your MAC address.”
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Browser

Ethernet Ethernet
Driver Driver

Ethernet Ethernet
Driver Driver

Ethernet
Segment

Figure 4-1 Ethernet hosts in the same broadcast domain. ARP queries are sent using link-layer

broadcast frames that are received by all hosts. The single host with the assigned
address responds directly to the requesting host. Non-IP hosts must actively discard
ARP queries.

7. With ARP, all systems in the same broadcast domain receive ARP requests.

This includes systems that may not be running the IPv4 or IPv6 protocols at
all but does not include systems on different VLAN:S, if they are supported
(see Chapter 3 for details on VLANS). Provided there exists an attached sys-
tem using the IPv4 address specified in the request, it alone responds with
an ARP reply. This reply contains the IPv4 address (for matching with the
request) and the corresponding MAC address. The reply does not ordinar-
ily use broadcast but is directed only to the sender. The host receiving the
ARP request also learns of the sender’s IPv4-to-MAC address mapping at
this time and records it in memory for later use (see Section 4.3).

. The ARP reply is then received by the original sender of the request, and

the datagram that forced the ARP request/reply to be exchanged can now
be sent.
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9. The sender now sends the datagram directly to the destination host by
encapsulating it in an Ethernet frame and using the Ethernet address
learned by the ARP exchange as the destination Ethernet address. Because
the Ethernet address refers only to the correct destination host, no other
hosts or routers receive the datagram. Thus, when only direct delivery is
used, no router is required.

ARP is used in multi-access link-layer networks running IPv4, where each
host has its own primary hardware address. Point-to-point links such as PPP (see
Chapter 3) do not use ARP. When these links are established (normally by action
of the user or a system boot), the system is told of the addresses in use at each
end of the link. Because hardware addresses are not involved, there is no need for
address resolution or ARP.

ARP Cache

Essential to the efficient operation of ARP is the maintenance of an ARP cache
(or table) on each host and router. This cache maintains the recent mappings
from network-layer addresses to hardware addresses for each interface that uses
address resolution. When IPv4 addresses are mapped to hardware addresses, the
normal expiration time of an entry in the cache is 20 minutes from the time the
entry was created, as described in [RFC1122].

We can examine the ARP cache with the arp command on Linux or in Win-
dows. The -a option displays all entries in the cache for either system. Running
arp on Linux yields the following type of output:

Linux% arp

Address HWtype HWaddress Flags Mask Iface
gw.home ether 00:0D:66:4F:60:00 C ethl
printer.home ether 00:0A:95:87:38:6A C ethl

Linux% arp -a
printer.home (10.0.0.4) at 00:0A:95:87:38:6A [ether] on ethl
gw.home (10.0.0.1) at 00:0D:66:4F:60:00 [ether] on ethl

Running arp on Windows provides output similar to the following:

c:\> arp -a

Interface: 10.0.0.56 --- 0x2
Internet Address Physical Address Type
10.0.0.1 00-0d-66-4f-60-00 dynamic
10.0.0.4 00-0a-95-87-38-6a dynamic

Here we see the IPv4-to-hardware addressing cache. In the first (Linux) case,
each mapping is given by a five-element entry: the host name (corresponding to
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an IP address), hardware address type, hardware address, flags, and local net-
work interface for which this mapping is active. The Flags column contains a
symbol: C, M, or P. C-type entries have been learned dynamically by the ARP pro-
tocol. M-type entries are entered by hand (by arp -s; see Section 4.9), and P-type
entries mean “publish.” That is, for any P entry, the host responds to incoming
ARP requests with an ARP response. This option is used for configuring proxy
ARP (see Section 4.7). The second Linux example displays similar information
using the “BSD style.” Here, both the host’s name and address are given, along
with the address type (here, [ether] indicates an Ethernet type of address) and
on which interface the mappings are active.

The Windows arp program displays the IPv4 address of the interface, and its
interface number in hexadecimal (0x2 here). The Windows version also indicates
whether the address was entered by hand or learned by ARP. In this example, both
entries are dynamic, meaning they were learned by ARP (they would say static
if entered by hand). Note that the 48-bit MAC addresses are displayed as six hexa-
decimal numbers separated by colons in Linux and dashes in Windows. Tradi-
tionally, UNIX systems have always used colons, whereas the IEEE standards and
other operating systems tend to use dashes. We discuss additional features and
other options of the arp command in Section 4.9.

ARP Frame Format

Figure 4-2 shows the common format of an ARP request and reply packet, when
used on an Ethernet network to resolve an IPv4 address. (As mentioned previ-
ously, ARP is general enough to be used with addresses other than IPv4 addresses,
although this is very rare.) The first 14 bytes constitute the standard Ethernet
header, assuming no 802.1p/q or other tags, and the remaining portion is defined
by the ARP protocol. The first 8 bytes of the ARP frame are generic, and the remain-
ing portion in this example applies specifically when mapping IPv4 addresses to
48-bit Ethernet-style addresses.

A\

Frame

«4————————— ARP Request or Reply M ge -
g 8le Sender's : Sender’s Target Target
DST SRC ‘g, > Hard| Prot 2 573 op Hardware | Protocoli Hardware Protocol k Fcs
35 [Type(Type| 5| B Address | Address| Address Address
T|e (e.g., Ethernet) i (e.g., IPv4): (e.g., Ethernet) (e.g., IPv4)
6 6 2 2 2 11 2 (6) 4) (6) 4) (18) 4
J\ I )
MAC (Ethe\rnet) Header Fixed Size Variabie Size
(14 bytes) (8 bytes) (depends on protocols; 20 bytes for
Ethernet/IPv4)

Figure 4-2 ARP frame format as used when mapping IPv4 addresses to 48-bit MAC (Ethernet) addresses
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In the Ethernet header of the ARP frame shown in Figure 4-2, the first two
fields contain the destination and source Ethernet addresses. For ARP requests, the
special Ethernet destination address of ff:ff:ff:ff:ff:ff (all 1 bits) means the broad-
cast address—all Ethernet interfaces in the same broadcast domain receive these
frames. The 2-byte Ethernet frame Length or Type field is required to be 0x0806 for
ARP (requests or replies).

The first four fields following the Length/Type field specify the types and sizes
of the final four fields. The values are maintained by the IANA [RFC5494]. The
adjectives hardware and protocol are used to describe the fields in the ARP packets.
For example, an ARP request asks for the hardware address (an Ethernet address
in this case) corresponding to a protocol address (an IPv4 address in this case).
These adjectives are rarely used outside the ARP context. Rather, the more com-
mon terminology for the hardware address is MAC, physical, or link-layer address
(or Ethernet address when the network in use is based on the IEEE 802.3/Ether-
net series of specifications). The Hard Type field specifies the type of hardware
address. Its value is 1 for Ethernet. The Prot Type field specifies the type of protocol
address being mapped. Its value is 0x0800 for IPv4 addresses. This is purposely
the same value as the Type field of an Ethernet frame containing an IPv4 datagram.
The next two 1-byte fields, Hard Size and Prot Size, specify the sizes, in bytes, of the
hardware addresses and the protocol addresses. For an ARP request or reply for
an IPv4 address on an Ethernet they are 6 and 4, respectively. The Op field speci-
fies whether the operation is an ARP request (a value of 1), ARP reply (2), RARP
request (3), or RARP reply (4). This field is required because the Length/Type field
is the same for an ARP request and an ARP reply.

The next four fields that follow are the Sender’s Hardware Address (an Ethernet
MAC address in this example), the Sender’s Protocol Address (an IPv4 address), the
Target Hardware (MAC/Ethernet) Address, and the Target Protocol (IPv4) Address.
Notice that there is some duplication of information: the sender’s hardware
address is available both in the Ethernet header and in the ARP message. For an
ARP request, all the fields are filled in except the Target Hardware Address (which is
set to 0). When a system receives an ARP request directed to it, it fills in its hard-
ware address, swaps the two sender addresses with the two target addresses, sets
the Op field to 2, and sends the reply.

ARP Examples

In this section we will use the tcpdump command to see what really happens
with ARP when we execute normal TCP/IP utilities such as Telnet. Telnet is a
simple application that can establish a TCP/IP connection between two systems.

Normal Example

To see the operation of ARP, we will execute the telnet command, connecting to
a Web server on host 10.0.0.3 using TCP port 80 (called www).
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C:\> arp -a Verify that the ARP cache is empty
No ARP Entries Found
C:\> telnet 10.0.0.3 www Connect to the Web server [port 80]

Connecting to 10.0.0.3...
Escape character is '~]'.

Type Control + right bracket to get the Telnet client prompt.

Welcome to Microsoft Telnet Client
Escape Character is 'CTRL+]'
Microsoft Telnet> quit

The quit directive exits the program.

While this is happening, we run the tcpdump command on another system
that can observe the traffic exchanged. We use the -e option, which displays the
MAC addresses (which in our examples are 48-bit Ethernet addresses).

The following listing contains the output from tcpdump. We have deleted
the final four lines of the output that correspond to the termination of the connec-
tion (we cover such details in Chapter 13); they are not relevant to the discussion
here. Note that different versions of tcpdump on different systems may provide
slightly different output details.

Linux# tcpdump -e

1 0.0 0:0:c0:6f:2d:40 ff:ff:ff:ff:ff:£ff arp 60:
arp who-has 10.0.0.3 tell 10.0.0.56
2 0.002174 (0.0022)0:0:c0:¢c2:9b:26 0:0:c0:6£:2d:40 arp 60:

arp reply 10.0.0.3 is-at 0:0:c0:c2:9b:26

3 0.002831 (0.0007)0:0:c0:6£:2d:40 0:0:c0:c2:9b:26 ip 60:
10.0.0.56.1030 > 10.0.0.3.www: S 596459521:596459521(0)
win 4096 <mss 1024> [tos 0x10]

4 0.007834 (0.0050)0:0:c0:¢c2:9b:26 0:0:c0:6£:2d:40 ip 60:
10.0.0.3.www > 10.0.0.56.1030: S 3562228225:3562228225(0)
ack 596459522 win 4096 <mss 1024>

5 0.009615 (0.0018)0:0:c0:6£:2d:40 0:0:c0:c2:9b:26 ip 60:
10.0.0.56.1030 > 10.0.0.3.discard: . ack 1 win 4096 [tos 0x10]

In packet 1 the hardware address of the source is 0:0:c0:6£:2d:40. The des-
tination hardware addressis ff:£f: ff:£f: ff: ff, which is the Ethernet broadcast
address. All Ethernet interfaces in the same broadcast domain (all those on the
same LAN or VLAN, whether or not they are running TCP/IP) receive the frame
and process it, as shown in Figure 4-1. The next output field in packet 1, arp,
means that the Frame Type field is 0x0806, specifying either an ARP request or an
ARP reply. The value 60 printed after the words arp and ip in each of the five
packets is the length of the Ethernet frame. The size of an ARP request or ARP
reply is always 42 bytes (28 bytes for the ARP message, 14 bytes for the Ethernet
header). Each frame has been padded to the Ethernet minimum: 60 bytes of data
plus a 4-byte CRC (see Chapter 3).
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The next part of packet 1, arp who-has, identifies the frame as an ARP request
with the IPv4 address of 10.0.0.3 as the target address and the IPv4 address of
10.0.0.56 as the sender’s address. tcpdump prints the host names corresponding
to the IP addresses by default, but here they are not displayed (because no reverse
DNS mappings for them are set up; Chapter 11 explains details of DNS). We will
use the -n option later to see the IP addresses in the ARP request, whether or not
DNS mappings are available.

From packet 2 we see that while the ARP request is broadcast, the destination
address of the ARP reply is the (unicast) MAC address 0:0:c0:6£:2d:40. The
ARP reply is thus sent directly to the requesting host; it is not ordinarily broad-
cast (see Section 4.8 for some cases where this rule is altered). tcpdump prints
the ARP reply for this frame, along with the IPv4 address and hardware address
of the responder. Line 3 is the first TCP segment requesting that a connection be
established. Its destination hardware address is the destination host (10.0.0.3).
We shall cover the details of this segment in Chapter 13.

For each packet, the number printed after the packet number is the relative
time (in seconds) when the packet was received by tcpdump. Each packet other
than the first also contains the time difference (in seconds) from the previous time,
in parentheses. We can see in the output that the time between sending the ARP
request and receiving the ARP reply is about 2.2ms. The first TCP segment is sent
0.7ms after this. The overhead involved in using ARP for dynamic address resolu-
tion in this example is less than 3ms. Note that if the ARP entry for host 10.0.0.3
was valid in the ARP cache at 10.0.0.56, the initial ARP exchange would not have
occurred, and the initial TCP segment could have been sent immediately using the
destination’s Ethernet address.

A subtle point about the tcpdump output is that we do not see an ARP request
from 10.0.0.3 before it sends its first TCP segment to 10.0.0.56 (line 4). While it
is possible that 10.0.0.3 already has an entry for 10.0.0.56 in its ARP cache, nor-
mally when a system receives an ARP request addressed to it, in addition to send-
ing the ARP reply, it also saves the requestor’s hardware address and IPv4 address
in its own ARP cache. This is an optimization based on the logical assumption that
if the requestor is about to send it a datagram, the receiver of the datagram will
probably send a reply.

ARP Request to a Nonexistent Host

What happens if the host specified in an ARP request is down or nonexistent? To
see this, we attempt to access a nonexistent local IPv4 address—the prefix corre-
sponds to that of the local subnet, but there is no host with the specified address.
We will use the IPv4 address 10.0.0.99 in this example.

Linux% date ; telnet 10.0.0.99 ; date

Fri Jan 29 14:46:33 PST 2010

Trying 10.0.0.99...

telnet: connect to address 10.0.0.99: No route to host
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Fri Jan 29 14:46:36 PST 2010 3s after previous date

Linux% arp -a
? (10.0.0.99) at <incomplete> on ethO

Here is the output from tcpdump:

Linux# tcpdump -n arp

1 21:12:07.440845 arp who-has 10.0.0.99 tell 10.0.0.56
2 21:12:08.436842 arp who-has 10.0.0.99 tell 10.0.0.56
3 21:12:09.436836 arp who-has 10.0.0.99 tell 10.0.0.56

This time we did not specify the -e option because we already know that
the ARP requests are sent using broadcast addressing. The frequency of the ARP
request is very close to one per second, the maximum suggested by [RFC1122].
Testing on a Windows system (not illustrated) reveals a different behavior. Rather
than three requests spaced 1s apart, the spacing varies based on the application
and the other protocols being used. For ICMP and UDP (see Chapters 8 and 10,
respectively), a spacing of approximately 5s is used, whereas for TCP 10s is used.
For TCP, the 10s interval allows two ARP requests to be sent without responses
before TCP gives up trying to establish a connection.

ARP Cache Timeout

A timeout is normally associated with each entry in the ARP cache. (Later we
shall see that the arp command enables the administrator to place an entry into
the cache that will never time out.) Most implementations have a timeout of 20
minutes for a completed entry and 3 minutes for an incomplete entry. (We saw an
incomplete entry in our previous example where we forced an ARP to a nonexis-
tent host.) These implementations normally restart the 20-minute timeout for an
entry each time the entry is used. [RFC1122], the Host Requirements RFC, says
that this timeout should occur even if the entry is in use, but many implementa-
tions do not do this—they restart the timeout each time the entry is referenced.

Note that this is one of our first examples of soft state. Soft state is information
that is discarded if not refreshed before some timeout is reached. Many Internet
protocols use soft state because it helps to initiate automatic reconfiguration if net-
work conditions change. The cost of soft state is that some protocol must refresh the
state to avoid expiration. “Soft state refreshes” are often incorporated in a protocol
design to keep the soft state active.

Proxy ARP

Proxy ARP [RFC1027] lets a system (generally a specially configured router)
answer ARP requests for a different host. This fools the sender of the ARP request
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into thinking that the responding system is the destination host, when in fact the
destination host may be elsewhere (or may not exist). Proxy ARP is not commonly
used and is generally to be avoided if possible.

Proxy ARP has also been called promiscuous ARP or the ARP hack. These
names are from a historical use of proxy ARP: to hide two physical networks from
each other. In this case both physical networks can use the same IP prefix as long
as a router in the middle is configured as a proxy ARP agent to respond to ARP
requests on one network for a host on the other network. This technique can be
used to “hide” one group of hosts from another. In the past, there were two com-
mon reasons for doing this: some systems were unable to handle subnetting, and
some used an older broadcast address (a host ID of all 0 bits, instead of the current
standard of a host ID with all 1 bits).

Linux supports a feature called auto-proxy ARP. It can be enabled by writing
the character 1 into the file /proc/sys/net/ipvé4/conf/*/proxy_arp, or by
using the sysctl command. This supports the ability of using proxy ARP with-
out having to manually enter ARP entries for every possible IPv4 address that is
being proxied. Doing so allows a range of addresses, instead of each individual
address, to be automatically proxied.

Gratuitous ARP and Address Conflict Detection (ACD)

Another feature of ARP is called gratuitous ARP. It occurs when a host sends an
ARP request looking for its own address. This is usually done when the interface
is configured “up” at bootstrap time. Here is an example trace taken on a Linux
machine showing our Windows host booting up:

Linux# tcpdump -e -n arp
1 0.0 0:0:c0:6f:2d:40 ff:ff:ff:ff:ff:£ff arp 60:
arp who-has 10.0.0.56 tell 10.0.0.56

(We specified the -n flag for tcpdump to always print numeric dotted-deci-
mal addresses instead of host names.) In terms of the fields in the ARP request, the
Sender’s Protocol Address and the Target Protocol Address are identical: 10.0.0.56.
Also, the Source Address field in the Ethernet header, 0:0:c0:6£:2d:40 as shown
by tcpdump, equals the sender’s hardware address. Gratuitous ARP achieves two
goals:

1. It lets a host determine if another host is already configured with the same
IPv4 address. The host sending the gratuitous ARP is not expecting a reply
to its request. If a reply is received, however, the error message “Duplicate
IP address sent from Ethernet address . . .” is usually displayed. This is a
warning to the system administrator and user that one of the systems in the
same broadcast domain (e.g., LAN or VLAN) is misconfigured.
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2. If the host sending the gratuitous ARP has just changed its hardware
address (perhaps the host was shut down, the interface card was replaced,
and then the host was rebooted), this frame causes any other host receiving
the broadcast that has an entry in its cache for the old hardware address
to update its ARP cache entry accordingly. As mentioned before, if a host
receives an ARP request from an IPv4 address that is already in the receiv-
er’s cache, that cache entry is updated with the sender’s hardware address
from the ARP request. This is done for any ARP request received by the
host; gratuitous ARP happens to take advantage of this behavior.

Although gratuitous ARP provides some indication that multiple stations may
be attempting to use the same IPv4 address, it really provides no mechanism to
react to the situation (other than by printing a message that is ideally acted upon by
a system administrator). To deal with this issue, [RFC5227] describes IPv4 Address
Conflict Detection (ACD). ACD defines ARP probe and ARP announcement pack-
ets. An ARP probe is an ARP request packet in which the Sender’s Protocol (IPv4)
Address field is set to 0. Probes are used to see if a candidate IPv4 address is being
used by any other systems in the broadcast domain. Setting the Sender’s Protocol
Addpress field to 0 avoids cache pollution should the candidate IPv4 address already
be in use by another host, a difference from the way gratuitous ARP works. An
ARP announcement is identical to an ARP probe, except both the Sender’s Protocol
Address and the Target Protocol Address fields are filled in with the candidate IPv4
address. It is used to announce the sender’s intention to use the candidate IPv4
address as its own.

To perform ACD, a host sends an ARP probe when an interface is brought up
or out of sleep, or when a new link is established (e.g., when an association with
a new wireless network is made). It first waits a random amount of time (in the
range 0-1s, distributed uniformly) before sending up to three probe packets. The
delay is used to avoid power-on congestion when multiple systems powered on
simultaneously would otherwise attempt to perform ACD at once, leading to a
network traffic spike. The probes are spaced randomly, with between 1 and 2s of
delay (distributed uniformly) placed between.

While sending its probes, a requesting station may receive ARP requests or
replies. A reply to its probe indicates that a different station is already using the
candidate IP address. A request containing the same candidate IPv4 address in the
Target Protocol Address field sent from a different system indicates that the other
system is simultaneously attempting to acquire the candidate IPv4 address. In
either case, the system should indicate an address conflict message and pursue
some alternative address. For example, this is the recommended behavior when
being assigned an address using DHCP (see Chapter 6). [REC5227] places a limit of
ten conflicts when trying to acquire an address before the requesting host enters a
rate-limiting phase when it is permitted to perform ACD only once every 60s until
successful.
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If a requesting host does not discover a conflict according to the procedure
just described, it sends two ARP announcements spaced 2s apart to indicate to sys-
tems in the broadcast domain the IPv4 address it is now using. In the announce-
ments, both the Sender’s Protocol Address and the Target Protocol Address fields are
set to the address being claimed. The purpose of sending these announcements is
to ensure that any preexisting cached address mappings are updated to reflect the
sender’s current use of the address.

ACD is considered to be an ongoing process, and in this way it differs from
gratuitous ARP. Once a host has announced an address it is using, it continues
inspecting incoming ARP traffic (requests and replies) to see if its address appears
in the Sender’s Protocol Address field. If so, some other system believes it is rightfully
using the same address. In this case, [RFC5227] provides three possible resolution
mechanisms: cease using the address, keep the address but send a “defensive”
ARP announcement and cease using it if the conflict continues, or continue to
use the address despite the conflict. The last option is recommended only for sys-
tems that truly require a fixed, stable address (e.g., an embedded device such as a
printer or router).

[RFC5227] also suggests the potential benefit of having some ARP replies be
sent using link-layer broadcast. Although this has not traditionally been the way
ARP works, there can be some benefit in doing so, at the expense of requiring all
stations on the same segment to process all ARP traffic. Broadcast replies allow
ACD to occur more quickly because all stations will notice the reply and invali-
date their caches during a conflict.

The arp Command

We have used the arp command with the -a flag on Windows and Linux to dis-
play all the entries in the ARP cache (on Linux we get similar information without
using -a). The superuser or administrator can specify the -d option to delete an
entry from the ARP cache. (This was used before running a few of the examples,
to force an ARP exchange to be performed.)

Entries can also be added using the -s option. It requires an IPv4 address (or
host name that can be converted to an IPv4 address using DNS) and an Ethernet
address. The IPv4 address and the Ethernet address are added to the cache as an
entry. This entry is made semipermanent (i.e., it does not time out from the cache,
but it disappears when the system is rebooted).

The Linux version of arp provides a few more features than the Windows
version. When the temp keyword is supplied at the end of the command line
when adding an entry using -s, the entry is considered to be temporary and times
out in the same way that other ARP entries do. The keyword pub at the end of a
command line, also used with the -s option, causes the system to act as an ARP
responder for that entry. The system answers ARP requests for the IPv4 address,
replying with the specified Ethernet address. If the advertised address is one of
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the system’s own, the system is acting as a proxy ARP agent (see Section 4.7) for
the specified IPv4 address. If arp -s is used to enable proxy ARP, Linux responds
for the address specified even if the file /proc/sys/net/ipvd/conf/*/proxy._
arp contains 0.

Using ARP to Set an Embedded Device’s IPv4 Address

As more embedded devices are made compatible with Ethernet and the TCP/IP
protocols, it is increasingly common to find network-attached devices that have
no direct way to enter their network configuration information (e.g., they have no
keyboard, so entering an IP address for them to use is not possible). These devices
are typically configured in one of two ways. First, DHCP can be used to automati-
cally assign an address and other information (see Chapter 6). Another way is to
use ARP to set an IPv4 address, although this method is less common.

Using ARP to configure an embedded device’s IPv4 address was not the origi-
nal intent of the protocol, so it is not entirely automatic. The basic idea is to manu-
ally establish an ARP mapping for the device (using the arp -s command), then
send an IP packet to the address. Because the ARP entry is already present, no
ARP request/reply is generated. Instead, the hardware address can be used imme-
diately. Of course, the Ethernet (MAC) address of the device must be known. It is
typically printed on the device itself and sometimes doubles as the manufacturer’s
device serial number. When the device receives a packet destined for its hardware
address, whatever destination address is contained in the datagram is used to
assign its initial IPv4 address. After that, the device can be fully configured using
other means (e.g., by an embedded Web server).

Attacks Involving ARP

There have been a series of attacks involving ARP. The most straightforward is
to use the proxy ARP facility to masquerade as some host, responding to ARP
requests for it. If the victim host is not present, this is straightforward and may not
be detected. It is considerably more difficult if the host is still running, as more
than one response may be generated per ARP request, which is easily detected.

A more subtle attack has been launched against ARP that involves cases where
a machine is attached to more than one network, and ARP entries from one inter-
face “leak” over into the ARP table of the other, because of a bug in the ARP soft-
ware. This can be exploited to improperly direct traffic onto the wrong network
segment. Linux provides a way to affect this behavior directly, by modifying the
file /proc/sys/net/ipvéd/conf/*/arp_£filter. If the value 1 is written into
this file, then when an incoming ARP request arrives over an interface, an IP for-
warding check is made. The IP address of the requestor is looked up to determine
which interface would be used to send IP datagrams back to it. If the interface
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used by the arriving ARP request is different from the interface that would be
used to return an IP datagram to the requestor, the ARP response is suppressed
(and the triggering ARP request is dropped).

A somewhat more damaging attack on ARP involves the handling of static
entries. As discussed previously, static entries may be used to avoid the ARP
request/reply when seeking the Ethernet (MAC) address corresponding to a par-
ticular IP address. Such static entries have been used in an attempt to enhance
security. The idea is that static entries placed in the ARP cache for important hosts
would soon detect any hosts masquerading with that IP address. Unfortunately,
most implementations of ARP have traditionally replaced even static cache entries
with entries provided by ARP replies. The consequence of this is that a machine
receiving an ARP reply (even if did not send an ARP request) would be coaxed
into replacing its static entries with those provided by an attacker.

Summary

ARP is a basic protocol in almost every TCP/IP implementation, but it normally
does its work without the application or user being aware of it. ARP is used to
determine the hardware addresses corresponding to the IPv4 addresses in use on
the locally reachable IPv4 subnet. It is invoked when forwarding datagrams des-
tined for the same subnet as the sending host’s and is also used to reach a router
when the destination of a datagram is not on the subnet (the details of this are
explained in Chapter 5). The ARP cache is fundamental to its operation, and we
have used the arp command to examine and manipulate the cache. Each entry
in the cache has a timer that is used to remove both incomplete and completed
entries. The arp command displays and modifies entries in the ARP cache.

We followed through the normal operation of ARP along with specialized
versions: proxy ARP (when a router answers ARP requests for hosts accessible on
another of the router’s interfaces) and gratuitous ARP (sending an ARP request for
your own IP address, normally when bootstrapping). We also discussed address
conflict detection for IPv4, which uses a continually operating gratuitous ARP-like
exchange to avoid address duplication within the same broadcast domain. Finally,
we discussed a number of attacks that involve ARP. Most of these involve imper-
sonating hosts by fabricating ARP responses for them. This can lead to problems
with higher-layer protocols if they do not implement strong security (see Chapter
18).
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The Internet Protocol (IP)

Introduction

IP is the workhorse protocol of the TCP/IP protocol suite. All TCP, UDP, ICMP, and
IGMP data gets transmitted as IP datagrams. IP provides a best-effort, connection-
less datagram delivery service. By “best-effort” we mean there are no guarantees
that an IP datagram gets to its destination successfully. Although IP does not sim-
ply drop all traffic unnecessarily, it provides no guarantees as to the fate of the
packets it attempts to deliver. When something goes wrong, such as a router tem-
porarily running out of buffers, IP has a simple error-handling algorithm: throw
away some data (usually the last datagram that arrived). Any required reliability
must be provided by the upper layers (e.g., TCP). IPv4 and IPv6 both use this basic
best-effort delivery model.

The term connectionless means that IP does not maintain any connection state
information about related datagrams within the network elements (i.e., within the
routers); each datagram is handled independently from all other others. This also
means that IP datagrams can be delivered out of order. If a source sends two con-
secutive datagrams (first A, then B) to the same destination, each is routed inde-
pendently and can take different paths, and B may arrive before A. Other things
can happen to IP datagrams as well: they may be duplicated in transit, and they
may have their data altered as the result of errors. Again, some protocol above IP
(usually TCP) has to handle all of these potential problems in order to provide an
error-free delivery abstraction for applications.

In this chapter we take a look at the fields in the IPv4 (see Figure 5-1) and
IPv6 (see Figure 5-2) headers and describe how IP forwarding works. The official
specification for IPv4 is given in [RFC0791]. A series of RFCs describe IPv6, start-
ing with [RFC2460].
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Options (If Any)
(variable length, up to 320 bits/40 bytes) ¥

IP Data (If Any)
(variable length, up to 524,120 bits/65,515 bytes)

Figure 5-1 The IPv4 datagram. The header is of variable size, limited to fifteen 32-bit words (60
bytes) by the 4-bit IHL field. A typical IPv4 header contains 20 bytes (no options). The
source and destination addresses are 32 bits long. Most of the second 32-bit word is used
for the IPv4 fragmentation function. A header checksum helps ensure that the fields in
the header are delivered correctly to the proper destination but does not protect the data.

0 (@2 bits)~, 1516 31
Version |  DSField | E Flow Label L
(4 bits) (6 bits) N (20 bits)

Payload Length Next Header Hop Limit
(16 bits) (8 bits) (8 bits)

Source IP Address
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(40 bytes)

Destination IP Address
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A

Figure 5-2 The IPv6 header is of fixed size (40 bytes) and contains 128-bit source and destination
addresses. The Next Header field is used to indicate the presence and types of additional
extension headers that follow the IPv6 header, forming a daisy chain of headers that may
include special extensions or processing directives. Application data follows the header
chain, usually immediately following a transport-layer header.
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IPv4 and IPv6 Headers

Figure 5-1 shows the format of an IPv4 datagram. The normal size of the IPv4
header is 20 bytes, unless options are present (which is rare). The IPv6 header is
twice as large but never has any options. It may have extension headers, which pro-
vide similar capabilities, as we shall see later. In our pictures of headers and data-
grams, the most significant bit is numbered 0 at the left, and the least significant
bit of a 32-bit value is numbered 31 on the right.

The 4 bytes in a 32-bit value are transmitted in the following order: bits 0-7
first, then bits 8-15, then 1623, and bits 24-31 last. This is called big endian byte
ordering, which is the byte ordering required for all binary integers in the TCP/IP
headers as they traverse a network. It is also called network byte order. Computer
CPUs that store binary integers in other formats, such as the little endian format
used by most PCs, must convert the header values into network byte order for
transmission and back again for reception.

IP Header Fields

The first field (only 4 bits or one nibble wide) is the Version field. It contains the
version number of the IP datagram: 4 for IPv4 and 6 for IPv6. The headers for both
IPv4 and IPv6 share the location of the Version field but no others. Thus, the two
protocols are not directly interoperable—a host or router must handle either IPv4
or IPv6 (or both, called dual stack) separately. Although other versions of IP have
been proposed and developed, only versions 4 and 6 have any significant amount
of use. The IANA keeps an official registry of these version numbers [IV].

The Internet Header Length (IHL) field is the number of 32-bit words in the IPv4
header, including any options. Because this is also a 4-bit field, the IPv4 header is
limited to a maximum of fifteen 32-bit words or 60 bytes. Later we shall see how
this limitation makes some of the options, such as the Record Route option, nearly
useless today. The normal value of this field (when no options are present) is 5.
There is no such field in IPv6 because the header length is fixed at 40 bytes.

Following the header length, the original specification of IPv4 [RFC0791]
specified a Type of Service (ToS) byte, and IPv6 [RFC2460] specified the equivalent
Traffic Class byte. Use of these never became widespread, so eventually this 8-bit
field was split into two smaller parts and redefined by a set of RFCs ([RFC3260]
[RFC3168][RFC2474] and others). The first 6 bits are now called the Differentiated
Services Field (DS Field), and the last 2 bits are the Explicit Congestion Notification
(ECN) field or indicator bits. These RFCs now apply to both IPv4 and IPv6. These
fields are used for special processing of the datagram when it is forwarded. We
discuss them in more detail in Section 5.2.3.

The Total Length field is the total length of the IPv4 datagram in bytes. Using
this field and the IHL field, we know where the data portion of the datagram
starts, and its length. Because this is a 16-bit field, the maximum size of an IPv4
datagram (including header) is 65,535 bytes. The Total Length field is required in
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the header because some lower-layer protocols that carry IPv4 datagrams do not
(accurately) convey the size of encapsulated datagrams on their own. Ethernet,
for example, pads small frames to be a minimum length (64 bytes). Even though
the minimum Ethernet payload size is 46 bytes (see Chapter 3), an IPv4 datagram
can be smaller (as few as 20 bytes). If the Total Length field were not provided, the
IPv4 implementation would not know how much of a 46-byte Ethernet frame was
really an IP datagram, as opposed to padding, leading to possible confusion.

Although it is possible to send a 65,535-byte IP datagram, most link layers
(such as Ethernet) are not able to carry one this large without fragmenting it
(chopping it up) into smaller pieces. Furthermore, a host is not required to be able
to receive an IPv4 datagram larger than 576 bytes. (In IPv6 a host must be able to
process a datagram at least as large as the MTU of the link to which it is attached,
and the minimum link MTU is 1280 bytes.) Many applications that use the UDP
protocol (see Chapter 10) for data transport (e.g,, DNS, DHCP, etc.) use a limited
data size of 512 bytes to avoid the 576-byte IPv4 limit. TCP chooses its own data-
gram size based on additional information (see Chapter 15).

When an IPv4 datagram is fragmented into multiple smaller fragments, each of
which itself is an independent IP datagram, the Total Length field reflects the length
of the particular fragment. Fragmentation is described in detail along with UDP in
Chapter 10. In IPv6, fragmentation is not supported by the header, and the length
is instead given by the Payload Length field. This field measures the length of the
IPv6 datagram not including the length of the header; extension headers, however,
are included in the Payload Length field. As with IPv4, the 16-bit size of the field
limits its maximum value to 65,535. With IPv6, however, it is the payload length that
is limited to 64KB, not the entire datagram. In addition, IPv6 supports a jumbogram
option (see Section 5.3.1.2) that provides for the possibility, at least theoretically, of
single packets with payloads as large as 4GB (4,294,967,295 bytes)!

The Identification field helps indentify each datagram sent by an IPv4 host. To
ensure that the fragments of one datagram are not confused with those of another,
the sending host normally increments an internal counter by 1 each time a datagram
is sent (from one of its IP addresses) and copies the value of the counter into the IPv4
Identification field. This field is most important for implementing fragmentation, so
we explore it further in Chapter 10, where we also discuss the Flags and Fragment
Offset fields. In IPv6, this field shows up in the Fragmentation extension header, as
we discuss in Section 5.3.3.

The Time-to-Live field, or TTL, sets an upper limit on the number of routers
through which a datagram can pass. It is initialized by the sender to some value
(64 is recommended [RFC1122], although 128 or 255 is not uncommon) and decre-
mented by 1 by every router that forwards the datagram. When this field reaches
0, the datagram is thrown away, and the sender is notified with an ICMP message
(see Chapter 8). This prevents packets from getting caught in the network forever
should an unwanted routing loop occur.
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Note

The TTL field was originally specified to be the maximum lifetime of an IP data-
gram in seconds, but routers were also always required to decrement the value by
at least 1. Because virtually no routers today hold on to a datagram longer than 1s
under normal operation, the earlier rule is now ignored or forgotten, and in IPv6
the field has been renamed to its de facto use: Hop Limit.

The Protocol field in the IPv4 header contains a number indicating the type of
data found in the payload portion of the datagram. The most common values are
17 (for UDP) and 6 (for TCP). This provides a demultiplexing feature so that the IP
protocol can be used to carry payloads of more than one protocol type. Although
this field originally specified the transport-layer protocol the datagram is encap-
sulating, it is now understood to identify the encapsulated protocol, which may or
not be a transport protocol. For example, other encapsulations are possible, such
as IPv4-in-IPv4 (value 4). The official list of the possible values of the Protocol field
is given in the assigned numbers page [AN]. The Next Header field in the IPv6
header generalizes the Protocol field from IPv4. It is used to indicate the type of
header following the IPv6 header. This field may contain any values defined for
the IPv4 Protocol field, or any of the values associated with the IPv6 extension
headers described in Section 5.3.

The Header Checksum field is calculated over the IPv4 header only. This is impor-
tant to understand because it means that the payload of the IPv4 datagram (e.g.,
TCP or UDP data) is not checked for correctness by the IP protocol. To help ensure
that the payload portion of an IP datagram has been correctly delivered, other
protocols must cover any important data that follows the header with their own
data-integrity-checking mechanisms. We shall see that almost all protocols encap-
sulated in IP (ICMP, IGMP, UDP, and TCP) have a checksum in their own headers
to cover their header and data and also to cover certain parts of the IP header they
deem important (a form of “layering violation”). Perhaps surprisingly, the IPv6
header does not have any checksum field.

Note

Omitting the checksum field from the IPv6 header was a somewhat controversial
decision. The reasoning behind this action is roughly as follows: Higher-layer pro-
tocols requiring correctness in the IP header are required to compute their own
checksums over the data they believe to be important. A consequence of errors
in the IP header is that the data is delivered to the wrong destination, is indicated
to have come from the wrong source, or is otherwise mangled during delivery.
Because bit errors are relatively rare (thanks to fiber-optic delivery of Internet
traffic) and stronger mechanisms are available to ensure correctness of the other
fields (higher-layer checksums or other checks), it was decided to eliminate the
field from the IPv6 header.
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The algorithm used in computing a checksum is also used by most of the
other Internet-related protocols that use checksums and is sometimes known as
the Internet checksum. Note that when an IPv4 datagram passes through a router,
its header checksum must change as a result of decrementing the TTL field. We
discuss the methods for computing the checksum in more detail in Section 5.2.2.

Every IP datagram contains the Source IP Address of the sender of the datagram
and the Destination IP Address of where the datagram is destined. These are 32-bit
values for IPv4 and 128-bit values for IPv6, and they usually identify a single inter-
face on a computer, although multicast and broadcast addresses (see Chapter 2)
violate this rule. While a 32-bit address can accommodate a seemingly large num-
ber of Internet entities (4.5 billion), there is widespread agreement that this num-
ber is inadequate, a primary motivation for moving to IPv6. The 128-bit address
of IPv6 can accommodate a huge number of Internet entities. As was restated in
[HO5], IPv6 has 3.4 x 10°® (340 undecillion) addresses. Quoting from [H05] and oth-
ers: “The optimistic estimate would allow for 3,911,873,538,269,506,102 addresses
per square meter of the surface of the planet Earth.” It certainly seems as if this
should last a very, very long time indeed.

The Internet Checksum

The Internet checksum is a 16-bit mathematical sum used to determine, with
reasonably high probability, whether a received message or portion of a message
matches the one sent. Note that the Internet checksum algorithm is not the same as
the common cyclic redundancy check (CRC) [PB61], which offers stronger protection.

To compute the IPv4 header checksum for an outgoing datagram, the value
of the datagram’s Checksum field is first set to 0. Then, the 16-bit one’s comple-
ment sum of the header is calculated (the entire header is considered a sequence
of 16-bit words). The 16-bit one’s complement of this sum is then stored in the
Checksum field to make the datagram ready for transmission. One’s complement
addition can be implemented by “end-round-carry addition”: when a carry bit
is produced using conventional (two’s complement) addition, the carry is added
back in as a 1 value. Figure 5-3 presents an example, where the message contents
are represented in hexadecimal.

When an IPv4 datagram is received, a checksum is computed across the whole
header, including the value of the Checksum field itself. Assuming there are no
errors, the computed checksum value is always 0 (a one’s complement of the value
FFFF). Note that for any nontrivial packet or header, the value of the Checksum
field in the packet can never be FFFF. If it were, the sum (prior to the final one’s
complement operation at the sender) would have to have been 0. No sum can ever
be 0 using one’s complement addition unless all the bytes are 0—something that
never happens with any legitimate IPv4 header. When the header is found to be
bad (the computed checksum is nonzero), the IPv4 implementation discards the
received datagram. No error message is generated. It is up to the higher layers to
somehow detect the missing datagram and retransmit if necessary.
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Sending

Message: E3 4F 23 96 44 27 99 F3 [00 00] <—|Checksum Field = 0000]

Two’s Complement Sum: 1E4FF

One’s Complement Sum: E4FF+1 = E500

One’s Complement: ~(E500) = ~(1110 0101 0000 0000) = 0001 1010 1111 1111 =
1AFF (the checksum)

Receiving

Message + Checksum =  E34F + 2396 + 4427 + 99F3 + 1AFF = E500 + 1AFF = FFFF
~(Message + Checksum) = 0000

Figure 5-3 The Internet checksum is the one’s complement of a one’s complement 16-bit sum of the
data being checksummed (zero padding is used if the number of bytes being summed is
odd). If the data being summed includes a Checksum field, the field is first set to 0 prior
to the checksum operation and then filled in with the computed checksum. To check
whether an incoming block of data that contains a Checksum field (header, payload, etc.)
is valid, the same type of checksum is computed over the whole block (including the
Checksum field). Because the Checksum field is essentially the inverse of the checksum of
the rest of the data, computing the checksum on correctly received data should produce
a value of 0.

5.2.2.1 Mathematics of the Internet Checksum

For the mathematically inclined, the set of 16-bit hexadecimal values V = {0001,
..., FFFF} and the one’s complement sum operation + together form an Abelian
group. For the combination of a set and an operator to be a group, several proper-
ties need to be obeyed: closure, associativity, existence of an identity element, and
existence of inverses. To be an Abelian (commutative) group, commutativity must
also be obeyed. If we look closely, we see that all of these properties are indeed
obeyed:

e Forany XYinV,(X+Y)isinV [closure]
e Forany XY,ZinV,X+(Y+2Z)=X+Y)+Z [associativity]
e Forany XinV, e + X=X+ e = X where e = FFFF [identity]

¢ Forany XinV, thereis an X" in Vsuch that X + X'=e  [inverse]

e Forany XYinV,(X+Y)=(Y +X) [commutativity]

What is interesting about the set V and the group <V,+> is that we have deleted
the number 0000 from consideration. If we put the number 0000 in the set V, then
<V,+> is not a group any longer. To see this, we first observe that 0000 and FFFF
appear to perform the role of zero (additive identity) using the + operation. For
example, AB12 + 0000 = AB12 = AB12 + FFFF. However, in a group there can be
only one identity element. If we have some element 12AB, and assume the identity
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element is 0000, then we need some inverse X’ so that (12AB + X") = 0000, but we
see that no such value of X’ exists in V that satisfies the criteria. Therefore, we need
to exclude 0000 from consideration as the identity element in <V,+> by removing it
from the set V to make this structure a true group. For an introduction to abstract
algebra, the reader may wish to consult a detailed text on the subject, such as the
popular book by Pinter [P90].

DS Field and ECN (Formerly Called the ToS Byte or IPv6 Traffic Class)

The third and fourth fields of the IPv4 header (second and third fields of the IPv6
header) are the Differentiated Services (called DS Field) and ECN fields. Differenti-
ated Services (called DiffServ) is a framework and set of standards aimed at sup-
porting differentiated classes of service (i.e., beyond just best-effort) on the Internet
[REC2474][RFC2475][RFC3260]. IP datagrams that are marked in certain ways (by
having some of these bits set according to predefined patterns) may be forwarded
differently (e.g., with higher priority) than other datagrams. Doing so can lead
to increased or decreased queuing delay in the network and other special effects
(possibly with associated special fees imposed by an ISP). A number is placed in
the DS Field termed the Differentiated Services Code Point (DSCP). A “code point”
refers to a particular predefined arrangement of bits with agreed-upon meaning.
Typically, datagrams have a DSCP assigned to them when they are given to the
network infrastructure that remains unmodified during delivery. However, poli-
cies (such as how many high-priority packets are allowed to be sent in a period of
time) may cause a DSCP in a datagram to be changed during delivery.

The pair of ECN bits in the header is used for marking a datagram with a
congestion indicator when passing through a router that has a significant amount of
internally queued traffic. Both bits are set by persistently congested ECN-aware
routers when forwarding packets. The use case envisioned for this function is
that when a marked packet is received at the destination, some protocol (such as
TCP) will notice that the packet is marked and indicate this fact back to the sender,
which would then slow down, thereby easing congestion before a router is forced
to drop traffic because of overload. This mechanism is one of several aimed at
avoiding or dealing with network congestion, which we explore in more detail in
Chapter 16. Although the DS Field and ECN field are not obviously closely related,
the space for them was carved out of the previously defined IPv4 Type of Service
and IPv6 Traffic Class fields. For this reason, they are often discussed together, and
the terms “ToS byte” and “Traffic Class byte” are still in widespread use.

Although the original uses for the ToS and Traffic Class bytes are not widely
supported, the structure of the DS Field has been arranged to provide some back-
ward compatibility with them. To get a clear understanding of how this has been
accomplished, we first review the original structure of the Type of Service field
[RFC0791] as shown in Figure 5-4.
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0 2 3 4 5 6 7

Precedence (3 bits) D T R Reserved (0)

Figure 5-4 The original IPv4 Type of Service and IPv6 Traffic Class field structures. The Precedence
subfield was used to indicate which packets should receive higher priority (larger values
mean higher priority). The D, T, and R subfields refer to delay, throughput, and reliabil-
ity. A value of 1 in these fields corresponds to a desire for low delay, high throughput,
and high reliability, respectively.

The D, T, and R subfields are for indicating that the datagram should receive
good treatment with respect to delay, throughput, and reliability. A value of 1 indi-
cates better treatment (low delay, high throughput, high reliability, respectively).
The precedence values range from 000 (routine) to 111 (network control) with
increasing priority (see Table 5-1). They are based on a call preemption scheme
called Multilevel Precedence and Preemption (MLPP) dating back to the U.S. Depart-
ment of Defense’s AUTOVON telephone system [A92], in which lower-precedence
calls could be preempted by higher-precedence calls. These terms are still in use
and are being incorporated into VoIP systems.

Table 5-1 The original IPv4 Type of Service and IPv6 Traffic Class precedence subfield values

Value Precedence Name
000 Routine

001 Priority

010 Immediate

011 Flash

100 Flash Override

101 Critical

110 Internetwork Control
111 Network Control

In defining the DS Field, the precedence values have been taken into account
[RFC2474] so as to provide a limited form of backward compatibility. Referring to
Figure 5-5, the 6-bit DS Field holds the DSCP, providing support for 64 distinct
code points. The particular value of the DSCP tells a router the forwarding treat-
ment or special handling the datagram should receive. The various forwarding
treatments are expressed as per-hop behavior (PHB), so the DSCP value effectively
tells a router which PHB to apply to the datagram. The default value for the DSCP
is generally 0, which corresponds to routine, best-effort Internet traffic. The 64
possible DSCP values are broadly divided into a set of pools for various uses, as
given in [DSCPREG] and shown in Table 5-2.
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ECN
(2 bits)

DS5 DS4 DS3 DS2 DS1 DSO0 (0)

Dro
Class Probat?ility

Figure 5-5 The DS Field contains the DSCP in 6 bits (5 bits are currently standardized to indicate
the forwarding treatment the datagram should receive when forwarded by a compliant
router). The following 2 bits are used for ECN and may be turned on in the datagram
when it passes through a persistently congested router. When such datagrams arrive
at their destinations, the congestion indication is sent back to the source in a later data-
gram to inform the source that its datagrams are passing through one or more congested
routers.

Table 5-2 The DSCP values are divided into three pools: standardized, experimental/local use
(EXP/LU), and experimental/local use that is eventually intended for standardization (*).

Pool Code Point Prefix Policy

1 xxxxx0 Standards
2 xxxx11 EXP/LU

3 xxxx01 EXP/LU(*)

The arrangement provides for some experimentation and local use by
researchers and operators. DSCPs ending in 0 are subject to standardized use,
and those ending in 1 are for experimental/local use (EXP/LU). Those ending in
01 are intended initially for experimentation or local use but with eventual intent
toward standardization.

Referring to Figure 5-5, the class portion of the DS Field contains the first 3 bits
and is based on the earlier definition of the Precedence subfield of the Type of Service
field. Generally, a router is to first segregate traffic into different classes. Traffic
within a common class may have different drop probabilities, allowing the router
to decide what traffic to drop first if it is forced to discard traffic. The 3-bit class
selector provides for eight defined code points (called the class selector code points)
that correspond to PHBs with a specified minimum set of features providing simi-
lar functionality to the earlier IP precedence capability. These are called class selec-
tor compliant PHBs. They are intended to support partial backward compatibility
with the original definition given for the IP Precedence subfield given in [RFC0791].
Code points of the form xxx000 always map to such PHBs, although other values
may also map to the same PHBs.

Table 5-3 indicates the class selector DSCP values with their corresponding
terms for the IP Precedence field from [RFC0791]. The Assured Forwarding (AF)
group provides forwarding of IP packets in a fixed number of independent AF
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classes, effectively generalizing the precedence concept. Traffic from one class
is forwarded separately from other classes. Within a traffic class, a datagram is
assigned a drop precedence. Datagrams of higher drop precedence in a class are
handled preferentially (i.e., are forwarded with higher priority) over those with
lower drop precedence in the same class. Combining the traffic class and drop
precedence, the name AFij corresponds to assured forwarding class i with drop
precedence j. For example, a datagram marked with AF32 is in traffic class 3 with
drop precedence 2.

Table 5-3 The DS Field values are designed to be somewhat compatible with the IP Precedence
subfield specified for the Type of Service and IPv6 Traffic Class field. AF and EF provide
enhanced services beyond simple best-effort.

Name Value Reference Description

CS0 000000 [RFC2474] Class selector (best-effort/routine)
CS1 001000 [REC2474] Class selector (priority)

Cs2 010000 [RFC2474] Class selector (immediate)

CS3 011000 [REC2474] Class selector (flash)

Cs4 100000 [RFC2474] Class selector (flash override)

CS5 101000 [RFC2474] Class selector (CRITIC/ECP)

CSsé6 110000 [RFC2474] Class selector (internetwork control)
CS7 111000 [RFC2474] Class selector (control)

AF11 001010 [RFC2597] Assured Forwarding (class 1,dp 1)
AF12 001100 [REC2597] Assured Forwarding (1,2)

AF13 001110 [REFC2597] Assured Forwarding (1,3)

AF21 010010 [REFC2597] Assured Forwarding (2,1)

AF22 010100 [RFC2597] Assured Forwarding (2,2)

AF23 010110 [RFC2597] Assured Forwarding (2,3)

AF31 011010 [REC2597] Assured Forwarding (3,1)

AF32 011100 [RFC2597] Assured Forwarding (3,2)

AF33 011110 [REC2597] Assured Forwarding (3,3)

AF41 100010 [REC2597] Assured Forwarding (4,1)

AF42 100100 [REC2597] Assured Forwarding (4,2)

AF43 100110 [REC2597] Assured Forwarding (4,3)

EF PHB 101110 [RFC3246] Expedited Forwarding
VOICE-ADMIT 101100 [RFC5865] Capacity-Admitted Traffic

The Expedited Forwarding (EF) service provides the appearance of an uncon-
gested network—that is, EF traffic should receive relatively low delay, jitter, and
loss. Intuitively, this requires the rate of EF traffic going out of a router to be at
least as large as the rate coming in. Consequently, EF traffic will only ever have to
wait in a router queue behind other EF traffic.
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Delivering differentiated services in the Internet has been an ongoing effort
for over a decade. Although much of the standardization effort in terms of mecha-
nisms took place in the late 1990s, only in the twenty-first century are some of its
capabilities being realized and implemented. Some guidance on how to configure
systems to take advantage of these capabilities is given in [RFC4594]. The com-
plexity of differentiated services is due, in part, to the linkage between differenti-
ated services and the presumed differentiated pricing structure and consequent
issues of fairness that would go along with it. Such economic relationships can be
complex and are outside the scope of the present discussion. For more information
on this and related topics, please see [MB97] and [WO03].

IP Options

IP supports a number of options that may be selected on a per-datagram basis.
Most of these options were introduced in [RFC0791] at the time IPv4 was being
designed, when the Internet was considerably smaller and when threats from
malicious users were less of a concern. As a consequence, many of the options are
no longer practical or desirable because of the limited size of the IPv4 header or
concerns regarding security. With IPv6, most of the options have been removed
or altered and are not an integral part of the basic IPv6 header. Instead, they are
placed after the IPv6 header in one or more extension headers. An IP router that
receives a datagram containing options is usually supposed to perform special
processing on the datagram. In some cases IPv6 routers process extension headers,
but many headers are designed to be processed only by end hosts. In some routers,
datagrams with options or extensions are not forwarded as fast as ordinary data-
grams. We briefly discuss the IPv4 options as background and then look at how
IPv6 implements extension headers and options. Table 5-4 shows most of the IPv4
options that have been standardized over the years.

Table 5-4 gives the reserved IPv4 options for which descriptive RFCs can be
found. The complete list is periodically updated and is available online [IPPA-
RAMY]. The options area always ends on a 32-bit boundary. Pad bytes with a value
of 0 are added if necessary. This ensures that the IPv4 header is always a multiple
of 32 bits (as required by the IHL field). The “Number” column in Table 5-4 is the
number of the option. The “Value” column indicates the number placed inside the
option Type field to indicate the presence of the option. These values from the two
columns are not necessarily the same because the Type field has additional struc-
ture. In particular, the first (high-order) bit indicates whether the option should
be copied into fragments if the associated datagram is fragmented. The next 2 bits
indicate the option’s class. Currently, all options in Table 5-4 use option class 0
(control) except Timestamp and Traceroute, which are both class 2 (debugging and
measurement). Classes 1 and 3 are reserved.

Most of the standardized options are rarely or never used in the Internet today.
Options such as Source and Record Route, for example, require IPv4 addresses to
be placed inside the IPv4 header. Because there is only limited space in the header
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Table 5-4 Options, if present, are carried in IPv4 packets immediately after the basic IPv4 header. Options
are identified by an 8-bit option Type field. This field is subdivided into three subfields: Copy (1 bit),
Class (2 bits), and Number (5 bits). Options 0 and 1 are a single byte long, and most others are variable
in length. Variable options consist of 1 byte of type identifier, 1 byte of length, and the option itself.

Name

Number

Value

Length

Description

Reference

Comments

End of List

0

0

1

Indicates no more
options.

[RFC0791]

If required

No Op

Indicates no operation
to perform (used for
padding).

[REC0791]

If required

Source
Routing

131
137

Variable

Sender lists router “way-
points” for packet to tra-
verse when forwarded.
Loose means other
routers can be included
between waypoints
(3,131). Strict means all
waypoints have to be tra-
versed exactly in order
(9,137).

[RFC0791]

Rare, often
filtered

Security and
Handling
Labels

130
133

11

Specifies how to include
security labels and
handling restrictions

with IP datagrams in U.S.

military environments.

[RFC1108]

Historic

Record
Route

Variable

Records the route taken
by a packet in its header.

[RFC0791]

Rare

Timestamp

68

Variable

Records the time of day
at a packet’s source and
destination.

[REC0791]

Rare

Stream ID

136

Carries the 16-bit
SATNET stream
identifier.

[RFC0791]

Historic

EIP

17

145

Variable

Extended Internet
Protocol (an experiment
in the early 1990s)

[RFC1385]

Historic

Traceroute

18

82

Variable

Adds a route-tracing
option and ICMP
message (an experiment
in the early 1990s).

[RFC1393]

Historic

Router Alert

20

148

Indicates that a router
needs to interpret the
contents of the datagram.

[RFC2113]
[RFC5350]

Occasional

Quick-Start

25

25

Indicates fast transport
protocol start
(experimental).

[RFCA4782]

Rare
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(60 bytes total, of which 20 are devoted to the basic IPv4 header), these options are
not very useful in today’s IPv4 Internet where the number of router hops in an
average Internet path is about 15 [LFS07]. In addition, the options are primarily
for diagnostic purposes and make the construction of firewalls more cumbersome
and risky. Thus, IPv4 options are typically disallowed or stripped at the perimeter
of enterprise networks by firewalls (see Chapter 7).

Within enterprise networks, where the average path length is smaller and pro-
tection from malicious users may be less of a concern, options can still be useful.
In addition, the Router Alert option represents somewhat of an exception to the
problems with the other options for use on the Internet. Because it is designed
primarily as a performance optimization and does not change fundamental router
behavior, it is permitted more often than the other options. As suggested previ-
ously, some router implementations have a highly optimized internal pathway for
forwarding IP traffic containing no options. The Router Alert option informs rout-
ers that a packet requires processing beyond the conventional forwarding algo-
rithms. The experimental Quick-Start option at the end of the table is applicable to
both IPv4 and IPv6, and we describe it in the next section when discussing IPv6
extension headers and options.

IPv6 Extension Headers

In IPv6, special functions such as those provided by options in IPv4 can be enabled
by adding extension headers that follow the IPv6 header. The routing and time-
stamp functions from IPv4 are supported this way, as well as some other functions
such as fragmentation and extra-large packets that were deemed to be rarely used
for most IPv6 traffic (but still desired) and thereby did not justify allocating bits
in the IPv6 header to support them. With this arrangement, the IPv6 header is
fixed at 40 bytes, and extension headers are added only when needed. In choosing
the IPv6 header to be of a fixed size, and requiring that extension headers be pro-
cessed only by end hosts (with one exception), the designers of IPv6 have made the
design and construction of high-performance routers easier because the demands
on packet processing at routers can be simpler than with IPv4. In practice, packet-
processing performance is governed by many factors, including the complexity
of the protocol, the capabilities of the hardware and software in the router, and
traffic load.

Extension headers, along with headers of higher-layer protocols such as TCP
or UDP, are chained together with the IPv6 header to form a cascade of headers
(see Figure 5-6). The Next Header field in each header indicates the type of the
subsequent header, which could be an IPv6 extension header or some other type.
The value of 59 indicates the end of the header chain. The possible values for the
Next Header field are available at [[IPOPARAM], and most are provided in Table 5-5.

As we can see from Table 5-5, the IPv6 extension header mechanism distin-
guishes some functions (e.g., routing and fragmentation) from options. The order
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IPv6 Datagram
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IPv6 Header TCP
Next Header = TCP Header TCP Data
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IPv6 Head i TCP
v6 Header Header
Next Header = Routing | NextHeader Header TCP Data
=TCP
40 bytes 20 bytes
«——— TCP Segment ——»
Routing Fragment c
IPv6 Header Header Header TCP
Next Header = Routing | NextHeader | Next Header Header TCP Data
= Fragment =TCP
40 bytes 20 bytes

Figure 5-6 IPv6 headers form a chain using the Next Header field. Headers in the chain
may be IPv6 extension headers or transport headers. The IPv6 header appears
at the beginning of the datagram and is always 40 bytes long.

Table 5-5 The values for the IPv6 Next Header field may indicate extensions or headers for other protocols. The

same values are used with the IPv4 Protocol field, where appropriate.

Header Type Order |Value |References

IPv6 header 1 41 [REC2460][RFC2473]
Hop-by-Hop 2 0 [RFC2460]; must immediately follow
Options (HOPOPT) IPv6 header

Destination Options 3,8 60 [RFC2460]

Routing 4 43 [RFC2460][RFC5095]
Fragment 5 44 [RFC2460]

Encapsulating Security Payload (ESP) |7 50 (See Chapter 18)
Authentication (AH) 6 51 (See Chapter 18)

Mobility (MIPv6) 9 135 | [RFC6275]

(None—no next header) Last 59 [RFC2460]

ICMPv6 Last 58 (See Chapter 8)

UDP Last 17 (See Chapter 10)

TCP Last 6 (See Chapters 13-17)
Various other upper-layer protocols Last — See [AN] for complete list
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of the extension headers is given as a recommendation, except for the location of
the Hop-by-Hop Options, which is mandatory, so an IPv6 implementation must
be prepared to process extension headers in the order in which they are received.
Only the Destination Options header can be used twice—the first time for options
pertaining to the destination IPv6 address contained in the IPv6 header and the
second time (position 8) for options pertaining to the final destination of the data-
gram. In some cases (e.g., when the Routing header is used), the Destination IP
Address field in the IPv6 header changes as the datagram is forwarded to its ulti-
mate destination.

IPv6 Options

As we have seen, IPv6 provides a more flexible and extensible way of incorporat-
ing extensions and options as compared to IPv4. Those options from IPv4 that
ceased to be useful because of space limitations in the IPv4 header appear in IPv6
as variable-length extension headers or options encoded in special extension
headers that can accommodate today’s much larger Internet. Options, if present,
are grouped into either Hop-by-Hop Options (those relevant to every router along a
datagram’s path) or Destination Options (those relevant only to the recipient). Hop-
by-Hop Options (called HOPOPTs) are the only ones that need to be processed
by every router a packet encounters. The format for encoding options within the
Hop-by-Hop and Destination Options extension headers is common.

The Hop-by-Hop and Destination Options headers are capable of holding
more than one option. Each of these options is encoded as type-length-value (TLV)
sets, according to the format shown in Figure 5-7.

0 15 16
. C Tvee | AntPatalam |7
é"gi‘g h | Subfield Opt Data Len Option Data
g | (5bits) @bits) | T
Option Type

Figure 5-7 Hop-by-hop and Destination Options are encoded as TLV sets. The first byte gives
the option type, including subfields indicating how an IPv6 node should behave if the
option is not recognized, and whether the option data might change as the datagram is
forwarded. The Opt Data Len field gives the size of the option data in bytes.

The TLV structure shown in Figure 5-7 includes 2 bytes followed by a variable-
length number of data bytes. The first byte indicates the type of the option and
includes three subfields. The first subfield gives the action to be taken by an IPv6
node attempting to process the option that does not recognize the 5-bit option Type
subfield. Its possible values are presented in Table 5-6.
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Table 5-6 The 2 high-order bits in an IPv6 TLV option type indicate whether an IPv6 node should
forward or drop the datagram if the option is not recognized, and whether a message
indicating the datagram'’s fate should be sent back to the sender.

Value Action

00 Skip option, continue processing

01 Discard the datagram (silently)

10 Discard the datagram and send an ICMPv6 Parameter Problem message to

the source address

11 Same as 10, but send the ICMPv6 message only if the offending packet’s
destination was not multicast

If an unknown option were included in a datagram destined for a multicast
destination, a large number of nodes could conceivably generate traffic back to the
source. This can be avoided by use of the 11-bit pattern for the Action subfield. The
flexibility of the Action subfield is useful in the development of new options. A
newly specified option can be carried in datagrams and simply ignored by those
routers that do not understand it, helping to promote incremental deployment of
new options. The Change bit field (Chg in Figure 5-7) is set to 1 when the option data
may be modified as the datagram is forwarded. The options shown in Table 5-7
have been defined for IPv6.

Table 5-7 Options in IPv6 are carried in either Hop-by-Hop (H) or Destination (D) Options exten-
sion headers. The option Type field contains the value from the “Type” column with the
Action and Change subfields denoted in binary. The “Length” column contains the value
of the Opt Data Len byte from Figure 5-7. The Pad1 option is the only one lacking this byte.

Option Name Header |Action |Change |Type Length |References
Padl HD 00 0 0 N/A [RFC2460]
PadN HD 00 0 1 var [RFC2460]
Jumbo Payload H 11 0 194 4 [REC2675]
Tunnel Encapsulation |D 00 0 4 4 [RFC2473]
Limit

Router Alert H 00 0 5 4 [REC2711]
Quick-Start H 00 1 6 8 [RFC4782]
CALIPSO H 00 0 7 8+ [REC5570]
Home Address D 11 0 201 16 [RFC6275]

5.3.1.1 Pad1 and PadN

IPv6 options are aligned to 8-byte offsets, so options that are naturally smaller are
padded with 0 bytes to round out their lengths to the nearest 8 bytes. Two padding
options are available to support this, called Padl and PadN. The Padl option (type 0)
is the only option that lacks Length and Value fields. It is simply 1 byte long and
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contains the value 0. The PadN option (type 1) inserts 2 or more bytes of padding
into the options area of the header using the format of Figure 5-7. For n bytes of
padding, the Opt Data Len field contains the value (1 - 2).

5.3.1.2 IPv6 Jumbo Payload

In some TCP/IP networks, such as those used to interconnect supercomputers,
the normal 64KB limit on the IP datagram size can lead to unwanted overhead
when moving large amounts of data. The IPv6 Jumbo Payload option specifies an
IPv6 datagram with payload size larger than 65,535 bytes, called a jumbogram. This
option need not be implemented by nodes attached to links with MTU sizes below
64KB. The Jumbo Payload option provides a 32-bit field for holding the payload
size for datagrams with payloads of sizes between 65,535 and 4,294,967,295 bytes.

When a jumbogram is formed for transmission, its normal Payload Length field
is set to 0. As we shall see later, the TCP protocol makes use of the Payload Length
field in order to compute its checksum using the Internet checksum algorithm
described previously. When the Jumbo Payload option is used, TCP must be care-
ful to use the length value from the option instead of the regular Length field in
the base header. Although this procedure is not difficult, larger payloads can lead
to an increased chance of undetected error [RFC2675].

5.3.1.3 Tunnel Encapsulation Limit

Tunneling refers to the encapsulation of one protocol in another that does not con-
form to traditional layering (see Chapters 1 and 3). For example, IP datagrams may
be encapsulated inside the payload portion of another IP datagram. Tunneling can
be used to form virtual overlay networks, in which one network (e.g., the Internet)
acts as a well-connected link layer for another layer of IP [TWEFO03]. Tunnels can
be nested in the sense that datagrams that are in a tunnel may themselves be
placed in a tunnel, in a recursive fashion.

When sending an IP datagram, a sender does not ordinarily have much con-
trol over how many tunnel levels are ultimately used for encapsulation. Using this
option, however, a sender can specify this limit. A router intending to encapsulate
an IPv6 datagram into a tunnel first checks for the presence and value of the Tun-
nel Encapsulation Limit option. If the limit value is 0, the datagram is discarded
and an ICMPv6 Parameter Problem message (see Chapter 8) is sent to the source
of the datagram (i.e., the previous tunnel entry point). If the limit is nonzero, the
tunnel encapsulation is permitted, but the newly formed (encapsulating) IPv6
datagram must include a Tunnel Encapsulation Limit option whose value is 1 less
than the option value in the arriving datagram. In effect, the encapsulation limit
acts like the IPv4 TTL or IPv6 Hop Limit field, but for levels of tunnel encapsulation
instead of forwarding hops.

5.3.1.4 Router Alert

The Router Alert option indicates that the datagram contains information that
needs to be processed by a router. It is used for the same purpose as the IPv4
Router Alert option. [RTAOPTS] gives the current set of values for the option.
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5.3.1.5 Quick-Start

The Quick-Start (QS) option is used in conjunction with the experimental Quick-
Start procedure for TCP/IP specified in [RFC4782]. It is applicable to both IPv4 and
IPv6 but at present is suggested only for private networks and not the global Inter-
net. The option includes a value encoding the sender’s desired transmission rate in
bits per second, a QS TTL value, and some additional information. Routers along
the path may agree that supporting the desired rate is acceptable, in which case
they decrement the QS TTL and leave the rate request unchanged when forward-
ing the containing datagram. When they disagree (i.e., wish to support a lower
rate), they can reduce the number to an acceptable rate. Routers that do not recog-
nize the QS option do not decrement the QS TTL. A receiver provides feedback to
the sender, including the difference between the received datagram’s IPv4 TTL or
IPv6 Hop Limit field and its QS TTL, along with the resulting rate that may have
been adjusted by the routers along the forward path. This information is used by
the sender to determine its sending rate (which, for example, may exceed the rate
TCP it would otherwise use). Comparison of the TTL values is used to ensure that
every router along the path participates in the QS negotiation; if any routers are
found to be decrementing the IPv4 TTL (or IPv6 Hop Limit) field and not modify-
ing the QS TTL value, QS is not enabled.

5.3.1.6 CALIPSO

This option is used for supporting the Common Architecture Label IPv6 Security
Option (CALIPSO) [RFC5570] in certain private networks. It provides a method to
label datagrams with a security-level indicator, along with some additional infor-
mation. In particular, it is intended for use in multilevel secure networking envi-
ronments (e.g., government, military, and banking) where the security level of all
data must be indicated by some form of label.

5.3.1.7 Home Address

This option holds the “home” address of the IPv6 node sending the datagram
when IPv6 mobility options are in use. Mobile IP (see Section 5.5) specifies a set of
procedures for handling IP nodes that may change their point of network attach-
ment without losing their higher-layer network connections. It has a concept of
a node’s “home,” which is derived from the address prefix of its typical location.
When roaming away from home, the node is generally assigned a different IP
address. This option allows the node to provide its normal home address in addi-
tion to its (presumably temporarily assigned) new address while traveling. The
home address can be used by other IPv6 nodes when communicating with the
mobile node. If the Home Address option is present, the Destination Options
header containing it must appear after a Routing header and before the Fragment,
Authentication, and ESP headers (see Chapter 18), if any of them is also present.
We discuss this option in more detail in the context of Mobile IP.
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5.3.2

Routing Header

The IPv6 Routing header provides a mechanism for the sender of an IPv6 data-
gram to control, at least in part, the path the datagram takes through the network.
At present, two different versions of the routing extension header have been speci-
fied, called type 0 (RHO) and type 2 (RH2), respectively. RHO has been deprecated
because of security concerns [RFC5095], and RH2 is defined in conjunction with
Mobile IP. To best understand the Routing header, we begin by discussing RHO
and then investigate why it has been deprecated and how it differs from RH2. RHO
specifies one or more IPv6 nodes to be “visited” as the datagram is forwarded. The

header is shown in Figure 5-8.

15 16

31

Next Header
(8 bits)

Header Extension
Length (8 bits)

Routing Type (0)
(8 bits)

Segments Left
(8 bits)

Reserved (0)
(32 bits)

IP Address [1]
(128 bits)

IP Address [n]
(128 bits)

Figure 5-8 The now-deprecated Routing header type 0 (RHO) generalizes the IPv4 loose and strict
Source Route and Record Route options. It is constructed by the sender to include IPv6
node addresses that act as waypoints when the datagram is forwarded. Each address can
be specified as a loose or strict address. A strict address must be reached by a single IPv6
hop, whereas a loose address may contain one or more other hops in between. The IPv6
Destination IP Address field in the base header is modified to contain the next waypoint

address as the datagram is forwarded.

The IPv6 Routing header shown in Figure 5-8 generalizes the loose Source
and Record Route options from IPv4. It also supports the possibility of routing on
identifiers other than IPv6 addresses, although this feature is not standardized
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and is not discussed further here. For standardized routing on IPv6 addresses,
RHO allows the sender to specify a vector of IPv6 addresses for nodes to be visited.

The header contains an 8-bit Routing Type identifier and an 8-bit Segments
Left field. The type identifier for IPv6 addresses is 0 for RHO and 2 for RH2. The
Segments Left field indicates how many route segments remain to be processed—
that is, the number of explicitly listed intermediate nodes still to be visited before
reaching the final destination. The block of addresses starts with a 32-bit reserved
field set by the sender to 0 and ignored by receivers. The addresses are nonmulti-
cast IPv6 addresses to be visited as the datagram is forwarded.

A Routing header is not processed until it reaches the node whose address is
contained in the Destination IP Address field of the IPv6 header. At this time, the
Segments Left field is used to determine the next hop address from the address vec-
tor, and this address is swapped with the Destination IP Address field in the IPv6
header. Thus, as the datagram is forwarded, the Segments Left field grows smaller,
and the list of addresses in the header reflects the node addresses that forwarded
the datagram. The forwarding procedure is better understood with an example
(see Figure 5-9).

SRC: S

DST: Ry SRC: S

Left: 3 DST: Rs

A1: Ry Left: 1

A2: R, A1: R4

A3:D A2: R,
A3:D

SRC: S SRC: S
DST: R, DST: D
Left: 2 Left: 0
A1: R, A1: R,
A2: R, A2: R,
A3:D A3: R;

Figure 5-9 Using an IPv6 Routing header (RHO), the sender (S) is able to direct the datagram
through the intermediate nodes R, and R.. The other nodes traversed are determined by
the normal IPv6 routing. Note that the destination address in the IPv6 header is updated
at each hop specified in the Routing header.

In Figure 5-9 we can see how the Routing header is processed by intermedi-
ate nodes. The sender (S) constructs the datagram with destination address R,
and a Routing header (type 0) containing the addresses R,, R,, and D. The final
destination of the datagram is the last address in the list (D). The Segments Left
field (labeled “Left” in Figure 5-9) starts at 3. The datagram is forwarded toward
R, automatically by S and R . Because R s address is not present in the datagram,
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no modifications of the Routing header or addresses are performed by R . Upon
reaching R, the destination address from the base header is swapped with the first
address listed in the Routing header and the Segments Left field is decremented.

As the datagram is forwarded, the process of swapping the destination
address with the next address from the address list in the Routing header repeats
until the last destination listed in the Routing header is reached.

We can arrange to include a Routing header with a simple command-line
option to the ping6 command in Windows XP (Windows Vista and later include
only the ping command, which incorporates IPv6 support):

C:\> ping6 -r -s 2001:db8::100 2001:db8::1

This command arranges to use the source address 2001:db8::100 when sending a
ping request to 2001:db8::1. The -r option arranges for a Routing header (RHO0)
to be included. We can see the outgoing request using Wireshark (see Figure 5-10).

Al ip6-rthdr.tr - Wireshark

Eile Edit Wiew Go Capbure Analyze  3tatistics  Telephony Tools Help

Bwoee PEXEE AeraTL(BE QAR @DB % B

Mo, Time Frotocol | Source Destination Info ]
10, O e - 22100 e 2

Frame 1: 118 bytes on wire (844 hits), 118 bytes captured (944 bits)
Ethernet II, Src: 00:05:4e:da:24:bb (00:05:4e:4a:24:bk), Dst: 00:04:5a:9F:9e:80 (00:04:52:97:92:80)
= Internet Protocol wersion &, Src: 2001:db8::100 (2001:dbB8::100), pst: 2001:dbB::1 (2001:db8::1)
0110 ... = version: &
See. 0000 0000 ... L. Ll L s = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: Ox00000000
Payload length: 64
Mext header: IPvE routing (0x2b)
Hop Timit: 128
Source: 2001:db8::100 (2001:dbS::100)
pestination: 2001:db8::1 (2001:db8::1)
= Routing Header, Type : IPv& Source Routing (0)
Mext header: ICMPvE (0Ox3a)
Length: 2 (24 hytes)
Type: IPvE source Routing (00
Left segments: 1
Address: 2001:db8::100 (2001:db8: :100)
Internet Control Message Protocol ve

0000 00 05 4de 4a 24 bb 86 dd 60 00

0010 20 01 od b3 00 00 00 Q0

0020 20 0 00 00 00 ... L L.l

0020 J1]

0040 o] iN 0 00

0050 3 [ 7 68 Ga  ww...0ab cdefghij

0060 T1 72 F3 74 75 Fe 77 6l 62 &3 kImnopgr stuwwabc =
0070 ] defghi 7

Figure 5-10 The ping request appears as an ICMPv6 Echo Request in Wireshark. The IPv6 header
includes a Next Header field indicating that the packet contains a type 0 Routing header,
followed by an ICMPv6 header. The number of segments in the RHO left to be processed
is one (2001:db8::100).

The ping message appears as an ICMPv6 Echo Request packet (see Chapter
8). By following the Next Header field values, we can see that the base header is
followed by a Routing header. In the Routing header, we can see that the type is
0 (indicating an RHO), and there is one segment (hop) left to process. The hop is
specified by the first slot in the address list (number 0): 2001:db8::100.
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5.3.3

As mentioned previously, RHO has been deprecated by [RFC5095] because of
a security concern that allows RHO to be used to increase the effectiveness of DoS
attacks. The problem is that RHO allows the same address to be specified in mul-
tiple locations within the Routing header. This can lead to traffic being forwarded
many times between two or more hosts or routers along a particular path. The
potentially high traffic loads that can be created along particular paths in the net-
work can cause disruption to other traffic flows competing for bandwidth across
the same path. Consequently, RHO has been deprecated and only RH2 remains as
the sole Routing header supported by IPv6. RH2 is equivalent to RHO except it has
room for only a single address and uses a different value in the Routing Type field.

Fragment Header

The Fragment header is used by an IPv6 source when sending a datagram larger
than the path MTU of the datagram’s intended destination. Path MTU and how
it is determined are discussed in more detail in Chapter 13, but 1280 bytes is a
network-wide link-layer minimum MTU for IPv6 (see section 5 of [RFC2460]). In
IPv4, any host or router can fragment a datagram if it is too large for the MTU on
the next hop, and fields within the second 32-bit word of the IPv4 header indicate
the fragmentation information. In IPv6, only the sender of the datagram is permit-
ted to perform fragmentation, and in such cases a Fragment header is added.

The Fragment header includes the same information as is found in the IPv4
header, but the Identification field is 32 bits instead of the 16 that are used for IPv4.
The larger field provides the ability for more fragmented packets to be outstand-
ing in the network simultaneously. The Fragment header uses the format shown
in Figure 5-11.

0 15 16 31
Next Header Reserved (0) Fragment Offset Res |, Fragment
(8 bits) (8 bits) (13 bits) (2 bits) Extension
I Header
Identification
(32 bits) (8 bytes)

Figure 5-11 The IPv6 Fragment header contains a 32-bit Identification field (twice as large as the Iden-
tification field in IPv4). The M bit field indicates whether the fragment is the last of an
original datagram. As with IPv4, the Fragment Offset field gives the offset of the payload
into the original datagram in 8-byte units.

Referring to Figure 5-11, the Reserved field and 2-bit Res field are both zero
and ignored by receivers. The Fragment Offset field indicates where the data that
follows the Fragment header is located, as a positive offset in 8-byte units, relative
to the “fragmentable part” (see the next paragraph) of the original IPv6 datagram.
The M bit field, if set to 1, indicates that more fragments are contained in the
datagram. A value of 0 indicates that the fragment contains the last bytes of the
original datagram.
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The datagram serving as input to the fragmentation process is called the
“original packet” and consists of two parts: the “unfragmentable part” and the
“fragmentable part.” The unfragmentable part includes the IPv6 header and any
included extension headers required to be processed by intermediate nodes to the
destination (i.e., all headers up to and including the Routing header, otherwise
the Hop-by-Hop Options extension header if only it is present). The fragmentable
part constitutes the remainder of the datagram (i.e., Destination Options header,
upper-layer headers, and payload data).

When the original packet is fragmented, multiple fragment packets are pro-
duced, each of which contains a copy of the unfragmentable part of the origi-
nal packet, but for which each IPv6 header has the Payload Length field altered to
reflect the size of the fragment packet it describes. Following the unfragmentable
part, each new fragment packet contains a Fragment header with an appropriately
assigned Fragment Offset field (e.g., the first fragment contains offset 0) and a copy
of the original packet’s Identification field. The last fragment has its M (More Frag-
ments) bit field set to 0.

The following example illustrates the way an IPv6 source might fragment a
datagram. In the example shown in Figure 5-12, a payload of 3960 bytes is frag-
mented such that no fragment’s total packet size exceeds 1500 bytes (a typical MTU
for Ethernet), yet the fragment data sizes still are arranged to be multiples of 8 bytes.

Original Packet
IPv6 Header IP Data -
o res (3960 bytes) Payltzggl_th_g?hogo3960

f—————————————— 1496 bytes ———

-4——— 1448 bytes ——

First Fragment

IPv6 Header Frag Length = 1496
@obytes) | Gt IP Data Payload Length = 1456
Offset = 0 Data Length = 1448

MF = 1
Identification = 2439898

Second Fragment

IPv6 Header Frag Length = 1496
Head IP Dat
@obyes) | et aa Payload Length = 1456
Offset = 181 Data Length = 1448
MF =1

Identification = 2439898

Third (final) Fragment

IPv6 Header Hzraadger IP Data Length =1112
(40bytes) | g1 tes) | (1064 bytes) Payload Length = 1072
Offset = 362 Data Length = 1064
MF=0

Identification = 2439898

Figure 5-12 An example of IPv6 fragmentation where a 3960-byte payload is split into three frag-
ment packets of size 1448 bytes or less. Each fragment contains a Fragment header with
the identical Identification field. All but the last fragment have the More Fragments field
(M) set to 1. The offset is given in 8-byte units—the last fragment, for example, con-
tains data beginning at offset (362 * 8) = 2896 bytes from the beginning of the original
packet’s data. The scheme is similar to fragmentation in IPv4.
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In Figure 5-12 we see how the larger original packet has been fragmented
into three smaller packets, each containing a Fragment header. The IPv6 header’s
Payload Length field is modified to reflect the size of the data and newly formed
Fragment header. The Fragment header in each fragment contains a common Iden-
tification field , and the sender ensures that no distinct original packets are assigned
the same field value within the expected lifetime of a datagram on the network.

The Offset field in the Fragment header is given in 8-byte units, so fragmenta-
tion is performed at 8-byte boundaries, which is why the first and second fragments
contain 1448 data bytes instead of 1452. Thus, all but the last fragment (possibly) is a
multiple of 8 bytes. The receiver must ensure that all fragments of an original data-
gram have been received before performing reassembly. The reassembly procedure
aggregates the fragments, forming the original datagram. As with fragmentation in
IPv4 (see Chapter 10), fragments may arrive out of order at the receiver but are reas-
sembled in order to form a datagram that is given to other protocols for processing.

We can see the construction of an IPv6 fragment using this command on Win-
dows 7:

C:\> ping -1 3952 ££f01::2

Figure 5-13 shows the Wireshark output of the activity on the network as it runs.

"4l ip6frag-win?.td

File Edt bWew Go Capturs Analyze Statistics Telephony Tools Internals Help

Bueee REXEAlacsaT i (BB Qaaal @EEx @

Mo, Time Source Destination  Protocal | Info

10 o T 7 2 IPvE IPvE T

20 7 2 IPvE T M| [

3 0.002145 :2f58:e6f7 ffol::2 1CMPv6 Echo (ping) reguest id=0x0001, seg=43

4 4.838179 :2f58:e6f7 ffol::2  IPve IPvE Tragment (nxt=ICMPvE (Ox3a) off=0 Jd=0x12)

5 4.830406 :2f58:e6f7 ffol::2 IPvE IPvE fragment (nxt=ICMPvE (Ox3a) off=1448 Jd=0x12)
6 4.840326 :2f58:e6f7 ffol::2 1CMPv6 Echo (ping) reguest id=0x0001, seg=44

7 9.845752 :2f58:e6f7 ffol::2  IPve IPvE fragment (nxt=ICMPvE (O0x3a) off=0 Jdd=0x14)

8 0.846073 :2f58:e6f7 ffol::2 IPvE IPvE fragment (nxt=ICMPvE (Ox3a) off=1448 Jd=0x14)
9 0.847880 :2f58:e6f7 ffol::2 1CMPv6 Echo (ping) reguest id=0x0001, seg=45
10 14.837626 fes0:: :2f58:e6f7 ffol::2  IPve IPvE fragment (nxt=ICMPvE (O0x3a) off=0 Jd=0x16)
11 14.838850 fes0:: :2f58:e6f7 ffol::2 IPvE IPvE fragment (nxt=ICMPvE (Ox3a) off=1448 Jd=0x16)
12 14.841029 fe80::8cdb7:c661:2T58:e6f7 ffOl::2 1cwPvE Echo (ping) reguest Jd=0x0001, seqg=46

|
® Ethernet II, Src: 20:6a:8a:31:7c:74 (20:6a:8a:31:7cC:74), DsT: 33:33:00:00:00:02 (33:33:00:00:00:02)
= Internet Protocol version 6, src: FeB0::8db7:ceel:2f58:e6f7 (fe80::8cdh7:c661:2758:e6F7), pst: ffol::2 (ff
® 0110 .... = version: @
B, 0000 0000 ... L. e el e = Traffic class: 0x00000000
............ Q000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 1456
Mext header: IPve fragment (Ox2c)
Hop Timit: 128
source: feB0::8dh7:c661:2f58:26F7 (Fes0::8db7:ce6l:2f58:26F7)
pestination: ffol::2 (ffol::2)
= Fragmentation Header
Mext header: ICMPVE (Ox3a)
0000 0000 0000 0... = offset: 0 (0Ox0000)
............... 1 = Mare Fragment: ¥es
Identification: 0x00000010
Reassembled IPvE in frame: 3
= Data (1448 hytes)
Data: B00035620001002h6162636465666768606a6b6cad6aeaf70. .. =
[Length: 1448] ~
>

12| |5

Figure 5-13 The ping program generates ICMPv6 packets (see Chapter 8) containing 3960 IPv6
payload bytes in this example. These packets are fragmented to produce three packet
fragments, each of which is small enough to fit in the Ethernet MTU size of 1500 bytes.
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In Figure 5-13 we see the fragments constituting four ICMPv6 Echo Request
messages sent to the IPv6 multicast address ££01::2. Each request requires frag-
mentation because the -1 3952 option indicates that 3952 data bytes are to be car-
ried in the data area of each ICMPv6 message (leading to an IPv6 payload length
of 3960 bytes due to the 8-byte ICMPv6 header). The IPv6 source address is link-
local. To determine the target’s link-layer multicast address, a mapping procedure
specific to IPv6 is performed, described in Chapter 9. The ICMPv6 Echo Request
(generated by the ping program) spans several fragments, which Wireshark reas-
sembles to display once it has processed all the constituent fragments. Figure 5-14
shows the second fragment in more detail.
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Frame 2: 1510 bytes on wire (12080 hits), 1510 hytes captured (12080 bits)
@ Ethernet II, Src: 20:6a:8a:31:7c:74 (20:6a:8a:31:7c:74), Dst: 33:33:00:00:00:02 (33:33:00:00:00:02)
= Internet Protocol Version &, Src: TeB80::8db7:ca6l:2f58:e6F7 (feB80::8db7:c661:2758:86F7), Dst: ffol::2 (Ffol

0110 .... = Version: &
0000 0000 «vvr vvvt viie i e = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
rayload length: 1456
Next header: IPvé fragment (0x2c)
Hop Timit: 128
source: Te80::8db7:ca61:2f58:06F7 (Te80::8db7:caa1:258:86F7)
pestination: ffol::2 (Ffol::2)
Fragmentation Header
Mext header: ICMPWE (Ox3a)
0000 0101 1010 1... = offset: 181 (0x00h3)
............... 1 = More Fragment: yes
Identification: 0x00000010
Reassembled Ipwé din frame: 3

= Data (1448 bytes)

Data: 6F707172737473576776162636465606768606a0h6cadoeat. ..
[Length: 1448]

>

Figure 5-14 The second fragment of an ICMPv6 Echo Request contains 1448 IPv6 payload bytes

including the 8-byte Fragment header. The presence of the Fragment header indicates
that the overall datagram was fragmented at the source, and the Offsef field of 181 indi-
cates that this fragment contains data starting at byte offset 1448. The More Fragments
bit field being set indicates that other fragments are needed to reassemble the datagram.
All fragments from the same original datagram contain the same Identification field (2
in this case).

In Figure 5-14 we see the IPv6 header, with payload length 1448 bytes, as
expected. The Next Header field contains the value 44 (0x2c) we saw in Table 5-5,
indicating that a Fragment header follows the IPv6 header. The Fragment header
indicates that the following header is for ICMPv6, meaning there are no more
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extension headers. Also, the Offset field is 181, meaning this fragment contains
data at byte offset 1448 in the original datagram. We know it is not the last frag-
ment because the More Fragments field is set (displayed as Yes by Wireshark). Fig-
ure 5-15 shows the final fragment of the initial ICMPv6 Echo Request datagram.

"l ipsfrag-win7.td

Fle Edt View Go Capture Analyze Statistics Telsphony Tools Inkernals  Hsip

BWdee EEX2E AcraTL|(EE QQAR $FEMB%| B

No. | Time Source Destination | Protacol | Info
1 0.000000 feB0::8dh7:ce6l:2f5 12 IPYE Ipva fragment C(hxt=ICMPvG (0x3a) off=0 jd=0x10)
IPVG Py X3 48 id=0x10)

IPva fragment (nxt=ICMPVE (0x3a) o Fd=0x12)
IPYE Ipva fragment (nxt=ICMPvG (0x3a) off=1448 qd=0x12)
IcMPvE Echo (ping) reguest id=0x0001, seq=44
IPYEG Ipva fragment C(hxt=ICMPvG (0x3a) off=0 jd=0x14)
IPYE Ipva fragment C(nxt=ICMPvG (0x3a) off=1448 qd=0x14)
IcMPvE Echo (ping) reguest id=0x0001, seq=45
IPYEG Ipva fragment C(hxt=ICMPvG (0x3a) off=0 jd=0xla)
IPYE Ipva fragment C(nxt=ICMPvG (0x3a) off=1448 id=0x1l6)
ICMPvE Echo (ping) reguest id=0x0001, seq=46
) 2
® Frame 3: 1126 bytes on wire (9008 bits), 1126 hytes captured (9008 hits)
® Ethernet II, Src: 20:6a:8a:31:7c:74 (20:6a:8a:31:7c:74), Dst: 33:33:00:00:00:02 (33:33:00:00:00:02)
= Internet Protocol version 6, src: fel80::8db7:ce6l:2f58:e6f7 (fes0::8db7:ce6l:2f58:26F7), Dst: ffol::2 (ffol
® 0110 .... = version: 6
Eo.ew. 0000 0000 ..o. ooin cuen i il = Traffic class: 0x00000000
............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 1072
Wext header: IPvE fragment (0x2c)
Hop Timit: 128
source: Te80::8db7:c661:2758:e6F7 (feB80::8db7:c661:2f58:0677)
pestination: ffol::2 (ffol::2)
= Fragmentation Header
Next header: ICMPyE (0x3a)

L8381
.833406 fel0:: 12f58:
.840326 fe80::8db7:c661:2f58:
.B45752  fel0::8db7ic66l:2f58:
.846973  fel0::8db7:c66l:2F58:
.847880 fe80::8db7:c661:2f58:
10 14.837626 fTeB0::8dh7:ceel:2f58:
11 14.838850 fTeB0::8dh7:cael:2f58:
12 14.841029 feB0::8db7:ceel:2f58:e6f7 FFOl::

(Y. (RS . I
RTINS

0000 1011 0101 ©... = offset: 362 (0x016a)
............ ..0 = More Fragment: HO
Tdentification: 0x00000010

= [3 IPvE Fragments (3960 bytes): #1(1448), #2(1448), #3(1084)]
[Frame: 1, payload: 0-1447 (1448 bytes)]
[Frame: 2, payload: 1448-28%5 (1448 bytes])]
[Frame: 3, payload: 2896-3959 (1064 bytes])]
[Fragment count: 3]

[reassembled IPv6 Tlength: 3960]
= Internet control Message Protocol wé
Type: Echo (ping) reguest (128)

Code: 0
Checksum: 0x3562 [correct]
Tdentifier: 0x0001
Seguence: 43

® Data (3952 bytes)

2

Figure 5-15 The last fragment of the first ICMPv6 Echo Request datagram has an offset of 362 * 8
= 2896 and payload length of 1072 bytes (1064 bytes of the original datagram’s payload
plus 8 bytes of Fragment header). The More Fragments bit field being set to 0 indicates
that this is the last fragment, and the original datagram’s total payload length is 2896
+ 1064 = 3960 bytes (3956 bytes of ICMP data plus 8 bytes for the ICMPv6 header; see
Chapter 8).

In Figure 5-15 we see that the Offset field has the value 362, but this is in 8-byte
units, meaning that the byte offset relative to the original datagram is 362 * 8 =
2896. The Total Length field has the value 1072, which includes 8 bytes for the Frag-
ment header. Wireshark computes the fragmentation pattern for us, indicating
that the first and second fragments contained the first and second sets of 1448
bytes, and the final fragment contained 1064. All in all, the fragmentation process
added 40*2 + 8*3 = 104 bytes to be carried by the network layer (two additional
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IPv6 headers plus an 8-byte Fragment header for each fragment). If we add link-
layer overhead, the total comes to 104 + (2*18) = 140 bytes. (Each new Ethernet
frame includes a 14-byte header and a 4-byte CRC.)

IP Forwarding

Conceptually, IP forwarding is simple, especially for a host. If the destination is
directly connected to the host (e.g., a point-to-point link) or on a shared network
(e.g., Ethernet), the IP datagram is sent directly to the destination—a router is not
required or used. Otherwise, the host sends the datagram to a single router (called
the default router) and lets the router deliver the datagram to its destination. This
simple scheme handles most host configurations.

In this section we investigate the details of this simple situation and also how
IP forwarding works when the situation is not as simple. We begin by noting that
most hosts today can be configured to be routers as well as hosts, and many home
networks use an Internet-connected PC to act as a router (and also a firewall, as
we discuss in Chapter 7). What differentiates a host from a router to IP is how IP
datagrams are handled: a host never forwards datagrams it does not originate,
whereas routers do.

In our general scheme, the IP protocol can receive a datagram either from
another protocol on the same machine (TCP, UDD, etc.) or from a network inter-
face. The IP layer has some information in memory, usually called a routing table or
forwarding table, which it searches each time it receives a datagram to send. When a
datagram is received from a network interface, IP first checks if the destination IP
address is one of its own IP addresses (i.e., one of the IP addresses associated with
one of its network interfaces) or some other address for which it should receive
traffic such as an IP broadcast or multicast address. If so, the datagram is delivered
to the protocol module specified by the Protocol field in the IPv4 header or Next
Header field in the IPv6 header. If the datagram is not destined for one of the IP
addresses being used locally by the IP module, then (1) if the IP layer was config-
ured to act as a router, the datagram is forwarded (that is, handled as an outgoing
datagram as described in Section 5.4.2); or (2) the datagram is silently discarded.
Under some circumstances (e.g., no route is known in case 1), an ICMP message
may be sent back to the source indicating an error condition.

Forwarding Table

The IP protocol standards do not dictate the precise data required to be in a for-
warding table, as this choice is left up to the implementer of the IP protocol. Nev-
ertheless, several key pieces of information are generally required to implement
the forwarding table for IP, and we shall discuss these now. Each entry in the
routing or forwarding table contains the following information fields, at least
conceptually:
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¢ Destination: This contains a 32-bit field (or 128-bit field for IPv6) used for
matching the result of a masking operation (see the next bulleted item).
The destination can be as simple as zero, for a “default route” covering all
destinations, or as long as the full length of an IP address, in the case of a
“host route” that describes only a single destination.

* Mask: This contains a 32-bit field (128-bit field for IPv6) applied as a bitwise
AND mask to the destination IP address of a datagram being looked up in
the forwarding table. The masked result is compared with the set of desti-
nations in the forwarding table entries.

* Next-hop: This contains the 32-bit IPv4 address or 128-bit IPv6 address of
the next IP entity (router or host) to which the datagram should be sent. The
next-hop entity is typically on a network shared with the system perform-
ing the forwarding lookup, meaning the two share the same network prefix
(see Chapter 2).

* Interface: This contains an identifier used by the IP layer to reference the
network interface that should be used to send the datagram to its next hop.
For example, it could refer to a host’s 802.11 wireless interface, a wired Eth-
ernet interface, or a PPP interface associated with a serial port. If the for-
warding system is also the sender of the IP datagram, this field is used in
selecting which source IP address to use on the outgoing datagram (see
Section 5.6.2.1).

IP forwarding is performed on a hop-by-hop basis. As we can see from this
forwarding table information, the routers and hosts do not contain the complete
forwarding path to any destination (except, of course, those destinations that are
directly connected to the host or router). IP forwarding provides the IP address of
only the next-hop entity to which the datagram is sent. It is assumed that the next
hop is really “closer” to the destination than the forwarding system is, and that
the next-hop router is directly connected to (i.e,, shares a common network pre-
fix with) the forwarding system. It is also generally assumed that no “loops” are
constructed between the next hops so that a datagram does not circulate around
the network until its TTL or hop limit expires. The job of ensuring correctness of
the routing table is given to one or more routing protocols. Many different routing
protocols are available to do this job, including RIP, OSPF, BGP, and IS-IS, to name a
few (see, for example, [DC05] for more detail on routing protocols).

IP Forwarding Actions

When the IP layer in a host or router needs to send an IP datagram to a next-hop
router or host, it first examines the destination IP address (D) in the datagram.
Using the value D, the following longest prefix match algorithm is executed on the
forwarding table:
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1. Search the table for all entries for which the following property holds:
(D~ m) d where m, is the value of the mask field associated with the for-
wardmg entry e havmg index j, and d.is the value of the destination field
associated with ¢. This means that the destination IP address D is bitwise
ANDed with the mask in each forwarding table entry (m), and the result is
compared against the destination in the same forwardmg table entry (d).
If the property holds, the entry (¢, here) is a “match” for the destination IP
address. When a match happens the algorithm notes the entry index (j
here) and how many bits in the mask m; were set to 1. The more bits set to
1, the “better” the match.

2. The best matching entry e, (i.e., the one with the largest number of 1 bits in
its mask m,) is selected, and its next-hop field n, is used as the next-hop IP
address in forwarding the datagram.

If no matches in the forwarding table are found, the datagram is undeliverable.
If the undeliverable datagram was generated locally (on this host), a “host unreach-
able” error is normally returned to the application that generated the datagram. On
a router, an ICMP message is normally sent back to the host that sent the datagram.

In some circumstances, more than one entry may match an equal number of 1
bits. This can happen, for example, when more than one default route is available
(e.g., when attached to more than one ISP, called multihoming). The end-system
behavior in such cases is not set by standards and is instead specific to the operat-
ing system’s protocol implementation. A common behavior is for the system to sim-
ply choose the first match. More sophisticated systems may attempt to load-balance
or split traffic across the multiple routes. Studies suggest that multihoming can be
beneficial not only for large enterprises, but also for residential users [THLO06].

Examples

To get a solid understanding of how IP forwarding works both in the simple local
environment (e.g., same LAN) and in the somewhat more complicated multihop
(global Internet) environment, we look at two cases. The first case, where all sys-
tems are using the same network prefix, is called direct delivery, and the other case
is called indirect delivery (see Figure 5-16).

5.4.3.1 Direct Delivery

First consider a simple example. Our Windows XP host (with IPv4 address S and
MAC address S), which we will just call S, has an IP datagram to send to our Linux
host (IPv4 address D, MAC address D), which we will call D. These systems are
interconnected using a switch. Both hosts are on the same Ethernet (see inside
front cover). Figure 5-16 (top) shows the delivery of the datagram. When the IP
layer in S receives a datagram to send from one of the upper layers such as TCP or
UDP it searches its forwarding table. We would expect the forwarding table on S
to contain the information shown in Table 5-8.
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DST:D
SRC: S

Layer 2 (e.g., Ethernet) Header

SRC: S
DST: D

Layer 3 (IP) Header

DST: R1a

SRC: 8

SRC: S
DST:D

Direct
o Delivery
D
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DST: R2a DST: R3a DST: R4a DST:D
SRC: R1b SRC: R2b SRC: R3b SRC: R4b
SRC: S SRC: S SRC: S SRC: S
DST: D DST: D DST: D DST: D

Figure 5-16 Direct delivery does not require the presence of a router—IP datagrams are encapsu-
lated in a link-layer frame that directly identifies the source and destination. Indirect
delivery involves a router—data is forwarded to the router using the router’s link-layer
address as the destination link-layer address. The router’s IP address does not appear
in the IP datagram (unless the router itself is the source or destination, or when source

routing is used).

In Table 5-8, the destination IPv4 address D (10.0.0.9) matches both the first
and second forwarding table entries. Because it matches the second entry bet-
ter (25 bits instead of none), the “gateway” or next-hop address is 10.0.0.100, the
address S. Thus, the gateway portion of the entry contains the address of the send-
ing host’s own network interface (no router is referenced), indicating that direct
delivery is to be used to send the datagram.

Table 5-8 The (unicast) IPv4 forwarding table at host S contains only two entries. Host S is config-
ured with IPv4 address and subnet mask 10.0.0.100/25. Datagrams destined for addresses
in the range 10.0.0.1 through 10.0.0.126 use the second forwarding table entry and are sent
using direct delivery. All other datagrams use the first entry and are given to router R
with IPv4 address 10.0.0.1.

Destination Mask Gateway (Next Hop) Interface
0.0.0.0 0.0.0.0 10.0.0.1 10.0.0.100
10.0.0.0 255.255.255.128 10.0.0.100 10.0.0.100
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The datagram is encapsulated in a lower-layer frame destined for the target
host D. If the lower-layer address of the target host is unknown, the ARP protocol
(for IPv4; see Chapter 4) or Neighbor Solicitation (for IPv6; see Chapter 8) opera-
tion may be invoked at this point to determine the correct lower-layer address, D.
Once known, the destination address in the datagram is D’s IPv4 address (10.0.0.9),
and D is placed in the Destination IP Address field in the lower-layer header. The
switch delivers the frame to D based solely on the link-layer address D; it pays no

attention to the IP addresses.

5.4.3.2 Indirect Delivery

Now consider another example. Our Windows host has an IP datagram to send
to the host £tp.uu.net, whose IPv4 address is 192.48.96.9. Figure 5-16 (bottom)
shows the conceptual path of the datagram through four routers. First, the Win-
dows machine searches its forwarding table but does not find a matching prefix
on the local network. It uses its default route entry (which matches every destina-
tion, but with no 1 bits at all). The default entry indicates that the appropriate next-
hop gateway is 10.0.0.1 (the “a side” of the router R1). This is a typical scenario for
a home network.

Recall that in the direct delivery case, the source and destination IP addresses
correspond to those associated with the source and destination hosts. The same
is true for the lower-layer (e.g., Ethernet) addresses. In indirect delivery, the
IP addresses correspond to the source and destination hosts as before, but the
lower-layer addresses do not. Instead, the lower-layer addresses determine which
machines receive the frame containing the datagram on a per-hop basis. In this
example, the lower-layer address needed is the Ethernet address of the next-hop
router R1’s a-side interface, the lower-layer address corresponding to IPv4 address
10.0.0.1. This is accomplished by ARP (or a Neighbor Solicitation request if this
example were using IPv6) on the network interconnecting S and R1. Once R1
responds with its a-side lower-layer address, S sends the datagram to R1. Delivery
from S to R1 takes place based on processing only the lower-layer headers (more
specifically, the lower-layer destination address). Upon receipt of the datagram, R1
checks its forwarding table. The information in Table 5-9 would be typical.

Table 5-9 The forwarding table at R1 indicates that address translation should be performed for
traffic. The router has a private address on one side (10.0.0.1) and a public address on the
other (70.231.132.85). Address translation is used to make datagrams originating on the
10.0.0.0/25 network appear to the Internet as though they had been sent from 70.231.132.85.

Destination Mask Gateway (Next Hop) |Interface Note

0.0.0.0 0.0.0.0 70.231.159.254 70.231.132.85 NAT
10.0.0.0 255.255.255.128 10.0.0.100 10.0.0.1 NAT




Section 5.4 IP Forwarding 213

When R1 receives the datagram, it realizes that the datagram’s destination IP
address is not one of its own, so it forwards the datagram. Its forwarding table is
searched and the default entry is used. The default entry in this case has a next
hop within the ISP servicing the network, 70.231.159.254 (this is R2’s a-side inter-
face). This address happens to be within SBC’s DSL network called by the some-
what cumbersome name ads1-70-231-159-254.dsl.snfc2l.sbcglobal.net.
Because this router is in the global Internet and the Windows machine’s source
address is the private address 10.0.0.100, R1 performs Network Address Translation
(NAT) on the datagram to make it routable on the Internet. The NAT operation
results in the datagram having the new source address 70.231.132.85, which cor-
responds to R1’s b-side interface. Networks that do not use private addressing (e.g.,
ISPs and larger enterprises) avoid the last step and the original source address
remains unchanged. NAT is described in more detail in Chapter 7.

When router R2 (inside the ISP) receives the datagram, it goes through the
same steps that the local router R1 did (except for the NAT operation). If the data-
gram is not destined for one of its own IP addresses, the datagram is forwarded.
In this case, the router usually has not only a default route but several others,
depending on its connectivity to the rest of the Internet and its own local policies.

Note that IPv6 forwarding varies only slightly from conventional IPv4 for-
warding. Aside from the larger addresses, IPv6 uses a slightly different mecha-
nism (Neighbor Solicitation messages) to ascertain the lower-layer address of its
next hop. It is described in more detail in Chapter §, as it is part of ICMPv6. In
addition, IPv6 has both link-local addresses and global addresses (see Chapter 2).
While global addresses behave like regular IP addresses, link-local addresses can
be used only on the same link. In addition, because all the link-local addresses
share the same IPv6 prefix (fe80::/10), a multihomed host may require user input
to determine which interface to use when sending a datagram destined for a link-
local destination.

To illustrate the use of link-local addresses, we start with our Windows XP
machine, assuming IPv6 is enabled and operational:

C:\> ping6 fe80::204:5aff:fe9f:9e80
Pinging fe80::204:5aff:fe9f:9e80 with 32 bytes of data:
No route to destination.
Specify correct scope-id or use -s to specify source address.
C:\> ping6 fe80::204:5aff:fe9f:9e80%6

Pinging fe80::204:5aff:fe9f:9e80%6
from fe80::205:4eff:feda:24bb%6 with 32 bytes of data:

Reply from fe80::204:5aff:fe9f:9e80%6: bytes=32 time=1ms
Reply from fe80::204:5aff:fe9f:9e80%6: bytes=32 time=1lms
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Reply from fe80::204:5aff:fe9f:9e80%6: bytes=32 time=1lms
Reply from fe80::204:5aff:fe9f:9e80%6: bytes=32 time=1lms

Ping statistics for fe80::204:5aff:fe9f:9e80%6:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = lms, Average = 1lms

Here we see that failing to specify which interface to use for outbound link-
local traffic results in an error. In Windows XP, we can specify either a scope ID or
a source address. In this example we specify the scope ID as an interface number
using the %6 extension to the destination address. This informs the system to use
interface number 6 as the correct interface when sending the ping traffic.

To see the path taken to an IP destination, we can use the traceroute pro-
gram (called tracert on Windows, which has a slightly different set of options)
with the -n option to not convert IP addresses to names:

Linux% traceroute -n ftp.uu.net
traceroute to ftp.uu.net (192.48.96.9), 30 hops max, 38 byte packets
1 70.231.159.254 9.285 ms 8.404 ms 8.887 ms
206.171.134.131 8.412 ms 8.764 ms 8.661 ms
216.102.176.226 8.502 ms 8.995 ms 8.644 ms
151.164.190.185 8.705 ms 8.673 ms 9.014 ms
151.164.92.181 9.149 ms 9.057 ms 9.537 ms
151.164.240.134 9.680 ms 10.389 ms 11.003 ms
151.164.41.10 11.605 ms 37.699 ms 11.374 ms
12.122.79.97 13.449 ms 12.804 ms 13.126 ms
12.122.85.134 15.114 ms 15.020 ms 13.654 ms
MPLS Label=32307 CoS=5 TTL=1 S=0
10 12.123.12.18 16.011 ms 13.555 ms 13.167 ms
11 192.205.33.198 15.594 ms 15.497 ms 16.093 ms
12 152.63.57.102 15.103 ms 14.769 ms 15.128 ms
13 152.63.34.133 77.501 ms 77.593 ms 76.974 ms
14 152.63.38.1 77.906 ms 78.101 ms 78.398 ms
15 207.18.173.162 81.146 ms 81.281 ms 80.918 ms
16 198.5.240.36 77.988 ms 78.007 ms 77.947 ms
17 198.5.241.101 81.912 ms 82.231 ms 83.115 ms

W 0o J o Ul WN

This program lists each of the IP hops traversed while sending a series of data-
grams to the destination ftp.uu.net (192.48.96.9). The traceroute program
uses a combination of UDP datagrams (with increasing TTL over time) and ICMP
messages (used to detect each hop when the UDP datagrams expire) to accomplish
its task. Three UDP packets are sent at each TTL value, providing three round-
trip-time measurements to each hop. Traditionally, traceroute has carried only
IP information, but here we also see the following line:

MPLS Label=32307 CoS=5 TTL=1 S=0
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This indicates that Multiprotocol Label Switching (MPLS) [RFC3031] is being used
on the path, and the label ID is 32307, class of service is 5, TTL is 1, and the message
is not the bottom of the MPLS label stack (S = 0; see [RFC4950]). MPLS is a form
of link-layer network capable of carrying multiple network-layer protocols. Its
interaction with ICMP is described in [RFC4950], and its handling of IPv4 packets
containing options is described in [RFC6178]. Many network operators use it for
traffic engineering purposes (i.e., controlling where network traffic flows through
their networks).

Discussion

In the examples we have just seen there are a few key points that should be kept in
mind regarding the operation of IP unicast forwarding;:

1. Most of the hosts and routers in this example used a default route consist-
ing of a single forwarding table entry of this form: mask 0, destination 0,
next hop <some IP address>. Indeed, most hosts and most routers at the
edge of the Internet can use a default route for everything other than desti-
nations on local networks because there is only one interface available that
provides connectivity to the rest of the Internet.

2. The source and destination IP addresses in the datagram never change
once in the regular Internet. This is always the case unless either source
routing is used, or when other functions (such as NAT, as in the example)
are encountered along the data path. Forwarding decisions at the IP layer
are based on the destination address.

3. A different lower-layer header is used on each link that uses addressing,
and the lower-layer destination address (if present) always contains the
lower-layer address of the next hop. Therefore, lower-layer headers rou-
tinely change as the datagram is moved along each hop toward its des-
tination. In our example, both Ethernet LANs encapsulated a link-layer
header containing the next hop’s Ethernet address, but the DSL link did
not. Lower-layer addresses are normally obtained using ARP (see Chapter
4) for IPv4 and ICMPv6 Neighbor Discovery for IPv6 (see Chapter 8).

Mobile IP

So far we have discussed the conventional ways that IP datagrams are forwarded
through the Internet, as well as private networks that use IP. One assumption of the
model is that a host’s IP address shares a prefix with its nearby hosts and routers. If
such a host should move its point of network attachment, yet remain connected to
the network at the link layer, all of its upper-layer (e.g., TCP) connections would fail
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because either its IP address would have to be changed or routing would not deliver
packets to the (moved) host properly. A multiyear (actually, multidecade!) effort
known as Mobile IP addresses this issue. (Other protocols have also been suggested;
see [RFC6301].) Although there are versions of Mobile IP for both IPv4 [RFC5944]
(MIPv4) and IPv6 [RFC6275], we focus on Mobile IPv6 (called MIPv6) because it is
more flexible and somewhat easier to explain. Also, it currently appears more likely
to be deployed in the quickly growing smartphone market. Note that we do not
discuss MIPv6 comprehensively; it is sufficiently complex to merit a book on its own
(e.g.,, [RCO5]). Nonetheless, we will cover its basic concepts and principles.

Mobile IP is based on the idea that a host has a “home” network but may visit
other networks from time to time. While at home, ordinary forwarding is per-
formed, according to the algorithms discussed in this chapter. When away from
home, the host keeps the IP address it would ordinarily use at home, but some
special routing and forwarding tricks are used to make the host appear to the
network, and to the other systems with which it communicates, as though it is
attached to its home network. The scheme depends on a special type of router
called a “home agent” that helps provide routing for mobile nodes.

Most of the complexity in MIPv6 involves signaling messages and how they
are secured. These messages use various forms of the Mobility extension header
(Next Header field value 135 in Table 5-5, often just called the mobility header), so
Mobile IP is, in effect, a special protocol of its own. The [ANA maintains a registry
of the various header types (17 are reserved currently), along with many other
parameters associated with MIPv6 [MP]. We shall focus on the basic messages
specified in [RFC6275]. Other messages are used to implement “fast handovers”
[RFC5568], changing of the home agent [RFC5142], and experiments [RFC5096].
To understand MIPv6, we begin by introducing the basic model for IP mobility
and the associated terminology.

The Basic Model: Bidirectional Tunneling

Figure 5-17 shows the entities involved in making MIPv6 work. Much of the termi-
nology also applies to MIPv4 [RFC5944]. A host that might move is called a mobile
node (MN), and the hosts with which it is communicating are called correspon-
dent nodes (CNs). The MN is given an IP address chosen from the network prefix
used in its home network. This address is known as its home address (HoA). When
it travels to a visited network, it is given an additional address, called its care-of
address (CoA). In the basic model, whenever a CN communicates with an MN,
the traffic is routed through the MN's home agent (HA). HAs are a special type of
router deployed in the network infrastructure like other important systems (e.g.,
routers and Web servers). The association between an MN'’s HoA and its CoA is
called a binding for the MN.

The basic model (see Figure 5-17) works in cases where an MN’s CNs do not
engage in the MIPv6 protocol. This model is also used for network mobility (called
“NEMO” [RFC3963]), when an entire network is mobile. When the MN (or mobile
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Figure 5-17 Mobile IP supports the ability of nodes to change their point of network attachment and keep
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network connections operating. The mobile node’s home agent helps to forward traffic for mobiles
it serves and also plays a role in route optimization, which can substantially improve routing per-
formance by allowing mobile and correspondent nodes to communicate directly.

network router) attaches to a new point in the network, it receives its CoA and
sends a binding update message to its HA. The HA responds with a binding acknowl-
edgment. Assuming that all goes well, traffic between the MN and CNss is thereaf-
ter routed through the MN’s HA using a two-way form of IPv6 packet tunneling
[REC2473] called bidirectional tunneling. These messages are ordinarily protected
using IPsec with the Encapsulating Security Payload (ESP) (see Chapter 18). Doing so
ensures that an HA is not fooled into accepting a binding update from a fake MN.

Route Optimization (RO)

Bidirectional tunneling makes MIPv6 work in a relatively simple way, and with
CNs that are not Mobile-IP-aware, but the routing can be extremely inefficient,
especially if the MN and CNs are near each other but far away from the MN’s HA.
To improve upon the inefficient routing that may occur in basic MIPv6, a process
called route optimization (RO) can be used, provided it is supported by the various
nodes involved. As we shall see, the methods used to ensure that RO is secure and
useful are somewhat complicated. We shall sketch only its basic operations. For a
more detailed discussion, see [RFC6275] and [RFC4866]. For a discussion of the
design rationale behind RO security, see [RFC4225].
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When used, RO involves a correspondent registration whereby an MN notifies
its CNis of its current CoA to allow routing to take place without help from the HA.
RO operates in two parts: one part involves establishing and maintaining the reg-
istration bindings; another involves the method used to exchange datagrams once
all bindings are in place. To establish a binding with its CNs, an MN must prove
to each CN that it is the proper MN. This is accomplished by a Return Routability
Procedure (RRP). The messages that support RRP are not protected using IPsec as
are the messages between an MN and its HA. Expecting IPsec to work between
an MN and any CN was believed to be too unreliable (IPv6 requires IPsec sup-
port but does not require its use). Although the RRP is not as strong as IPsec, it
is simpler and covers most of the security threats of concern to the designers of
Mobile IP.

The RRP uses the following mobility messages, all of which are subtypes of the
IPv6 Mobility extension header: Home Test Init (HoIT), Home Test (HoT), Care-of
Test Init (CoTl), Care-of Test (CoT). These messages verify to a CN that a particu-
lar MN is reachable both at its home address (HoIl and HoT messages) and at its
care-of addresses (CoIT and Col messages). The protocol is shown in Figure 5-18.

Home Agent (HA)

Mobile Node (MN)
IPsec Tunnel
¥

Mobile node uses tokens in HoT and
CoT messages to derive a key for
binding updates with CN

Cor <

Sy
©

c=«(l)|10H=====
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Correspondent Node (CN) N

Figure 5-18 The return routability check procedure used in sending binding updates from an MN
to a CN in order to enable route optimization. The check aims to demonstrate to a CN
that an MN is reachable at both its home address and its care-of address. In this figure,
messages routed indirectly are indicated with dashed arrows. The numbers indicate
the ordering of messages, although the HoTI and CoIl messages can be sent by an MN
in parallel.
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To understand the RRP, we take the simplest case of a single MN, its HA, and
a CN as shown in Figure 5-18. The MN begins by sending both a HoIT and CoTl
message to the CN. The HoIl message is forwarded through the HA on its way
to the CN. The CN receives both messages in some order and responds with a
HoT and CoT message to each, respectively. The Hol message is sent to the MN
via the HA. Inside these messages are random bit strings called tokens, which the
MN uses to form a cryptographic key (see Chapter 18 for a discussion of the basics
of cryptography and keys). The key is then used to form authenticated binding
updates that are sent to the CN. If successful, the route can be optimized and data
can flow directly between an MN and a CN, as shown in Figure 5-19.

SRC: MN CoA

DST: CN
Home Adar Option Correspondent Node (C

MN HoA
To CN @)

From CN

SRC: CN

Mobile Node (MN) ER)thT}:-IZArNZCOA

MN HoA

Figure 5-19 Once a binding is established between an MN and a CN, data flows directly between
them. The direction from MN to CN uses an IPv6 Home Address Destination option.
The reverse direction uses a type 2 Routing header (RH2).

Once a binding has been established successfully, data may flow directly
between an MN and its CNs without the inefficiency of bidirectional tunneling.
This is accomplished using an IPv6 Destination option for traffic moving from
the MN to a CN and a type 2 Routing header (RH2) for traffic headed in the
reverse direction, as detailed in Figure 5-19. The packets from MN to CN include
a Source IP Address field of the MN’s CoA, which avoids problems associated with
ingress filtering [RFC2827] that might cause packets containing the MN’s HoA in
the Source IP Address field to be dropped. The MN’s HoA, contained in the Home
Address option, is not processed by routers, so it passes through to the CN with-
out modification. On the return path, packets are destined for the MN’s CoA. After
successfully receiving a returning packet, the MN processes the extension headers
and replaces the destination IP address with the HoA contained in the RH2. The
resulting packet is delivered to the rest of the MN'’s protocol stack, so applications
“believe” they are using the MN'’s HoA instead of its CoA for establishing connec-
tions and other actions.
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Discussion

There are a number of issues with Mobile IP. It is designed to address a certain
type of mobility in which a node’s IP address may change while the underlying
link layer remains more or less connected. This type of usage is not common for
portable computers, which tend to shut down or be put to sleep when being moved
from place to place. The usage model requiring Mobile IP (and MIPv6 in particu-
lar) is more likely to be a large number of smartphones that use IP. Such devices
may be running real-time applications (e.g., VoIP) that have latency requirements.
Consequently, several approaches are being explored to reduce the amount of time
required to execute binding updates. These include fast handovers [RFC5568], a
modification to MIPv6 called Hierarchical MIPv6 (HMIPv6) [RFC5380], and a
modification in which the mobile signaling ordinarily required of an MN is per-
formed by a proxy (called proxy MIPv6 or PMIPv6 [RFC5213]).

Host Processing of IP Datagrams

Although routers do not ordinarily have to consider which IP addresses to place
in the Source IP Address and Destination IP Address fields of the packets they for-
ward, hosts must consider both. Applications such as Web browsers may attempt
to make connections to a named host or server that can have multiple addresses.
The client system making such connections may also have multiple addresses.
Thus, there is some question as to which address (and version of IP) should be
used when sending a datagram. A more subtle point we shall explore is whether
to accept traffic destined for a local IP address if it arrives on the wrong interface
(i.e., one that is not configured with the destination address present in a received
datagram).

Host Models

Although it may appear to be a straightforward decision to determine whether a
received unicast datagram matches one of a host’s IP addresses and should be pro-
cessed, this decision depends on the host model of the receiving system [RFC1122]
and is most relevant for multihomed hosts. There are two host models, the strong
host model and the weak host model. In the strong host model, a datagram is accepted
for delivery to the local protocol stack only if the IP address contained in the Desti-
nation IP Address field matches one of those configured on the interface upon which
the datagram arrived. In systems implementing the weak host model, the oppo-
site is true—a datagram carrying a destination address matching any of the local
addresses may arrive on any interface and is processed by the receiving protocol
stack, irrespective of the network interface upon which it arrived. Host models also
apply to sending behavior. That is, a host using the strong host model sends data-
grams from a particular interface only if one of the interface’s configured addresses
matches the Source IP Address field in the datagram being sent.
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Figure 5-20 illustrates a case where the host model becomes important. In
this example, two hosts (A and B) are connected through the global Internet but
also through a local network. If host A is set up to conform to the strong host
model, packets it receives destined for 203.0.113.1 from the Internet or destined for
192.0.2.1 from the local network are dropped. This situation can arise, for example,
if host B is configured to obey the weak host model. It may choose to send pack-
ets to 192.0.2.1 using the local network (e.g., because doing so may be cheaper or
faster). This situation seems unfortunate, as A receives what appear to be perfectly
legitimate packets, yet drops them merely because it is operating according to the
strong host model. So a reasonable question would be: Why is it ever a good idea
to use the strong host model?

192.0.2.1 198.51.100.1

203.0.113.2

203.0.113.1

Figure 5-20 Hosts may be connected by more than one interface. In such cases, they must decide
which addresses to use for the Source IP Address and Destination IP Address fields of the
packets they exchange. The addresses used result from a combination of each host’s for-
warding table, application of an address selection algorithm [RFC 3484], and whether
hosts are operating using a weak or strong host model.

The attraction of using the strong host model relates to a security concern.
Referring to Figure 5-20, consider a malicious user on the Internet who injects a
packet destined for the address 203.0.113.2. This packet could also include a forged
(“spoofed”) source IP address (e.g., 203.0.113.1). If the Internet cooperates in rout-
ing such a packet to B, applications running on B may be tricked into believing
they have received local traffic originating from A. This can have significant nega-
tive consequences if such applications make access control decisions based on the
source IP address.

The host model, for both sending and receiving behavior, can be configured
in some operating systems. In Windows (Vista and later), strong host behavior is
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the default for sending and receiving for IPv4 and IPv6. In Linux, the IP behavior
defaults to the weak host model. BSD (including Mac OS X) uses the strong host
model. In Windows, the following commands can be used to configure weak host
receive and send behavior, respectively:

C:\> netsh interface ipvX set interface <ifname> weakhostreceive=Yabled

C:\> netsh interface ipvX set interface <ifname> weakhostsend=Yabled

For these commands, <ifname> is replaced with the appropriate interface name;
X is replaced with either 4 or 6, depending on which version of IP is being con-
figured; and Y is replaced with either en or dis, depending on whether weak
behavior is to be enabled or disabled, respectively.

Address Selection

When a host sends an IP datagram, it must decide which of its IP addresses to
place in the Source IP Address field of the outgoing datagram, and which destina-
tion address to use for a particular destination host if multiple addresses for it are
known. In some cases the source address is already known because it is provided
by an application or because the packet is being sent in response to a previously
received packet on the same connection (see, for example, Chapter 13 for how
addresses are managed with TCP).

In modern IP implementations, the IP addresses used in the Source IP Address
and Destination IP Address fields of the datagram are selected using a set of pro-
cedures called source address selection and destination address selection. Historically,
most Internet hosts had only one IP address for external communication, so select-
ing the addresses was not terribly difficult. With the advent of multiple addresses
per interface and the use of IPv6 in which simultaneous use of addresses with
multiple scopes is normal, some procedure must be used. The situation is further
complicated when communication is to take place between two hosts that imple-
ment both IPv4 and IPv6 (“dual-stack” hosts; see [RFC4213]). Failure to select the
correct addresses can lead to asymmetric routing, unwanted filtering, or discard-
ing of packets. Fixing such problems can be a challenge.

[RFC3484] gives the rules for selecting IPv6 default addresses; IPv4-only hosts
do not ordinarily have such complex issues. In general, applications can invoke
special API operations to override the default behavior, as suggested previously.
Even then, tricky deployment situations may still arise [RFC5220]. The default
rules in [RFC3484] are to prefer source/destination address pairs where the
addresses are of the same scope, to prefer smaller over larger scopes, to avoid the
use of temporary addresses when other addresses are available, and to otherwise
prefer pairs with the longest common prefix. Global addresses are preferred over
temporary addresses when available. The specification also includes a method of
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providing “administrative override” to the default rules, but this is deployment-
specific and we do not discuss it further.

The selection of default addresses is controlled by a policy table, present (at
least conceptually) in each host. It is a longest-matching-prefix lookup table, simi-
lar to a forwarding table used with IP routing. For an address A, a lookup in this
table produces a precedence value for A, P(A), and a label for A, L(A). A higher pre-
cedence value indicates greater preference. The labels are used for grouping of
similar address types. For example if L(S) = L(D), the algorithm prefers to use the
pair (S,D) as a source/destination pair. If no other policy is specified, [RFC3484]
suggests that the policy values from Table 5-10 be used.

Table 5-10  The default host policy table, according to [RFC3484]. Higher precedence values indicate
a greater preference.

Prefix Precedence P() Label L()
=1/128 50 0
/0 40 1
2002::/16 30 2
/96 20 3
::ff££:0:0/96 10 4

This table, or one configured at a site based upon administrative configura-
tion parameters, is used to drive the address selection algorithm. The function
CPL(A,B) or “common prefix length” is the length, in bits, of the longest com-
mon prefix between IPv6 addresses A and B, starting from the left-most signifi-
cant bit. The function S(A) is the scope of IPv6 address A mapped to a numeric
value with larger scopes mapping to larger values. If A is link-scoped and B is
global scope, then S(A) < S(B). The function M(A) maps an IPv4 address A to an
IPv4-mapped IPv6 address. Because the scope properties of IPv4 addresses are
based on the value of the address itself, the following relations need to be defined:
S(M(169.254.x.x)) = S(M(127.x.x.X)) < S(M(private address space)) < S(M(any other
address)). The notation A(A) is the lifecycle of the address (see Chapter 6). A (A) <
A (B) if A is a deprecated address (i.e., one whose use is discouraged) and B is a pre-
ferred address (i.e., an address preferred for active use). Finally, H(A) is true if A is
a home address and C(A) is true if A is a care-of address. These last two terms are
used only in the context of Mobile IP.

5.6.2.1 The Source Address Selection Algorithm

The source address selection algorithm defines a candidate set CS(D) of potential
source addresses based on a particular destination address D. There is a restriction
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that anycast, multicast, and the unspecified address are never in CS(D) for any D.
We shall use the notation R(A) to indicate the rank of address A in the set CS(D).
A higher rank (i.e., greater value of R(A)) for A versus B in CS(D), denoted R(A) >
R(B), means that A is preferred to B for use as a source address for reaching the
machine with address D. The notation R(A) *> R(B) means to assign A a higher
rank than B in CS(D). The notation I(D) indicates the interface selected (i.e., by
the forwarding longest matching prefix algorithm described previously) to reach
destination D. The notation @(i) is the set of addresses assigned to interface i. The
notation T(A) is the Boolean true if A is a temporary address (see Chapter 6) and
false otherwise.

The following rules are applied to establish a partial ordering between
addresses A and B in CS(D) for destination D:

1. Prefer same address: if A = D, R(A) *> R(B); if B = D, R(B) *> R(A).

2. Prefer appropriate scope: if S(A) < S(B) and S(A) < S(D), R(B) *> R(A) else
R(A) *> R(B); if S(B) < S(A) and S(B) < S(D), R(A) *> R(B) else R(B) *> R(A).

3. Avoid deprecated addresses: if S(A) = S(B), { if A(A) < A(B), R(B) *> R(A) else
R(A) *> R(B) }.

4. Prefer home address: if H(A) and C(A) and —(C(B) and H(B)), R(A) *> R(B);
if H(B) and C(B) and —(C(A) and H(A)), R(B) *> R(A); if (H(A) and —C(A))
and (—H(B) and C(B)), R(A) *> R(B); if (H(B) and —-C(B)) and (—H(A) and
C(A)), R(B) *> R(A).

5. Prefer outgoing interface: if A € @(I(D)) and B € @(I(D)), R(A) *> R(B); if B
€@(I(D)) and A € @(I(D)), R(B) *> R(A).

6. Prefer matching label: if L(A) = L(D) and L(B) # L(D), R(A) *> R(B); if L(B) =
L(D) and L(A) # L(D), R(B) *> R(A).

7. Prefer nontemporary addresses: if T(B) and —T(A), R(A) *> R(B); if T(A) and
—TI(B), R(B) *> R(A).

8. Use longest matching prefix: if CPL(A,D) > CPL(B,D), R(A) *> R(B); if
CPL(B,D) > CPL(A,D), R(B) *> R(A).

The partial ordering rules can be used to form a total ordering of all the can-
didate addresses in CS(D). The one with the largest rank is the selected source
address for destination D, denoted Q(D), and is used by the destination address
selection algorithm. If Q(D) = & (null), no source could be determined for destina-
tion D.

5.6.2.2 The Destination Address Selection Algorithm

We now turn to the problem of default destination address selection. It is specified
in a way similar to source address selection. Recall that Q(D) is the source address
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selected in the preceding example to reach the destination D. Let U(B) be the Bool-
ean true if destination B is not reachable and E(A) indicate that destination A is
reached using some “encapsulating transport” (e.g., tunneled routing). Using the
same structure as before on pairwise elements A and B of the set SD(S), we have
the following rules:

1. Avoid unusable destinations: if U(B) or Q(B) = &, R(A) *> R(B); if U(A) or
Q(A) =9, R(B) *> R(A).

2. Prefer matching scope: if S(A) = S(Q(A)) and S(B) = S(Q(B)), R(A) *> R(B); if
S(B) = S(Q(B)) and S(A) # S(Q(A)), R(B)*>R(A).

3. Avoid deprecated addresses: if A (Q(A)) < A (Q(B)), R(B) *> R(A); if A (Q(B))
<A (Q(A)), R(A) *> R(B).

4. Prefer home address: if H(Q(A)) and C(Q(A)) and —(C(Q(B)) and H(Q(B))),
R(A) *> R(B); if (Q(B)) and C(Q(B)) and —(C(Q(A)) and H(Q(A))), R(B) *>
R(A); if (H(Q(A)) and —C(Q(A))) and (=H(Q(B)) and C(Q(B))), R(A) *> R(B);
if (H(Q(B)) and —=C(Q(B))) and (=H(Q(A)) and C(Q(A))), R(B) *> R(A).

5. Prefer matching label: if L(Q(A)) = L(A) and L(Q(B)) # L(B), R(A) *> R(B); if
L(Q(A)) # L(A) and L(Q(B)) = L(B), R(B) *> R(A).

6. Prefer higher precedence: if P(A) > P(B), R(A) *> R(B); if P(A) < P(B), R(B) *>
R(A).

7. Prefer native transport: if E(A) and —E(B), R(B) *> R(A); if E(B) and —E(4),
R(A) *> R(B).

8. Prefer smaller scope: if S(A) < S(B), R(A) *> R(B) else R(B) *> R(A).

9. Use longest matching prefix: if CPL(A, Q(A)) > CPL(B, Q(B)), R(A) *> R(B);
if CPL(A, Q(A)) < CPL (B, Q(B)), R(B) *> R(A).

10. Otherwise, leave rank order unchanged.

As with source address selection, these rules form a partial ordering between
two elements of the set of possible destinations in the set of destinations SD(S) for
source S. The highest-rank address gives the output for the destination address
selection algorithm. As mentioned previously, some issues have been raised
regarding operation of this algorithm (e.g., step 9 of the destination address selec-
tion can lead to problems with DNS round-robin; see Chapter 11). As a result,
an update to [RFC3484] is being considered [RFC3484-revise]. Importantly, this
revision addresses how so-called Unique Local IPv6 Unicast Addresses (ULAs)
[RFC4193] are treated by the address selection algorithms. ULAs are globally
scoped IPv6 addresses that are constrained to be used only within a common
(private) network.
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Attacks Involving IP

There have been a number of attacks on the IP protocol over the years, based pri-
marily on the operation of options, or by exploiting bugs in specialized code (such
as fragment reassembly). Simple attacks involve trying to get a router to crash or
perform poorly because one or more of the IP header fields is not valid (e.g., bad
header length or version number). Typically, routers in the Internet today ignore
or strip IP options, and the bugs in basic packet processing have been fixed. Thus,
these types of simple attacks are not a big concern. Attacks involving fragmenta-
tion can be addressed using other means [RFC1858][RFC3128].

Without authentication or encryption (or when it is disabled for IPv6), IP
spoofing attacks are possible. Some of the earliest attacks involved fabricating
the source IP address. Because early access control mechanisms depended on the
source IP address, many such systems were circumvented. Spoofing would some-
times be combined with various combinations of source routing options. Under
some circumstances, a remote attacker’s computer would appear to be a host on
the local network (or even the same computer) requesting some sort of service.
Although the spoofing of IP addresses is still a concern today, there are several
approaches to limit its damage, including ingress filtering [RFC2827][RFC3704],
whereby an ISP checks the source addresses of its customers’ traffic to ensure that
datagrams contain source addresses from an assigned IP prefix.

As IPv6 and Mobile IP are relatively new, at least compared to IPv4, all of
their vulnerabilities have undoubtedly not yet been discovered. With the newer
and more flexible types of options headers, an attacker could have considerable
influence on the processing of an IPv6 packet. For example, the Routing header
(type 0) was discovered to have such severe security problems that its use has
been deprecated entirely. Other possibilities include spoofing the source address
and/or Routing header entries to make packets appear as if they have come from
other places. These attacks are avoided by configuring packet-filtering firewalls to
take into account the contents of Routing headers. It is worth noting that simply
filtering out all packets containing extension headers and options in IPv6 would
severely restrict its use. In particular, disabling extension headers would prevent
Mobile IPv6 from functioning.

Summary

In this chapter we started with a description of the IPv4 and IPv6 headers, discuss-
ing some of the related functions such as the Internet checksum and fragmenta-
tion. We saw how IPv6 increases the size of addresses, improves upon IP’s method
of including options in packets by use of the extension headers, and removes sev-
eral of the noncritical fields from the IPv4 header. With the addition of this func-
tionality, the IP header increases in size by only a factor of 2 even though the
size of the addresses has increased fourfold. The IPv4 and IPv6 headers are not
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directly compatible and share only the 4-bit Version field in common. Because of
this, some level of translation is required to interconnect IPv4 and IPv6 nodes.
Dual-stack hosts implement both IPv4 and IPv6 but must choose which protocol
to use and when.

Since its inception, IP has included a header field to indicate a type of traffic
or service class associated with each datagram. This mechanism has been rede-
fined over the years in hopes of providing mechanisms to support differentiated
services on the Internet. If it is widely implemented, the Internet could potentially
offer improved performance for some traffic or users versus others in a standard
way. To what extent this happens will be based in part on working out the busi-
ness models surrounding the differentiated services capability.

IP forwarding describes the way IP datagrams are transported through single
and multihop networks. IP forwarding is performed on a hop-by-hop basis unless
special processing takes place. The destination IP address never changes as the
datagram proceeds through all the hops, but the link-layer encapsulation and des-
tination link-layer address change on each hop. Forwarding tables and the longest
prefix match algorithm are used by hosts and routers to determine the best match-
ing forwarding entry and determine the next hops along a forwarding path. In
many circumstances, very simple tables consisting of only a default route, which
matches all possible destinations equally, are adequate.

Using a special set of protocols for security and signaling, Mobile IP estab-
lishes secure bindings between a mobile node’s home address and care-of address.
These bindings may be used to communicate with a mobile node even when it is
not at home. The basic function involves tunneling traffic through a cooperating
home agent, but this may lead to very inefficient routing. A number of additional
features support a route optimization feature that allows a mobile node to talk
directly with other remote nodes and vice versa. This requires a mobile node’s
correspondent hosts to support MIPv6 as well as route optimization, which is an
optional feature. Ongoing work aims at reducing the latency involved in the route
optimization binding update procedure.

We also looked at how the host model, strong or weak, affects how IP data-
grams are processed. In the strong model, each interface is permitted to receive
or send only datagrams that use addresses associated with the interface, whereas
the weak model is less restrictive. The weak host model permits communication
in some cases where it would not otherwise be possible but may be more vulner-
able to certain kinds of attacks. The host model also relates to how a host chooses
which addresses to use when communicating. Early on, most hosts had only one
IP address so the decision was fairly straightforward. With IPv6, in which a host
may have several addresses, and for multihomed hosts using several network
interfaces, the decision is less straightforward yet nonetheless may have an impor-
tant impact on routing. A set of address selection algorithms, for both source and
destination addresses, was presented. These algorithms tend to prefer limited-
scope, permanent addresses.
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We discussed some of the attacks targeted against the IP protocol. Such
attacks have often involved spoofing addresses, including options to alter rout-
ing behavior, and attempts to exploit bugs in the implementation of IP, especially
with respect to fragmentation. The protocol implementation bugs have been fixed
in modern operating systems, and in most cases options are disabled at the edge
routers of enterprises. Although spoofing remains somewhat of a concern, proce-
dures such as ingress filtering help to eliminate this problem as well.
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System Configuration: DHCP
and Autoconfiguration

Introduction

To make use of the TCP/IP protocol suite, each host and router requires a certain
amount of configuration information. Configuration information is used to assign
local names to systems, and identifiers (such as IP addresses) to interfaces. It is
also used to either provide or make use of various network services, such as the
Domain Name System (DNS) and Mobile IP home agents. Over the years there have
been many ways of providing and obtaining this information, but fundamen-
tally there are three approaches: type in the information by hand, have a system
obtain it using a network service, or use some sort of algorithm to automatically
determine it. We shall explore each of these options and see how they are used
with both IPv4 and IPv6. Understanding how configuration works is important,
because it is one of the issues that every system administrator and nearly every
end user must deal with to some extent.

Recall from Chapter 2 that every interface to be used with TCP/IP networking
requires an IP address, subnet mask, and broadcast address (for IPv4). The broad-
cast address can ordinarily be determined using the address and mask. With this
minimal information, it is generally possible to carry out communication with
other systems on the same subnetwork. To engage in communication beyond the
local subnet, called indirect delivery in Chapter 5, a system requires a routing or
forwarding table that indicates what router(s) are to be used for reaching vari-
ous destinations. To be able to use services such as the Web and e-mail, the DNS
(see Chapter 11) is used to map user-friendly domain names to the IP addresses
required by the lower-protocol layers. Because the DNS is a distributed service,
any system making use of it must know how to reach at least one DNS server.
All in all, having an IP address, subnet mask, and the IP address of a DNS server
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and router are the “bare essentials” to get a system running on the Internet that
is capable of using or providing popular services such as Web and e-mail. To use
Mobile IP, a system also needs to know how to find a home agent.

In this chapter we will focus primarily on the protocols and procedures used
to establish the bare essentials in Internet client hosts: the Dynamic Host Configu-
ration Protocol (DHCP) and stateless address autoconfiguration in IPv4 and IPv6. We
will also discuss how some ISPs use PPP with Ethernet for configuration of client
systems. Servers and routers are more often configured by hand, usually by typ-
ing the relevant configuration information into a file or graphical user interface.
There are several reasons for this distinction. First, client hosts are moved around
more often than servers and routers, meaning they should have mechanisms for
flexibly reassigning their configuration information. Second, server hosts and
routers are expected to be “always available” and relatively autonomous. As such,
having their configuration information not depend on other network services can
lead to greater confidence in their reliability. Third, there are often far more clients
in an organization than servers or routers, so it is simpler and less error-prone to
use a centralized service to dynamically assign configuration information to cli-
ent hosts. Fourth, the operators of clients often have less system administration
experience than server and router administrators, so it is once again less error-
prone to have most clients configured by a centralized service administered by an
experienced staff.

Beyond the bare essentials, there are numerous other bits of configuration
information a host or router may require, depending on the types of services it
uses or provides. These may include the locations of home agents, multicast rout-
ers, VPN gateways, and Session Initiation Protocol (SIP)/VolP gateways. Some of
these services have standardized mechanisms and supporting protocols to obtain
the relevant configuration information; others do not and instead require the user
to type in the necessary information.

Dynamic Host Configuration Protocol (DHCP)

DHCP [RFC2131] is a popular client/server protocol used to assign configuration
information to hosts (and, less frequently, to routers). DHCP is very widely used,
in both enterprises and home networks. Even the most basic home router devices
support embedded DHCP servers. DHCP clients are incorporated into all common
client operating systems and a large number of embedded devices such as net-
work printers and VoIP phones. Such devices usually use DHCP to acquire their IP
address, subnet mask, router IP address, and DNS server IP address. Information
pertaining to other services (e.g., SIP servers used with VoIP) may also be conveyed
using DHCP. DHCP was originally conceived for use with IPv4, so references to
it or its relationship with IP in this chapter will refer to IPv4 unless otherwise
specified. IPv6 can also use a version of DHCP called DHCPv6 [RFC3315], which
we discuss in Section 6.2.5, but IPv6 also supports its own automatic processes to
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determine configuration information. In a hybrid configuration, IPv6 automatic
configuration can be combined with the use of DHCPv6.

The design of DHCP is based on an earlier protocol called the Internet Boot-
strap Protocol (BOOTP) [RFC0951][RFC1542], which is now effectively obsolete.
BOOTP provides limited configuration information to clients and does not have
a mechanism to support changing that information after it has been provided.
DHCP extends the BOOTP model with the concept of leases [GC89] and can pro-
vide all information required for a host to operate. Leases allow clients to use
the configuration information for an agreed-upon amount of time. A client may
request to renew the lease and continue operations, subject to agreement from
the DHCP server. BOOTP and DHCP are backward-compatible in the sense that
BOOTP-only clients can make use of DHCP servers and DHCP clients can make
use of BOOTP-only servers. BOOTP, and therefore DHCP as well, is carried using
UDP/IP (see Chapter 10). Clients use port 68 and servers use port 67.

DHCP comprises two major parts: address management and delivery of
configuration data. Address management handles the dynamic allocation of IP
addresses and provides address leases to clients. Configuration data delivery
includes the DHCP protocol’s message formats and state machines. A DHCP
server can be configured to provide three levels of address allocation: automatic
allocation, dynamic allocation, and manual allocation. The differences among the
three have to do with whether the addresses assigned are based on the identity of
the client and whether such addresses are subject to being revoked or changed.
The most commonly used method is dynamic allocation, whereby a client is given
a revocable IP address from a pool (usually a predefined range) of addresses con-
figured at the server. In automatic allocation, the same method is used but the
address is never revoked. In manual allocation, the DHCP protocol is used to con-
vey the address, but the address is fixed for the requesting client (i.e., it is not part
of an allocatable pool maintained by the server). In this last mode, DHCP acts like
BOOTP. We shall focus on dynamic allocation, as it is the most interesting and
common case.

Address Pools and Leases

In dynamic allocation, a DHCP client requests the allocation of an IP address.
The server responds with one address selected from a pool of available addresses.
Typically, the pool is a contiguous range of IP addresses allocated specifically for
DHCP’s use. The address given to the client is allocated for only a specific amount
of time, called the lease duration. The client is permitted to use the IP address until
the lease expires, although it may request extension of the lease as required. In
most situations, clients are able to renew leases they wish to extend.

The lease duration is an important configuration parameter of a DHCP server.
Lease durations can range from a few minutes to days or more (“infinite” is pos-
sible but not recommended for anything but simple networks). Determining the
best value to use for leases is a trade-off between the number of expected clients,
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the size of the address pool, and the desire for the stability of addresses. Longer
lease durations tend to deplete the available address pool faster but provide greater
stability in addresses and somewhat reduced network overhead (because there
are fewer requests to renew leases). Shorter leases tend to keep the pool available
for other clients, with a consequent potential decrease in stability and increase in
network traffic load. Common defaults include 12 to 24 hours, depending on the
particular DHCP server being used. Microsoft, for example, recommends 8 days
for small networks and 16 to 24 days for larger networks. Clients begin trying to
renew leases after half of the lease duration has passed.

When making a DHCP request, a client is able to provide information to the
server. This information can include the name of the client, its requested lease
duration, a copy of the address it is already using or last used, and other parame-
ters. When the server receives such a request, it can make use of whatever informa-
tion the client has provided (including the requesting MAC address) in addition
to other exogenous information (e.g., the time of day, the interface on which the
request was received) to determine what address and configuration information
to provide in response. In providing a lease to a client, a server stores the lease
information in persistent memory, typically in nonvolatile memory or on disk. If
the DHCP server restarts and all goes well, leases are maintained intact.

DHCP and BOOTP Message Format

DHCP extends BOOTP, DHCP's predecessor. Compatibility is maintained between
the protocols by defining the DHCP message format as an extension to BOOTP’s
in such a way that BOOTP clients can be served by DHCP servers, and BOOTP
relay agents (see Section 6.2.6) can be used to support DHCP use, even on networks
where DHCP servers do not reside. The message format includes a fixed-length
initial portion and a variable-length tail portion (see Figure 6-1).

The message format of Figure 6-1 is defined by BOOTP and DHCP in several
RFCs ([RFC0951][RFC1542][RFC2131]). The Op (Operation) field identifies the mes-
sage as either a request (1) or a reply (2). The HW Type (htype) field is assigned
based on values used with ARP (see Chapter 4) and defined in the corresponding
IANA ARP parameters page [IARP], with the value 1 (Ethernet) being very com-
mon. The HW Len (hlen) field gives the number of bytes used to hold the hardware
(MAC) address and is commonly 6 for Ethernet-like networks. The Hops field is
used to store the number of relays through which the message has traveled. The
sender of the message sets this value to 0, and it is incremented at each relay.
The Transaction ID is a (random) number chosen by the client and copied into
responses by the server. It is used to match replies with requests.

The Secs field is set by the client with the number of seconds that have elapsed
since the first attempt to establish or renew an address. The Flags field currently
contains only a single defined bit called the broadcast flag. Clients may set this bit
in requests if they are unable or unwilling to process incoming unicast IP data-
grams but can process incoming broadcast datagrams (e.g., because they do not
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Client IP Address (ciaddr, 32 bits, if known)
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(Next) Server IP Address (siaddr, 32 bits)

Gateway (Relay) IP Address (giaddr, 32 bits)

Fixed Size

Client Hardware Address (chaddr, 128 bits)
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1
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Figure 6-1 The BOOTP message format, including field names from [RFC0951], [RFC1542], and [RFC2131].
The BOOTP message format is used to hold DHCP messages by appropriate assignment of options.
In this way, BOOTP relay agents can process DHCP messages, and BOOTP clients can use DHCP
servers. The Server Name and Boot File Name fields can be used to carry DHCP options if necessary.

yet have an IP address). Setting the bit informs the server and relays that broad-
cast addressing should be used for replies.

Note

There has been some difficulty in Windows environments regarding the use of
the broadcast flag. Windows XP and Windows 7 DHCP clients do not set the
flag, but Windows Vista clients do. Some DHCP servers in use do not process
the flag properly, leading to apparent difficulties in supporting Vista clients, even
though the Vista implementation is RFC-compliant. See [MKB928233] for more
information.

The next four fields are various IP addresses. The Client IP Address (ciaddr)
field includes a current IP address of the requestor, if known, and is 0 otherwise.
The “Your” IP Address (yiaddr) field is filled in by a server when providing an
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address to a requesting client. The Next Server IP Address (siaddr) field gives the IP
address of the next server to use for the client’s bootstrap process (e.g., if the client
needs to download an operating system image that may be accomplished from a
server other than the DHCP server). The Gateway (or Relay) IP Address (giaddr) field
is filled in by a DHCP or BOOTP relay with its address when forwarding DHCP
(BOOTP) messages. The Client Hardware Address (chaddr) field holds a unique
identifier of the client and can be used in various ways by the server, including
arranging for the same IP address to be given each time a particular client makes
an address request. This field has traditionally held the client’s MAC address,
which has been used as an identifier. Nowadays, the Client Identifier, an option
described in Sections 6.2.3 and 6.2.4, is preferred for this use.

The remaining fields include the Server Name (sname) and Boot File Name (file)
fields. These fields are not always filled in, but if they are, they contain 64 or 128
bytes, respectively, of ASCII characters indicating the name of the server or path to
the boot file. Such strings are null-terminated, as in the C programming language.
They can also be used instead to hold DHCP options if space is tight (see Section
6.2.3). The final field, originally known as the Vendor Extensions field in BOOTP
and fixed in length, is now known as the Options field and is variable in length. As
we shall see, options are used extensively with DHCP and are required to distin-
guish DHCP messages from legacy BOOTP messages.

DHCP and BOOTP Options

Given that DHCP extends BOOTP, any fields needed by DHCP that were not pres-
ent when BOOTP was designed are carried as options. Options take a standard
format beginning with an 8-bit tag indicating the option type. For some options,
a fixed number of bytes following the tag contain the option value. All others
consist of the tag followed by 1 byte containing the length of the option value (not
including the tag or length), followed by a variable number of bytes containing the
option value itself.

A large number of options are available with DHCP, some of which are also
supported by BOOTP. The current list is given by the BOOTP/DHCP parameters
page [IBDP]. The first 77 options, including the most common ones, are speci-
fied in [RFC2132]. Common options include Pad (0), Subnet Mask (1), Router
Address (3), Domain Name Server (6), Domain Name (15), Requested IP Address
(50), Address Lease Time (51), DHCP Message Type (53), Server Identifier (54),
Parameter Request List (55), DHCP Error Message (56), Lease Renewal Time (58),
Lease Rebinding Time (59), Client Identifier (61), Domain Search List (119), and
End (255).

The DHCP Message Type option (53) is a 1-byte-long option that is always used
with DHCP messages and has the following possible values: DHCPDISCOVER
(1), DHCPOFEFER (2), DHCPREQUEST (3), DHCPDECLINE (4), DHCPACK (5),
DHCPNAK (6), DHCPRELEASE (7), DHCPINFORM (8), DHCPFORCERENEW
(9) [RFC3203], DHCPLEASEQUERY (10), DHCPLEASEUNASSIGNED (11),
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DHCPLEASEUNKNOWN (12), and DHCPLEASEACTIVE (13). The last four val-
ues are defined by [RFC4388].

Options may be carried in the Options field of a DHCP message, as well as in
the Server Name and Boot File Name fields mentioned previously. When options are
carried in either of these latter two places, called option overloading, a special Over-
load option (52) is included to indicate which fields have been appropriated for
holding options. For options whose lengths exceed 255 bytes, a special long options
mechanism has been defined [RFC3396]. In essence, if the same option is repeated
multiple times in the same message, the contents are concatenated in the order in
which they appear in the message, and the result is processed as a single option. If
a long option also uses option overloading, the order of processing is last to first:
Options field, Boot File Name field, and then Server Name field.

Options tend to either provide relatively simple configuration information or
be used in supporting some other agreement protocol. For example, [RFC2132]
specifies options for most of the traditional configuration information a TCP/IP
node requires (addressing information, server addresses, Boolean assignments of
configuration information such as enabling IP forwarding, initial TTL values).
Subsequent specifications describe simple configuration information for NetWare
[REC2241][RFC2242], user classes [RFC3004], FQDN [RFC4702], Internet Storage
Name Service server (iSNS, used in storage networks) [RFC4174], Broadcast and
Multicast Service controller (BCMCS, used with 3G cellular networks) [RFC4280],
time zone [RFC4833], autoconfiguration [RFC2563], subnet selection [RFC3011],
name service selection (see Chapter 11) [RFC2937], and servers for the Protocol
for Carrying Authentication for Network Access (PANA) (see Chapter 18) [RFC5192].
Those options defined for use in support of other protocols and functions are
described later, starting with Section 6.2.7.

DHCP Protocol Operation

DHCP messages are essentially BOOTP messages with a special set of options.
When a new client attaches to a network, it first discovers what DHCP servers are
available and what addresses they are offering. It then decides which server to
use and which address it desires and requests it from the offering server (while
informing all the servers of its choice). Unless the server has given away the
address in the meantime, it responds by acknowledging the address allocation
to the requesting client. The time sequence of events between a typical client and
server is depicted in Figure 6-2.

Requesting clients set the BOOTP Op field to BOOTREQUEST and the first
4 bytes of the Options field to the decimal values 99, 130, 83, and 99, respectively
(the magic cookie value from [RFC2132]). Messages from client to server are sent as
UDP/IP datagrams containing a BOOTP BOOTREQUEST operation and an appro-
priate DHCP message type (usually DHCPDISCOVER or DHCPREQUEST). Such
messages are sent from address 0.0.0.0 (port 68) to the limited broadcast address
255.255.255.255 (port 67). Messages traveling in the other direction (from server to
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Figure 6-2 A typical DHCP exchange. A client discovers a set of servers and addresses they are
offering using broadcast messages, requests the address it desires, and receives an
acknowledgment from the selected server. The transaction ID (xid) allows requests and
responses to be matched up, and the server ID (an option) indicates which server is pro-
viding and committing the provided address binding with the client. If the client already
knows the address it desires, the protocol can be simplified to include use of only the
REQUEST and ACK messages.

client) are sent from the IP address of the server and port 67 to the IP local broad-
cast address and port 68 (see Chapter 10 for details on UDP).

In a typical exchange, a client first broadcasts a DHCPDISCOVER message. Each
server receiving the request, either directly or through a relay, may respond with a
DHCPOFFER message, including an offered IP address in the “Your” IP Address
field. Other configuration options (e.g., IP address of DNS server, subnet mask) are
often included. The offer message includes the lease time (T), which provides the
upper bound on the amount of time the address can be used if it is not renewed. The
message also contains the renewal time (T1), which is the amount of time before the
client should attempt to renew its lease with the server from which it acquired its
lease, and the rebinding time (T2), which bounds the time in which it should attempt
to renew its address with any DHCP server. By default, T1 = (T/2) and T2 = (7T1/8).

After receiving one or more DHCPOFFER messages from one or more servers,
the client determines which offer it will accept and broadcasts a DHCPREQUEST
message including the Server Identifier option. The Requested IP Address optionis
set to the address received in the selected DHCPOFFER message. Multiple servers
may receive the broadcast DHCPREQUEST message, but only the server identified
within the DHCPREQUEST message acts by committing the address binding to
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persistent storage; the others clear any state regarding the request. After handling
the binding, the selected server responds with a DHCPACK message, indicating to
the client that the address binding can now be used. In the case where the server
cannot allocate the address contained in the DHCPREQUEST message (e.g., it has
been allocated in some other way or is not available), the server responds with a
DHCPNAK message.

Once the client receives the DHCPACK message and other associated configu-
ration information, it may probe the network to ensure that the address provided
is not in use (e.g.,, by sending an ARP request for the address to perform ACD,
described in Chapter 4). Should the client determine that the address is already in
use, the client ceases using the address and sends a DHCPDECLINE message to
the server to indicate that the address cannot be used. After a recommended 10s
delay, the client is able to retry. If a client elects to relinquish its address before its
lease expires, it sends a DHCPRELEASE message.

In circumstances where a client already has an IP address and wishes only
to renew its lease, the initial DHCPDISCOVER/DHCPOFFER messages can be
skipped. Instead, the protocol begins with the client requesting the address it
is currently using with a DHCPREQUEST message. At this point, the protocol
works as already described: the server will likely grant the request (with a DHC-
PACK) or deny the request by issuing a DHCPNAK. Another circumstance arises
when a client already has an address, does not need to renew it, but requires other
(non-address) configuration information. In this case, it can use a DHCPINFORM
message in place of a DHCPREQUEST message to indicate its use of an existing
address and desire to obtain additional information. Such messages elicit a DHC-
PACK message from the server, which includes the requested additional configu-
ration information.

6.2.4.1 Example

To see DHCP in action, we now inspect the packets exchanged when a Microsoft
Vista laptop attaches to a wireless LAN supported by a Linux-based DHCP server
(Windows 7 systems are nearly identical). The client was recently associated with a
different wireless network, using a different IP prefix, and is now being connected
to the new network. Because it remembers the address it had from the previous net-
work, the client first tries to continue using that address using a DHCPREQUEST
message (see Figure 6-3).

Note

There is now an agreed-upon procedure for detecting network attachment (DNA),
specified in [RFC4436] for IPv4 and [RFC6059] for IPv6. These specifications do
not contain new protocols but instead suggest how unicast ARP (for IPv4) and
a combination of unicast and multicast Neighbor Solicitation/Router Discovery
messages (for IPv6; see Chapter 8) can be used to reduce the latency of acquir-
ing configuration information when a host switches network links. As these speci-
fications are relatively new (especially for IPv6), not all systems implement them.
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Figure 6-3 A client has switched networks and attempts to request its old address, 172.16.1.34, from
a DHCP server on the new network using a DHCPREQUEST message.

In Figure 6-3 we can see a DHCP request sent in a link-layer broadcast frame
(destination ff:ff:ff:ff:ff:ff) using the unspecified source IP address 0.0.0.0 and the
limited broadcast destination address 255.255.255.255. Because the client does not
yet know if the address it is requesting will be successfully allocated and does
not know the network prefix used on the network to which it is attaching, it has
little alternative to using these addresses. The message is a UDP/IP datagram sent
from the BOOTP client port 68 (bootpc) to the server port 67 (bootps). As DHCP
is really part of BOOTP, the protocol is the Bootstrap Protocol and the message
type is a BOOTREQUEST (1), with hardware type set to 1 (Ethernet) and address
length of 6 bytes. The transaction ID is 0xdb23147d, a random number chosen by
the client. The BOOTP broadcast flag is set in this message, meaning responses
should be sent using broadcast addressing. The requested address of 172.16.1.34
is contained in one of several options. We shall have a closer look at the types of
options that appear in DHCP messages beginning in Section 6.2.9.
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The nearby DHCP server receives the client’s DHCPREQUEST message
including the requested IP address of 172.16.1.34. However, the server is unable to
allocate the address because 172.16.1.34 is not in use on the current network. Con-
sequently, the server refuses the client’s request by sending a DHCPNAK message
(see Figure 6-4).
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Figure 6-4 A DHCPNAK message is sent by the DHCP server, indicating that the client should not
attempt to use IP address 172.16.1.34. The transaction ID allows the client to know that
the message corresponds to its address request.

The DHCPNAK message shown in Figure 6-4 is sent as a broadcast BOOTP
reply from the server. It includes the message type of DHCPNAK, a transaction ID
matching the client’s request, a Server Identifier option containing 10.0.0.1, a copy
of the client’s identifier (MAC address in this case), and a textual string indicating
the form of error, "wrong address". At this point the client ceases trying to use
its old address of 172.16.1.34 and instead starts over, looking for whatever servers
and addresses it can find, using a DHCPDISCOVER message (see Figure 6-5).
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Figure 6-5 The DHCPDISCOVER message indicates that the client is retrying its attempt to obtain
an address after the previous failure of its DHCPREQUEST message.

The DHCPDISCOVER message sent by the client and shown in Figure 6-5
is similar to the DHCPREQUEST message, including the requested IP address it
used before (it does not have any other address to request), but it contains a richer
list of options and a new transaction ID (0x3a681b0b). Most of the rest of the pri-
mary BOOTP fields are left empty and set to 0, except the client MAC address,
which appears in the Client Hardware Address (chaddr) field. Note that this address
matches the Ethernet frame source MAC address, as expected, because the packet
was not forwarded through a BOOTP relay agent. The rest of the DISCOVER mes-
sage contains eight options, most of which are expanded in the screen shot in
Figure 6-6 so that the various option subtypes can be seen.

Figure 6-6 details the options included in the BOOTP request message. The first
option indicates that the message is a DHCPDISCOVER message. The second option
indicates a client’s desire to know whether to use address autoconfiguration [RFC2563]
(described in Section 6.3). If it is unable to obtain an address using DHCP, it is per-
mitted to determine one itself if allowed to do so by the DHCP server.
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Figure 6-6 The DHCPDISCOVER message may contain a rich list of parameter requests, indicating
what configuration information the client seeks.

The next option indicates that the Client Identifier (ID) option is set to
0100130220B918 (not shown). The DHCP server can use the client ID to determine
if there is any special configuration information to be given to the particular
requesting client. Most operating systems now allow the user to specify the client
ID for the DHCP client to use when obtaining an address. Generally, however, it is
better to allow the client ID to be chosen automatically, as the use of the same cli-
ent ID by multiple clients can lead to DHCP problems. The automatically selected
client ID is generally based on the MAC address of the client. In the case of Win-
dows, it is the MAC address with a 1-byte hardware type identifier prepended to
it (in this case, the value of the byte is 1, indicating Ethernet).

Note

There has been a move to use client identifiers that are not based on MAC
addresses. This is motivated by the desire to have a persistent identifier for a cli-
ent for use with IPv4 or IPv6 that remains consistent even if the system’s network
interface hardware changes (which usually causes its MAC address to change).
[RFC4361] specifies node-specific identifiers for IPv4, using a scheme originally
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defined for IPv6. Itinvolves using a DHCP Unique Identifier (DUID) in combination
with an Identity Association Identifier (IAID) as specified for DHCPv6 [RFC3315]
(also see Sections 6.2.5.3 and 6.2.5.4), but with conventional DHCPVA4. It also
deprecates the use of the Client Hardware Address (chaddr) field in DHCP mes-
sages. However, it is not yet widely deployed.

The next (Requested IP Address) option indicates that the client is requesting
IP address 172.16.1.34. This is the IP address it was using when associated with the
previous wireless network. As mentioned before, this address is not available on
the new network because a different network prefix is being used.

Other options indicate a configured host name of “vista,” a vendor class ID
of “MSFT 5.0” (for Microsoft Windows 2000 and later systems), and a parameter
request list. The Parameter Request List option provides an indication to the DHCP
server of what sort of configuration information the client is requesting. It con-
sists of a string of bytes in which each byte indicates a particular option number.
Here we can see that it includes conventional Internet information (subnet mask,
domain name, DNS server, default router) but also a number of other options com-
mon to Microsoft systems (i.e., NetBIOS options). It also includes an indication
that the client is interested in knowing whether to perform ICMP Router Discov-
ery (see Chapter 8) and whether any static forwarding table entries should be
placed in the client’s forwarding table when starting up (see Chapter 5).

Note

The reason there are three different types of static route parameters listed is
a consequence of the history of addressing. Before the full adoption of subnet
masks and network prefixes, the network portion of an address was known by
inspection of the address alone (“classful addressing”), and this is the form of
route used with the Static Route (33) parameter. With the adoption of classless
routes, DHCP was updated to hold a mask that could be applied, resulting in the
so-called Classless Static Route (CSR) parameter (121) defined in [RFC3442].
Microsoft’s variant (using code 249) is similar.

The last parameter request (43) is for vendor-specific information. It is ordi-
narily used in conjunction with the Vendor-Class Identifier option (60), to allow
clients to receive nonstandard information, although another proposal combines
the vendor’s identity with the vendor-specific information [RFC3925], providing
a method to determine the vendor given any vendor-specific information, even
for a single client. In the case of Microsoft systems, vendor-specific information
is used for selecting the use of NetBIOS, indicating whether a DHCP lease should
be released on shutdown, and how the metric (preference) of a default route in the
forwarding table should be processed. It is also used by Microsoft’s Network Access
Protection (NAP) system [MS-DHCPN]. Mac OS systems use vendor-specific infor-
mation in supporting Apple’s NetBoot service and Boot Server Discovery Protocol
(BSDP) [F07].



Section 6.2 Dynamic Host Configuration Protocol (DHCP) 247

Upon receipt of the DHCPDISCOVER message, a DHCP server responds with
an offer of an IP address, lease, and additional configuration information con-
tained in a DHCPOFFER message. In the example shown in Figure 6-7, there is
only one DHCP server (which is also a router and DNS server).
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Figure 6-7 The DHCPOFFER sent from the DHCP server at 10.0.0.1 is offering IP address 10.0.0.57
for up to 12 hours. Additional information includes the address of a DNS server, domain
name, default router IP address, subnet mask, and broadcast address. In this example,
the system with IP address 10.0.0.1 is the default router, DHCP server, and DNS server.

In the DHCPOFFER message shown in Figure 6-7 we again see that the message
format includes a BOOTP portion as well as a set of options that relate to its DHCP
address handling. The BOOTP message type is BOOTREPLY. The client IP address
provided by the server is 10.0.0.57, located in the “Your” [client] IP Address field. Note
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that this address does not match the requested value of 172.16.1.34 contained in the
DHCPDISCOVER message, as the 172.16/12 prefix is not in use on the local network.
Additional information contained in the set of options includes the server’s
IP address (10.0.0.1), the lease time of the offered IP address (12 hours), and the T1
(renewal) and T2 (rebinding) timeouts of 6 and 10.5 hours, respectively. In addition,
the server provides the subnet mask for the client to use (255.255.255.128), the proper
broadcast address (10.0.0.127), the default router and DNS server (all 10.0.0.1, the same
as the DHCP server in this case), and a default domain name of "home". The domain
name home is not standardized in any way and would not be used outside of a private
network. This example is a home network, so by the author’s convention the names
of machines used on it have the form <name>.home. Once the client has collected a
DHCPOFFER message and decided to attempt leasing the IP address 10.0.0.57 it has
been offered, it continues with a second DHCPREQUEST message (see Figure 6-8).

"4l vista-dhcp.tr. - Wireshark

File Edit uiew Go Capture Anakee Statistics  Telephony Tools  Help

BWORN EEXCE A¢+oT L/ EHE QQQD E¥B % 8

Mo, Time: Protocol | Source Deestination Info
1 0.000000 DHCP 0.0.0.0 255,255.255.255 DHCP Request - Transaction ID Oxdb23147d
2 0.018650 DHCP 10.0.0.1 255.255.255.255 DHCP MNAK - Transaction ID Oxcdb23147d
3 1.083053 DHCP 0.0.0.0 255.255.255.255 DHCP Discover - Transaction ID 0x3a68Llh0h

4 4,084315 DHCP  10.0.0.1 255.255.255.255 DHCP offer - Transaction
HER 6 0 ) . 255.2 355 st Tra an
a4, DHCP 10.0.0.1  255,255,255.255 DHCP ACK - Transaction

ID 0x3a681b0ob
In Ob
I 0x3a681b0b

I >

Frame 5: 348 bytes on wire (2784 hits), 348 bytes captured (2784 bits)
Ethernet TITI, src: 00:13:02:20:h9:18 (00:13:02:20:h9:18), Dpst: ff:ff:Ff:FF:FF:FF Ff:FF:FF:FF:FF:FF
Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: 68 (68), Dst Port: 67 (67)
Bootstrap Protocol
Message Type: Boot Reguest (1)
Hardware Type: EThernet
Hardware address Tength: &
Hops: 0
Transaction ID: Ox3a681lhob
Seconds elapsed: O
® Bootp flags: Ox8000 (Broadcast)
Client IP address: 0.0.0.0 (0.0.0.0)
vour (client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.00
Relay agent IP address: 0.0.0.0 (0.0.0,00
Client MAC address: 00:13:02:20:h9:18 (00:13:02:20:h9:18)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
magic cookie: DHCP
option: (t=53,7=1) DHCP Message Type = DHCP Request
option: (t=61,1=7) client identifier
option: (t=50,7=4) Reguested IP Address = 10.0.0.57
option: (t=534,7=4) DHCP Server Identifier = 10.0.0.1

0EHEB

: (t=12,1=5) Host Mame = "wista"
: (t=81,1=8) client Fully qualified Domain Mame
: (t=60,7=8) vendor class identifier = "mMsFT 5.0"

T (T=535,1=12) Parameter Requaest List
end option

| &

Figure 6-8 The second DHCPREQUEST indicates that the client wishes to be assigned the IP address
10.0.0.57. The message is sent to the broadcast address and includes the address 10.0.0.1
in the Server ID option. This allows any other servers that may receive the broadcast to
know which DHCP server and address the client has selected.
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The second DHCPREQUEST message, shown in Figure 6-8, is similar to the
DHCPDISCOVER message, except the requested IP address is now set to 10.0.0.57,
the DHCP message type is set to DHCPREQUEST, the DHCP autoconfiguration
option is not present, and the Server Identifier option is now filled in with the
address of the server (10.0.0.1). Note that this message, like the DHCPDISCOVER
message, is sent using broadcast, so any server or client present on the local net-
work receives it. The Server Identifier option field is used to keep unselected
servers from committing the address binding. When the selected server receives
the DHCPREQUEST and commits the binding, it ordinarily responds with a
DHCPACK message, as we see in Figure 6-9.
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3 1.083053 DHCP 0.0.0.0 255.255.255.255 DHCP Discover - Transaction ID 0x3a681bob
4 4.084315 DHCP  10.0.0.1 255.255.255.255 DHCP offer - Transaction ID O0x3a681hohb
5 4.087406 DHCP  0.0.0.0 255.255.255.255 DHCP Request - Transaction ID Ox3a63Llhohb
R [ fi 2 hab
| >
Frame &: 355 hbytes on wire (2840 hits), 355 bytes captured (2840 bits)
Ethernet II, Src: 00:04:5a:9F:%9e:80 (00:04:5%a3:9F:9e2:80), Dst: ff:ff:ff:ff:ff:Ff (Ff:ff:FfF:FF:FfF:ff
Internet Protocol, Src: 10.0.0.1 €10.0.0.1), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: 67 (670, Dst Port: 68 (68)
B Bootstrap Protocol
Message type: Boot Reply (20
Hardware tType: Ethernet
Hardware address Tength: 6
Hops: O
Transaction ID: 0x3a681bob
seconds elapsed: 0
Bootp flags: 0x8000 (Broadcast)
Client IP address: 0.0.0.0 €0.0.0.00
vour (client) IFP address: 10.0.0.57 ¢10.0.0.57)
Mext server IF address: 10.0.0.1 (10.0.0.1)
relay agent IP address: 0.0.0.0 (0.0.0.0)
Client mac address: 00:13:02:20:b9:18 (00:13:02:20:bh9:18)
C1ient hardware address padding: 00000000000000000000
server host name not giwven
Boot file name not giwven
Magic cookie: DHCOP
option: (t=53,7=1) DHCP Message Type = DHCP ACK
option: (t=54,1=4) DHCP Server Identifier = 10.0.0.1
option: (t=51,1=4) IP Address Lease Time = 12 hours
option: (t=58,1=4) Renewal Time value = § hours
option: (£=59,1=4) Rebinding Time value = 10 hours, 30 minutes
®m option: (t=l,1=4) subnet Mask = 255.255.255.128
option: (t=28,7=4) Broadcast Address = 10.0.0.127
option: (t=3,1=4) Router = 10.0.0.1
option: (t=6,1=4) Domain Mame Server = 10.0.0.1
option: (t=15,7=4) pomain Name = "home"
option: (t=81,7=13) client Fully qualified pomain wame =
End option o]
|3

Figure 6-9 The DHCPACK message verifies to the client (and other servers) the allocation of address
10.0.0.57 for up to 12 hours.
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The DHCPACK message shown in Figure 6-9is very similar to the DHCPOFFER
message we have seen before. However, now the client’s FQDN option is included
as well. In this case (not shown), it is set to vista.home. At this point, the client
is free to use the address 10.0.0.57, as far as the DHCP server is concerned. It is still
advised to use techniques such as ACD, described in Chapter 4, to ensure that its
address is not used by some other host.

The DHCP messages exchanged in this example are typical of a system when
it boots or is attached to a new network. It is also possible to induce a system to
perform the release or acquisition of DHCP configuration information by hand.
For example, in Windows the following command will release the data acquired
using DHCP:

C:\> ipconfig /release

and the following command will acquire it:

C:\> ipconfig /renew

In Linux, the following commands can be used to achieve the same results:
Linux# dhclient -r

to release a DHCP lease, and

Linux# dhclient

to renew one.

The type of information acquired by DHCP and assigned to the local system
can be ascertained with a variant of the ipconfig command on Windows. Here
is an excerpt from its output:

C:\> ipconfig /all

Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . : home

Description . . . . . . . . . . . : Intel(R) PRO/Wireless 3945ABG
Network Connection

Physical Address. . . . . . . . . : 00-13-02-20-B9-18

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

IPv4 Address. . . . . . . . . . . : 10.0.0.57(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.128

Lease Obtained. . . . . . . . . . : Sunday, December 21, 2008
11:31:48 PM

Lease Expires . . . . . . . . . . : Monday, December 22, 2008

11:31:40 AM
Default Gateway . . . . . . . . . : 10.0.0.1
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DHCP Server . . . . . . . . . . . : 10.0.0.1
DNS Servers . . . . . . . . . . . : 10.0.0.1
NetBIOS over Tcpip. . . . . . . . : Enabled

Connection-specific DNS Suffix Search List :home

This command is very useful to see what configuration information has been
assigned to a host using DHCP or other means.

6.2.4.2 The DHCP State Machine

The DHCP protocol operates a state machine at the clients and servers. The states
dictate which types of messages the protocol is expecting to process next. The cli-
ent state machine is illustrated in Figure 6-10. Transitions between states (arrows)
occur because of messages that are received and sent or when timers expire.

\ Send
\ DISCOVER

Collect
Offers

Recv NACK
(or Lease Expires)

SelectServer

) Send REQUEST
Recv ACK (Decline)

Send DECLINE
or
Recv NACK

Requesting

Recv ACK (Accept)

Rebinding

Recv ACK (Accept)

T2
E xpires

Renewing

E xpires

Figure 6-10 The DHCP client state machine. The boldface states and transitions are typical for a
client first acquiring a leased address. The dashed line and INIT state are where the
protocol begins.

As shown in Figure 6-10, a client begins in the INIT state when it has no infor-
mation and broadcasts the DHCPDISCOVER message. In the Selecting state, it col-
lects DHCPOFFER messages until it decides which address and server it wishes
to use. Once its selection has been made, it responds with a DHCPREQUEST mes-
sage and enters the Requesting state. At this point it may receive ACKs for other
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6.2.5

addresses it does not want. If it finds no address it wants, it sends a DHCPDECLINE
and reverts to the INIT state. More likely, however, it receives a DHCPACK mes-
sage for an address it wants, accepts it, obtains the timeout values T1 and T2,
and enters the Bound state, where it is able to use the address until expiration.
Upon the first timer expiration (timer T1), the client enters the Renewing state and
attempts to reestablish its lease. This succeeds if a fresh DHCPACK is received
(returning the client to the Bound state). If not, T2 ultimately expires, causing the
client to attempt to reacquire an address from any server. If the lease time finally
expires, the client must give up the leased address and becomes disconnected if it
has no alternative address or network connection to use.

DHCPv6

Although the IPv4 and IPv6 DHCP protocols achieve conceptually similar
goals, their respective protocol designs and deployment options differ. DHCPv6
[RFC3315] can be used in either a “stateful” mode, in which it works much like
DHCPv4, or in a “stateless” mode in conjunction with stateless address autocon-
figuration (see Section 6.3). In the stateless mode, IPv6 clients are assumed to self-
configure their IPv6 addresses but require additional information (e.g., DNS server
address) obtained using DHCPv6. Another option exists for deriving the location
of a DNS server using ICMPv6 Router Advertisement messages (see Chapters 8
and 11 and [RFC6106]).

6.2.5.1 IPv6 Address Lifecycle

IPv6 hosts usually operate with multiple addresses per interface, and each address
has a set of timers indicating how long and for what purposes the corresponding
address can be used. In IPv6, addresses are assigned with a preferred lifetime and
valid lifetime. These lifetimes are used to form timeouts that move an address
from one state to another in an address’s state machine (see Figure 6-11).

DAD Preferred " Valid

Succes§ Timeout Timeout
Tentative i | Preferred Deprecated ) !
I ‘ ‘
4 ' Success :
i
|

|
|
|
|
K
\ oemw, |
|
|
|

Address

" N OptImIStIC,
Selection .

e Valid ;

Figure 6-11 The lifecycle of an IPv6 address. Tentative addresses are used only for DAD until veri-
fied as unique. After that, they become preferred and can be used without restriction
until an associated timeout changes their state to deprecated. Deprecated addresses are
not to be used for initiating new connections and may not be used at all after the associ-
ated valid timeout expires.
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Figure 6-11 shows the lifecycle of an IPv6 address. An address is in the pre-
ferred state when it is available for general use and is available as either a source
or destination IPv6 address. A preferred address becomes deprecated when its
preferred timeout occurs. When it becomes deprecated, it may still be used for
existing transport (e.g., TCP) connections but is not to be used for initiating new
connections.

When an address is first selected for use, it enters a fentative or optimistic state.
When in the tentative state, it may be used only for the IPv6 Neighbor Discovery
protocol (see Chapter 8). It is not used as a source or destination address for any
other purposes. While in this state the address is being checked for duplication,
to see if any other nodes on the same network are already using the address. The
procedure for doing this is called duplicate address detection (DAD) and is described
in more detail in Section 6.3.2.1. An alternative to conventional DAD is called opti-
mistic DAD [RFC4429], whereby a selected address is used for a limited set of
purposes until DAD completes. Because an optimistic use of an address is really
just a special set of rules for DAD, it is not a truly complete state itself. Optimistic
addresses are treated as deprecated for most purposes. In particular, an address
may be both optimistic and deprecated simultaneously, depending on the pre-
ferred and valid lifetimes.

6.2.5.2 DHCPv6 Message Format

DHCPv6 messages are encapsulated as UDP/IPv6 datagrams, with client port 546
and server port 547 (see Chapter 10). Messages are sent using a host’s link-scoped
source address to either relay agents or servers. There are two message formats,
one used directly between a client and a server, and another when a relay is used
(see Figure 6-12).

0 1516 31 0 1516 31
Message Type Transaction ID (24 bits) Message Type | Hop Count ‘
| |
| Options (variable) | Link Address
| |
-—_ - = ———— ‘
Client/Server

Message Format
Peer Address

| Options (variable)

Relay Agent
Message Format

Figure 6-12 The basic DHCPv6 message format (left) and relay agent message format (right). Most interesting
information in DHCPv®6 is carried in options.
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The primary DHCPv6 message format is given in Figure 6-12 on the left and
an extended version, which includes the Link Address and Peer Address fields, is
given on the right. The format on the right is used between a DHCPv6 relay agent
and a DHCPv6 server. The Link Address field gives the global IPv6 address used
by the server to identify the link on which the client is located. The Peer Address
field contains the address of the relay agent or client from which the message to be
relayed was received. Note that relaying may be chained, so a relay may be relay-
ing a message received from another relay. Relaying, for DHCPv4 and DHCPV®, is
described in Section 6.2.6.

The message type for messages in the format on the left include typical DHCP-
style messages (REQUEST, REPLY, etc.), whereas the message types for messages
in the format on the right include RELAY-FORW and RELAY-REPL, to indicate a
message forwarded from a relay or destined to a relay, respectively. The Options
field for the format on the right always includes a Relay Message option, which
includes the complete message being forwarded by the relay. Other options may
also be included.

One of the differences between DHCPv4 and DHCPv6 is how DHCPv6 uses
IPv6 multicast addressing. Clients send requests to the All DHCP Relay Agents and
Servers multicast address (ff02::1:2). Source addresses are of link-local scope. In
IPv6, there is no legacy BOOTP message format. The message semantics, however,
are similar. Table 6-1 gives the types of DHCPv6 messages, their values, defining
RFCs, and the roughly equivalent message and defining RFC for DHCPv4.

Table 6-1 DHCPv6 message types, values, and defining standards. The approximately equivalent message

types for DHCPv4 are given to the right.

DHCPv6
DHCPv6 Message Value Reference | DHCPv4 Message Reference
SOLICIT 1 [RFC3315] | DISCOVER [RFC2132]
ADVERTISE 2 [RFC3315] OFFER [REC2132]
REQUEST 3 [RFC3315] |REQUEST [RFC2132]
CONFIRM 4 [REC3315] REQUEST [REC2132]
RENEW 5 [RFC3315] |REQUEST [RFC2132]
REBIND 6 [REC3315] DISCOVER [REC2132]
REPLY 7 [REC3315] | ACK/NAK [RFC2132]
RELEASE 8 [REC3315] RELEASE [REC2132]
DECLINE 9 [RFC3315] | DECLINE [RFC2132]
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Table 6-1 DHCPv6 message types, values, and defining standards. The approximately equivalent message

types for DHCPv4 are given to the right (continued).

DHCPv6
DHCPv6 Message Value Reference | DHCPv4 Message Reference
RECONFIGURE 10 [RFC3315] | FORCERENEW [RFC3203]
INFORMATION-REQUEST |11 [RFC3315] |INFORM [RFC2132]
RELAY-FORW 12 [RFC3315] |[N/A
RELAY-REPL 13 [RFC3315] |N/A
LEASEQUERY 14 [REC5007] | LEASEQUERY [RFC4388]
LEASEQUERY-REPLY 15 [RFC5007] | LEASE{UNASSIGNED, [RFC4388]

UNKNOWN,ACTIVE}

LEASEQUERY-DONE 16 [RFC5460] | LEASEQUERYDONE [ID4LQ)]
LEASEQUERY-DATA 17 [RFC5460] |N/A N/A
N/A N/A N/A BULKLEASEQUERY [ID4LQ]

In DHCPv6, most interesting information, including addresses, lease times,
location of services, and client and server identifiers, is carried in options. Two of
the more important concepts used with these options are called the Identity Asso-
ciation (IA) and the DHCP Unique Identifier (DUID). We discuss them next.

6.2.5.3 Identity Association (IA)

An Identity Association (IA) is an identifier used between a DHCP client and server
to refer to a collection of addresses. Each IA comprises an IA identifier (IAID)
and associated configuration information. Each client interface that requests a
DHCPvo6-assigned address requires at least one IA. Each IA can be associated with
only a single interface. The client chooses the IAID to uniquely identify each IA,
and this value is then shared with the server.

The configuration information associated with an IA includes one or more
addresses and associated lease information (T1, T2, and total lease duration val-
ues). Each address in an IA has both a preferred and a valid lifetime [RFC4862],
which define the address’s lifecycle. The types of addresses requested may be
regular addresses or temporary addresses [RFC4941]. Temporary addresses are
derived in part from random numbers to help improve privacy by frustrating the
tracking of IPv6 hosts based on IPv6 addresses. Temporary addresses are ordinar-
ily assigned at the same time nontemporary addresses are assigned but are regen-
erated using a different random number more frequently.

When responding to a request, a server assigns one or more addresses to a
client’s IA based on a set of address assignment policies determined by the server’s
administrator. Generally, such policies depend on the link on which the request
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arrived, standard information about the client (see DUID in Section 6.2.5.4), and
other information supplied by the client in DHCP options. The formats of the IA
option for nontemporary and temporary addresses are as shown in Figure 6-13.

1516 31 0 1516 31

OPTION_IA_NA Option Length OPTION_IA_TA Option Length

IAID (4 bytes) IAID (4 bytes)

T | i
i IA_TA Options (variable) i

T2 ! !

IA for Temporary

IA_NA Options (variable)
i Address Option

IA for Nontemporary
Address Option

Figure 6-13 The format for a DHCPv6 IA for nontemporary addresses (left) and temporary addresses (right).

Each option may include additional options describing particular IPv6 addresses and corre-
sponding leases.

The main difference between a nontemporary and a temporary address IA
option, as shown in Figure 6-13, is the inclusion of the T1 and T2 values in the
nontemporary case. These values are expected, as they are also the values used in
DHCPv4. For temporary addresses, the lack of T1 and T2 is made possible because
the lifetimes are generally determined based upon the T1 and T2 values assigned
to a nontemporary address that has been acquired previously. Details of tempo-
rary addresses are given in [RFC4941].

6.2.5.4 DHCP Unique Identifier (DUID)

A DHCP Unique Identifier (DUID) identifies a single DHCPv®6 client or server and
is designed to be persistent over time. It is used by servers to identify clients for
the selection of addresses (as part of IAs) and configuration information, and
by clients to identify the server in which they are interested. DUIDs are variable
in length and are treated as opaque values by both clients and servers for most
purposes.

DUIDs are supposed to be globally unique yet easy to generate. To satisfy
these concerns simultaneously, [RFC3315] defines three different types of possible
DUIDs but also mentions that these are not the only three types that might ever be
created. The three types of DUIDs are as follows:

1. DUID-LLT: a DUID based on link-layer address plus time
2. DUID-EN: a DUID based on enterprise number and vendor assignment
3. DUID-LL: a DUID based on link-layer address only
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The standard format for encoding a DUID begins with a 2-byte identifier indi-
cating which type of DUID is being expressed. The current list is maintained by
the JANA [ID6PARAMY]. This is followed by a 16-bit hardware type derived from
[RFC0826] in the cases of DUID-LLT and DUID-LL, and a 32-bit Private Enterprise
Number in the case of DUID-EN.

Note

A Private Enterprise Number (PEN) is a 32-bit value given out by the IANA to an
enterprise. It is usually used in conjunction with the SNMP protocol for network
management purposes. About 38,000 of them have been assigned as of mid-
2011. The current list is available from the IANA [IEPARAM].

The first form of DUID, DUID-LLT, is the recommended form. Following
the hardware type, it includes a 32-bit timestamp containing the number of sec-
onds since midnight (UTC), January 1, 2000 (mod 2%). This rolls over (returns
to zero) in the year 2136. The last portion is a variable-length link-layer address.
The link-layer address can be selected from any of the host’s interfaces, and the
same DUID should be used, once selected, for traffic on any interface. This form of
DUID is required to be stable even if the network interface from which the DUID
was derived is removed. Thus, it requires the host system to maintain stable stor-
age. The DUID-LL form is very similar but is recommended for systems lacking
stable storage (but having a stable link-layer address). The RFC says that a DUID-
LL must not be used by clients or servers that cannot determine if the link-layer
address they are using is associated with a removable interface.

6.2.5.5 Protocol Operation
The DHCPv6 protocol operates much like its DHCPv4 counterpart. Whether or
not a client initiates the use of DHCP is dependent on configuration options car-
ried in an ICMPv6 Router Advertisement message the host receives (see Chapter
8). Router advertisements include two important bit fields. The M field is the Man-
aged Address Configuration flag and indicates that IPv6 addresses can be obtained
using DHCPv6. The O field is the Other Configuration flag and indicates that infor-
mation other than IPv6 addresses is available using DHCPv6. Both fields, along
with several others, are specified in [RFC5175]. Any combination of the M and O
bit fields is possible, although having M on and O off is probably the least useful
combination. If both are off, DHCPv6 is not used, and address assignment takes
place using stateless address autoconfiguration, described in Section 6.3. Having
M off and O on indicates that clients should use stateless DHCPv6 and obtain their
addresses using stateless address autoconfiguration. The DHCPv6 protocol oper-
ates using the messages defined in Table 6-1 and illustrated in Figure 6-14.
Typically, a client starting out first determines what link-local address to use
and performs an ICMPv6 Router Discovery operation (see Chapter 8) to determine
if there is a router on the attached network. A router advertisement includes the M
and O bit fields mentioned previously. If DHCPv6 is in use, at least the M bit field
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Figure 6-14 Basic operation of DHCPv6. A client determines whether or not to use DHCPv6 from
information carried in ICMPv6 router advertisements. If used, DHCPv6 operations are
similar to those in DHCPv4 but differ significantly in the details.

is set and the client multicasts (see Chapter 9) the DHCPSOLICIT message to find
DHCPv6 servers. A response comes in the form of one or more DHCPADVERTISE
messages, indicating the presence of at least one DHCPv6 server. These messages
constitute two of the so-called four-message exchange operations of DHCPV6.

In cases where the location of a DHCPv6 server is already known or an address
need not be allocated (e.g., stateless DHCPv6 or the Rapid Commit option is being
used—see Section 6.2.9), the four-message exchange can be shortened to become
a two-message exchange, in which case only the REQUEST and REPLY messages
are used. A DHCPv6 server commits a binding formed from the combination of
a DUID, IA type (temporary, nontemporary, or prefix—see Section 6.2.5.3), and
IAID. The IAID is a 32-bit number chosen by the client. Each binding can have
one or more leases, and one or more bindings can be manipulated using a single
DHCPv6 transaction.

6.2.5.6 Extended Example

Figure 6-15 shows an example of a Windows Vista (Service Pack 1) machine attach-
ing to a wireless network. Its IPv4 stack has been disabled. It begins by assigning
its link-local address and checking to see if that address is already being used.
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Figure 6-15 DAD for the client system’s link-local address is a Neighbor Solicitation for its own IPv6 address.
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In Figure 6-15 we see the ICMPv6 Neighbor Solicitation (DAD) for the client’s
optimistic address fe80::fd26:de93:5ab7:405a. (DAD is described in more detail
when we discuss stateless address autoconfiguration in Section 6.3.2.1.) The packet
is sent to the corresponding solicited-node address ff02::1:ffb7:405a. It optimisti-
cally assumes that this address is not otherwise in use on the link, so it continues
on immediately with a Router Solicitation (RS) (see Figure 6-16).

The RS shown in Figure 6-16 is sent to the All Routers multicast address {f02::2.
It induces each router on the network to respond with a Router Advertisement
(RA), which carries the important M and O bits the client requires to determine
what to do next.

Note

This example shows a router solicitation being sent from an optimistic address
including a source link-layer address option (SLLAO), in violation of [RFC4429].
The problem here is potential pollution of neighbor caches in any listening IPv6
routers. They will process the option and establish a mapping in their neighbor
caches between the tentative address and the link-layer address that may be a
duplicate. However, this is very unlikely and is probably not of significant concern.
Nonetheless, a pending “optimistic” option [IDDN], if standardized, will allow a
router solicitation to include an SLLAO that avoids this issue.

The RA in Figure 6-17 indicates the presence of a router, including its SLLAO
of 00:04:5a:9f:9e:80, which will be useful to the client for encapsulating subsequent
link-layer frames destined for the router. The Flags field indicates that the M and
O bit fields are both enabled (set to 1), so the client should proceed with DHCPv6,
both for obtaining its addresses as well as for obtaining other configuration infor-
mation. This is accomplished by soliciting a DHCPv6 server (see Figure 6-18).

The DHCPv6 SOLICIT message shown in Figure 6-18 includes a transaction
ID (as in DHCPv4), an elapsed time (0, not shown), and the DUID consisting of a
time and 6-byte MAC address. In this example, the MAC address 00:14:22:£4:19:5¢
is the MAC address of the wired Ethernet interface on this client, which is not the
interface being used to send the SOLICIT message. Recall that for DUID-LL and
DUID-TLL types of DUIDs the link-layer information should be the same across
interfaces. The IA is for a nontemporary address, and the client has selected the
IAID 09001302. The time values are left at 0 in the request, meaning that the client
is not expressing a particular desire; they will be determined by the server.

The next option is the FQDN option specified by [RFC4704]. It is used to carry
the FQDN of the client but also to affect how DHCPv6 and DNS interact (see Sec-
tion 6.4 on DHCP and DNS interaction). This option is used to enable dynamic
updates to FQDN-to-IPv6 address mapping by client or server. (The reverse is
generally handled by the server.) The first portion of this option contains three
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Figure 6-16 The Router Solicitation induces a nearby router to provide a Router Advertisement. The solicitation message is sent to the All Routers address
(££02::2).



262 System Configuration: DHCP and Autoconfiguration

"i! vista-dhcpvé.tr - Wireshark

Ele Edt Wiew Go Capture Analyzs Statistics Telephony Tools Help

BUDee BEXEE Acs T L/[EE Qaan FBD % B

No. Time: Protocol | Source Destination Info
0 RoUtEr ac ent from O

| >

| >

® Frame 3: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
# Ethernet II, Src<: 00:04:5a:97:92:80 (00:04:5a:97:92:80), Dst: 33:33:00:00:00:01 ¢33:33:00:00:00:01)
@ Internet Protocol Version &, sSrc: fe80::204:5aff:fesf:0e80 (fed0::204:5aff:Teof:0e80), Dst: ffoz::1 (ffoz::1)
B Internet Control Message Protocol w6
Type: 134 (router advertisement)
Code: 0
Checksum: 0x4017 [correct]
cur hop 1imit: &4
= Flags: 0xcO
Tooe on.. = managed
other
MOT Home Agent
. Router preference: Medium
..., .00, = nOot Proxied
router Tifetime: 1800
reachable time: ©
Retrans timer: 0
= IcMpve option (Source Tink-Tlayer address)
Type: source link-layer address (1)
Length: 8
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Figure 6-17 A Router Advertisement indicates that addresses are managed (available by assignment using
DHCPvV6) and that other information (e.g., DNS server) is also available using DHCPv6. This net-
work uses stateful DHCPv6. IPv6 Router Advertisement messages use ICMPv6 (see Chapter 8).

bit fields: N (server should not perform update), O (client request overridden by
server), and S (server should perform update). The second portion of the option
contains a domain name, which may be fully qualified or not.

Note

The Wireshark tool indicates that the FQDN name record in Figure 6-18 is mal-
formed and speculates that the packet may have been generated by a MS Vista
client, which indeed it was. The reason the field is malformed is because the origi-
nal specification for this option allowed a simple domain name encoding using
ASCII characters. This method has been deprecated by [RFC4704], and the two
encodings are not directly compatible. Microsoft provides a “hotfix” to address
this issue for Vista systems. Microsoft Windows 7 systems exhibit behavior com-
pliant with [RFC4704].

Other information in the solicitation message includes the identification of the
vendor class and requested option list. In this case, the vendor class data includes
the string "MSFT 5.0", which can be used by a DHCPv6 server to determine what
types of processing the client is capable of doing. In response to the client’s solici-
tation, the server responds with an ADVERTISE message (see Figure 6-19).
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Figure 6-18 The DHCPv6 SOLICIT message requests the location of one or more DHCPv6 servers and includes
information identifying the client and the options in which it is interested.

The ADVERTISE message shown in Figure 6-19 provides a wealth of infor-
mation to the client. The Client Identifier option echoes the client’s configuration
information. The Server Identifier option gives the time plus a link-layer address
of 10:00:00:00:09:20 to identify the server. The IA has the value IAID 09001302
(provided by the client) and includes the global address 2001:db8:0:f101::10fd with
preferred lifetime and valid lifetime of 130 and 200s, respectively (fairly short
timeouts). The status code of 0 indicates success. Also provided with the DHCPv6
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@ Client rdentifier: 000100010dd14b2e001422F4195F
= server Identifier: 000100010dd14b2e100000000920
Option: Server Identifier (2}
Length: 14
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ous Domain search List
pomain: home

b

Figure 6-19 The DHCPv6 ADVERTISE message includes an address and lease, plus DNS server IPv6 address
and domain search list.

advertisement is the DNS Recursive Name Server option [RFC3646] indicating a
server address of 2001:db8:0:f101::1 and a Domain Search List option containing
the string home. Note that the server does not include an FQDN option, as it does
not implement that option.

The next two packets are a conventional Neighbor Solicitation and Neighbor
Advertisement messages between the client and the router, which we do not detail
further. That exchange is followed by the client’s request for a commitment of the
global nontemporary address 2001:db8:0:£101::10fd (see Figure 6-20).

The REQUEST message shown in Figure 6-20 is very similar to the SOLICIT
message but includes the information carried in the ADVERTISE message from
the server (address, T1, and T2 values). The transaction ID remains the same for
all of the DHCPv6 messages we have seen. The exchange is completed with the
REPLY message, which is identical to the ADVERTISE message except for the dif-
ferent message type and therefore is not detailed.



Section 6.2 Dynamic Host Configuration Protocol (DHCP) 265

"l vista-dhcpyé.tr - Wireshark
Fle Edit View Go Capture Analyze Statistics Telephony Tools Help

SEBeN BEXZE AcsroTi|EE QD #DB%| B

Mo, Time:

€| >

DHC £ a ff :2  Re XID: O
Frame 8: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits)
# Ethernet II, src: 00:13:02:20:h59:18 (00:13:02:20:b9:18), Dst: 23:33:00:01:00:02 (32:33:00:01:00:02)
Internet Protocol version &, src: TeB0::fd26:deb3:5ab7:405a (fedo::fd26:de®3:5ab7:405a), pst: ffoz::l:2 (Ffo2::1:2)
User patagram Protocol, Src Port: 546 (546), DST Port: 547 (547)
= DHCPYE
Message Type: Request (3)
Transaction ID: Oxe341l0c
Elapsed time
Client Identifier: 000100010dd14b2e001422F4195F
server Identifier: 000100010dd14b22100000000920
B Identity association for MWon-temporary Address
option: Identity Association for Mon-temporary address (3)
Length: 40
walue: 090013020000003C0000005200050018200100b80000F101. ..
IAID: 08001302
T1: &0
T2: 90
= IA address: 2001:db8:0:f101::10fd
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Figure 6-20 The DHCPv6 REQUEST message is similar to a SOLICIT message but includes information
learned from the server’s ADVERTISE message.

The DHCPv6 messages exchanged in this example are typical of a system
when it boots or is attached to a new network. As with DHCPv4, it is possible to
induce a system to perform the release or acquisition of this information by hand.
For example, in Windows the following command will release the data acquired
using DHCPv6:

C:\> ipconfig /release6

and the following command will acquire it:

C:\> ipconfig /renew6

The type of information acquired by DHCP and assigned to the local inter-
face can be ascertained with another variant of this command that we have seen
before. Here is an excerpt of its output:

C:\> ipconfig /all
Wireless LAN adapter Wireless Network Connection:

Connection-specific DNS Suffix . : home

Description . . . . . . . . . . . : Intel(R) PRO/Wireless 3945ABG
Network Connection

Physical Address. . . . . . . . . : 00-13-02-20-B9-18

DHCP Enabled. . . . . . . . . . . : Yes
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Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : 2001:db8:0:£f101::12cd(Preferred)

Lease Obtained. . . . . . . . . . : Sunday, December 21, 2008
11:30:45 PM

Lease Expires . . . . . . . . . . : Sunday, December 21, 2008

11:37:04 PM
Link-local IPv6 Address . I
fe80::£d26:de93:5ab7:405a%9 (Preferred)
Default Gateway . . . . . . . . . : fe80::204:5aff:fe9f:9e80%9
DHCPv6 IAID . . . . . . . . . . . : 150999810
DHCPv6 Client DUID. Lo
00-01-00-01-0D-D1-4B-2E-00-14-22-F4-19-5F

DNS Servers . . . « « « « <« « . . : 2001:db8:0:£f101::1
NetBIOS over Tcpip. . . . . . . . : Disabled
Connection-specific DNS Suffix Search List :

home

Here we can see the link-layer address of the system (00:13:02:20:b9:18).
Note how this address was never used as a basis for forming the IPv6 addresses
in this example.

6.2.5.7 DHCPv6 Prefix Delegation (DHCPv6-PD and 6rd)

Although the discussion so far has revolved around configuring hosts, DHCPv6
can also be used to configure routers. This works by having one router delegate a
range of address space to another router. The range of addresses is described by
an IPv6 address prefix. The prefix is carried in a DHCP Prefix option, defined by
[RFC3633]. This is used in situations where the delegating router, which now acts
as a DHCPv6 server as well, does not require detailed topology information about
the network to which the prefix is being delegated. Such a situation can arise, for
example, when an ISP gives out a range of IP addresses to be used and potentially
reassigned by a customer. In such a circumstance, the ISP may choose to delegate
a prefix to the customer’s premises equipment using DHCPv6-PD.

With prefix delegation, a new form of IA called an IA_PD is defined. Each
IA_PD consists of an IAID and associated configuration information and is simi-
lar to an IA for addresses, as discussed previously. DHCPv6-PD is useful not only
for prefix delegation for fixed routers, but is also suggested to be used when rout-
ers (and their attached subnets) can be mobile [REC6276].

A special form of PD (6rd, described in [RFC5569]) has been created for support-
ing IPv6 rapid deployment by service providers. The OPTION_6RD (212) option
[RFC5969] holds the IPv6 6rd prefix that is used in assigning IPv6 addresses at a
customer’s site based on the customer’s assigned IPv4 address. IPv6 addresses are
algorithmically assigned by taking the service provider’s provisioned 6rd prefix as
the first n bits, with n being recommended as less than 32. A customer’s assigned
unicast IPv4 address is then appended as the next 32 (or fewer) bits, resulting in an
IPv6 6rd delegated prefix that is handled identically to DHCPv6-PD and is recom-
mended to be 64 bits or shorter in length to allow automatic address configuration
(see Section 6.4) to operate without problems.
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6.2.6

The OPTION_6RD option is variable in length and includes the follow-
ing values: the IPv4 mask length, 6rd prefix length, 6rd prefix, and a list of 6rd
relay addresses (IPv4 addresses of relays that provide 6rd). The IPv4 mask length
gives the number of bits from the IPv4 address to use in assigning IPv6 addresses
(counted from the left).

Using DHCP with Relays

In most simple networks, a single DHCP server is made available directly to cli-
ents on the same LAN. However, in more complicated enterprises it may be neces-
sary or convenient to relay DHCP traffic through one or more DHCP relay agents,
as illustrated in Figure 6-21.

Network Segment Network Segment
A B

DHCP Server
()
é | Relay Agent Messages with

¢ Relay Agent InforrTation
|

() |

conventiond! —%
a—ppcp Mess?9%

DHCP Client

Figure 6-21 A DHCP relay agent extends the operation of DHCP beyond a single network segment.
Information carried only between relays and DHCPv4 servers can be carried in the
Relay Agent Information option. Relaying in DHCPv6 works in a similar fashion but
with a different set of options.

A relay agent is used to extend the operation of DHCP across multiple network
segments. In Figure 6-21 the relay between network segments A and B forwards
DHCP messages and may annotate the messages with additional information
using options or by filling in empty fields. Note that in ordinary circumstances,
a relay does not participate in all DHCP traffic exchanged between a client and
a server. Rather, it relays only those messages that are broadcast (or multicast in
IPv6). Such messages are usually exchanged when a client is obtaining its address
for the first time. Once a client has acquired an IP address and the server’s IP
address using the Server Identification option, it can carry out a unicast conversa-
tion with the server that does not involve the relay. Note that relay agents have tra-
ditionally been layer 3 devices and tend to incorporate routing capabilities. After
discussing the basics of layer 3 relays, we will look briefly at alternatives that oper-
ate (mostly) at layer 2.
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6.2.6.1 Relay Agent Information Option

In the original concept of a BOOTP or DHCP relay [RFC2131], a relay agent served
the purpose only of relaying a message from one subnet to another that would
otherwise not be passed on by a router. This allowed systems that could not
yet perform indirect delivery to acquire an address from a centralized location.
This is sensible for a network operating in an enterprise under one administra-
tive authority, but in cases where DHCP is used at a subscriber’s premises and
the DHCP infrastructure is provided elsewhere (e.g., an ISP), more information
may be required. There are a number of possible reasons. For example, the ISP
may not trust the subscriber completely, or billing and logging may be associated
with other information not available in the basic DHCP protocol. It has therefore
become useful to include extra information in the messages that pass between the
relay and the server. The Relay Agent Information option (for DHCPv4, abbrevi-
ated RAIO) [RFC3046] provides ways to include such information for IPv4 net-
works. IPv6 works somewhat differently, and we cover it in the following section.

The RAIO for DHCPv4 specified in [RFC3046] is really a meta-option, in
the sense that it specifies a framework in which a number of suboptions can be
defined. Many such suboptions have been defined, including several that are used
by ISPs to identify from which user, circuit, or network a request is coming. In
many cases we shall see that a suboption of the DHCPv4 information option has a
corresponding IPv6 option.

Because some of the information conveyed between a relay and a server may
be important to secure, the DHCP Authentication suboption of the RAIO has been
defined in [RFC4030]. It provides a method to ensure data integrity of the mes-
sages exchanged between relay and server. The approach is very similar to the
DHCP deferred authentication method (see Section 6.2.7), except the SHA-1 algo-
rithm is used instead of the MD5 algorithm (see Chapter 18).

6.2.6.2 Relay Agent Remote-ID Suboption and IPv6 Remote-ID Option

One common requirement placed upon a relay is to identify the client making a
DHCP request with information beyond what the client itself provides. A sub-
option of the Relay Agent Information option, called the Remote-ID suboption,
provides a way to identify the requesting DHCP client using a number of nam-
ing approaches that are locally interpreted (e.g., caller ID, user name, modem ID,
remote IP address of a point-to-point link). The DHCPv6 Relay Agent Remote-ID
option [RFC4649] provides the same capability but also includes an extra field,
the enterprise number, which indicates the vendor associated with the identify-
ing information. This format of the Remote-ID information is then specified in a
vendor-specific way based on the enterprise number. A common method is to use
a DUID for the remote ID.

6.2.6.3 Server Identifier Override

In some cases a relay may wish to interpose itself for processing between a
DHCP client and server. This can be accomplished with a special Server Identifier
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Override suboption [RFC5107]. The suboption is a variant of the RAIO mentioned
previously.

Ordinarily, a relay forwards SOLICIT messages and may append options to
these messages as they pass from client to server. Relays are necessary in this cir-
cumstance because the client is likely to not yet have an acceptable IP address and
only sends its messages to the local subnet using broadcast or multicast address-
ing. Once a client receives and selects its address, it can talk directly to the DHCP
server based upon the server’s identity carried in the Server Identifier option. In
effect, this cuts the relay out of subsequent transactions between client and server.

It is often useful to allow the relay to include a variety of options (e.g., RAIO
carrying a circuit ID) for other types of messages, such as REQUEST, in addition
to SOLICIT. This option includes a 4-byte value specifying the IPv4 address to use
in the Server Identifier option present in DHCPREPLY messages formed by serv-
ers. The Server Identifier Override option is supposed to be used in conjunction
with the Relay Agents Flag suboption [RFC5010]. This suboption of the RAIO is a
set of flags that carry information from relay to server. So far, only one such flag
is defined: whether the destination address on the initial message from the client
used broadcast or unicast addressing. The server may make different address allo-
cation decisions based upon the setting of this flag.

6.2.6.4 Lease Query and Bulk Lease Query

In some environments it is useful to allow a third-party system (such as a relay
or access concentrator) to learn the address bindings for a particular DHCP client.
This facility is provided by DHCP leasequery ([RFC4388][RFC6148] for DHCPv4
and [RFC5007] for DHCPv®6). In the case of DHCPvV6, it can also provide lease
information for delegated prefixes. In Figure 6-21, the relay agent may “glean”
information from DHCP packets that pass through it in order to influence what
information is provided to the DHCP server. Such information may be kept by the
relay but may be lost upon relay failure. The DHCPLEASEQUERY message allows
such an agent to reacquire this type of information on demand, usually when
relaying traffic for which it has lost a binding. The DHCPLEASEQUERY message
supports four types of queries for DHCPv4: IPv4 address, MAC address, Client
Identifier, and Remote ID. For DHCPV6, it supports two: IPv6 address and Client
Identifier (DUID).

DHCPv4 servers may respond to lease queries with one of the follow-
ing types of messages: DHCPLEASEUNASSIGNED, DHCPLEASEACTIVE, or
DHCPLEASEUNKNOWN. The first message indicates that the responding server
is authoritative for the queried value but no current associated lease is assigned.
The second form indicates that a lease is active, and the lease parameters (includ-
ing T1 and T2) are provided. There is no particular presumed use for this infor-
mation; it is made available to the requestor for whatever purposes it desires.
DHCPv6 servers respond with a LEASEQUERY-REPLY message that contains
a Client Data option. This option, in turn, includes a collection of the following
options: Client ID, IPv6 Address, IPv6 Prefix, and Client Last Transaction Time.
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The last value is the time (in seconds) since the server last communicated with
the client in question. A LEASEQUERY-REPLY message may also contain the fol-
lowing two options: Relay Data and Client Link. The first includes the data last
sent from a relay about the associated query, and the second indicates the link on
which the subject client has one or more address bindings. Once again, this infor-
mation is used for whatever purposes the requestor desires.

An extension to lease query called Bulk Leasequery (BL) [REC5460][ID4LQ)]
allows multiple bindings to be queried simultaneously, uses TCP/IP rather than
UDP/IP, and supports a wider range of query types. BL is designed as a special
service for obtaining binding information and is not really part of conventional
DHCEP. Thus, clients wishing to obtain conventional configuration information do
not use BL. One particular use of BL is when DHCP is being used for prefix del-
egation. In this case, it is common for a router to be acting as a DHCP-PD client. It
obtains a prefix and then provides an address from the address range represented
by the prefix as an assignment to conventional DHCP clients. However, if such a
router fails or reboots, it may lose the prefix information and have a difficult time
recovering because the conventional lease query mechanism requires an identifier
for the binding in order to form the query. BL helps this situation, and others, by
generalizing the set of possible query types.

BL provides several extensions to basic lease query. First, it uses TCP/IP (port
547 for IPv6 and port 67 for IPv4) instead of UDP/IP. This change allows for large
amounts of query information to be returned for a single query, as may be neces-
sary when retrieving a large number of delegated prefixes. BL also provides a Relay
Identifier option to allow queries to identify the querier more easily. A BL query
can then be based on relay identifier, link address (network segment), or relay ID.

The Relay ID DHCPv6 option and Relay ID DHCPv4 suboption [ID4RI] may
include a DUID that identifies the relay agent. Relays can insert this option in mes-
sages they forward, and the server can use it to associate bindings it receives with
the particular relay providing them. BL supports queries by address and DUID
specified in [RFC5007] and [RFC4388] but also queries by relay ID, link address,
and remote ID. These newer queries are supported only on TCP/IP-based servers
that support BL. Conversely, BL servers support only LEASEQUERY messages, not
the full set of ordinary DHCP messages.

BL extends the basic lease query mechanism with the LEASEQUERY-DATA
and LEASEQUERY-DONE messages. When responding successfully to a query, a
server first includes a LEASEQUERY-REPLY message. If additional information is
available, it includes a set of LEASEQUERY-DATA messages, one per binding, and
completes the set with a LEASEQUERY-DONE message. All messages pertaining
to the same group of bindings share a common transaction ID, the same one pro-
vided in the initial LEASEQUERY-REQUEST message.

6.2.6.5 Layer 2 Relay Agents

In some network environments, there are layer 2 devices (e.g., switches, bridges)
that are located near end systems that relay and process DHCP requests. These
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layer 2 devices do not have a full TCP/IP implementation stack and are not address-
able using IP. As a result, they cannot act as conventional relay agents. To deal with
this issue, [IDL2RA] and [RFC6221] specify how layer 2 “lightweight” DHCP relay
agents (LDRAs) should behave, for IPv4 and IPv6, respectively. When referring to
relay behaviors, interfaces are labeled as client-facing or network-facing, and as
either trusted or untrusted. Network-facing interfaces are topologically closer to
DHCP servers, and trusted interfaces are those where it is assumed that arriving
packets are not spoofed.

The primary issue for IPv4 LDRAs is how to handle the DHCP giaddr field and
insert a RAIO when the LDRA itself has no IP layer information. The approach
recommended by [IDL2RA] is to have LDRAs insert the RAIO into DHCP requests
received from clients but not fill in the giaddr field. The resulting DHCP message
is sent in a broadcast fashion to one or more DHCP servers, as well as any other
receiving LDRAs. Such messages are flooded (i.e., sent on all interfaces except
the one upon which the message was received) unless received on an untrusted
interface. LDRAs receiving such a message already including a RAIO do not add
another such option but perform flooding. Responses (e.g., DHCPOFFER mes-
sages) sent using broadcast may be intercepted by the LDRA, which in turn strips
the RAIO and uses its information to forward the response to the original request-
ing client. Many LDRAs also intercept unicast DHCP traffic. In these cases, the
RAIO is also created or stripped as necessary. Note that compatible DHCP serv-
ers must support the ability to process and return DHCP messages containing
RAIOs without a valid giaddr field, whether such messages are sent using unicast
or broadcast.

IPv6 LDRAs process DHCPvV6 traffic by creating RELAY-FORW and RELAY-
REPL messages. ADVERTISE, REPLY, RECONFIGURE, and RELAY-REPL mes-
sages received on client-facing interfaces are discarded. In addition, RELAY-FORW
messages received on untrusted client-facing interfaces are also discarded as a
security precaution. RELAY-FORW messages are built containing options that
identify the client-facing interface (i.e., Link-Address field, Peer-Address field, and
Interface-ID option). The Link-Address field is set to O, the Peer-Address field is set
to the client’s IP address, and the Interface-ID option is set to a value configured
in the LDRA. When receiving a RELAY-REPL message containing a Link-Address
field with value 0, the LDRA decapsulates the included message and sends it to
toward the client on the interface specified in the received Interface-ID option
(provided by the server). RELAY-FORW messages received on client-facing inter-
faces are modified by incrementing the hop count. Messages other than RELAY-
REPL messages received on network-facing interfaces are dropped.

DHCP Authentication

While we ordinarily discuss various security vulnerabilities at the end of each
chapter (as we do in this one), for DHCP it is worth mentioning them here. It
should be apparent that if the smooth operation of DHCP is interfered with, hosts
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are likely to be configured with erroneous information and significant disruption
could result. Unfortunately, as we have discussed so far, DHCP has no provision
for security, so it is possible for unauthorized DHCP clients or servers to be set
up, either intentionally or accidentally, that could cause havoc with an otherwise
functioning network.

In an attempt to mitigate these problems, a method to authenticate DHCP
messages is specified in [RFC3118]. It defines a DHCP option, the Authentication
option, with the format shown in Figure 6-22.

0 1516 31

Code Length Protocol Algorithm

RDM

I

Replay Detection
(64 bits, based on RDM)

Authentication Information
(variable, based on Protocol)

Figure 6-22 The DHCP Authentication option includes replay detection and can use various meth-
ods for authentication. Specified back in 2001, this option is not widely used today.

The purpose of the Authentication option is to help determine whether a
DHCP message has come from an authorized sender. The Code field is set to 90,
and the Length field gives the number of bytes in the option (not including the
Code or Length fields). If the Protocol and Algorithm fields have the value 0, the
Authentication Information field holds a simple shared configuration token. As long as
the configuration token matches at the client and server, the message is accepted.
This could be used, for example, to hold a password or similar text string, but such
traffic could be intercepted by an attacker, so this method is not very secure. It
might help to fend off accidental DHCP problems, however.

A somewhat more secure method involves so-called deferred authentication,
indicated if the Protocol and Algorithm fields are set to 1. In this case, the client’s
DHCPDISCOVER or DHCPINFORM message includes an Authentication option,
and the server responds with authentication information included in its DHCPOEF-
FER or DHCPACK message. The authentication information includes a message
authentication code (MAC; see Chapter 18), which provides authentication of the
sender and an integrity check on the message contents. Assuming that the server
and client have a shared secret, the MAC can be used to ensure that the client is
trusted by the server and vice versa. It can also be used to ensure that the DHCP
messages exchanged between them have not been modified or replayed from an
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earlier DHCP exchange. The replay detection method (RDM) is determined by
the value of the RDM field. For RDM set to 0, the Replay Detection field contains a
monotonically increasing value (e.g., timestamp). Received messages are checked
to ensure that this value always increases. If the value does not increase, it is
likely that an earlier DHCP message is simply being replayed (captured, stored,
and played back later). It is conceivable that the value in the Replay Detection field
could fail to advance in a situation where packets are reordered, but this is highly
unlikely in a LAN (where DHCP is most prevalent) because only a single routing
path is ordinarily used between the DHCP client and server.

There are (at least) two reasons why DHCP authentication has not seen wide-
spread use. First, the approach requires shared keys to be distributed between a
DHCP server and each client requiring authentication. Second, the Authentication
option was specified after DHCP was already in relatively widespread use. None-
theless, [RFC4030] builds upon this specification to help secure DHCP messages
passed through relay agents (see Section 6.2.6).

Reconfigure Extension

In ordinary operation, a DHCP client initiates the renewal of address bindings.
[RFC3203] defines the reconfigure extension and associated DHCPFORCERENEW
message. This extension allows a server to cause a single client to change to the
Renewing state and attempt to renew its lease by an otherwise ordinary opera-
tion (i.e, DHCPREQUEST). A server that does not wish to renew the lease for the
requested address may respond with a DHCPNAK, causing the client to restart
in the INIT state. The client would then begin again using a DHCPDISCOVER
message.

The purpose of this extension is to cause the client to reestablish an address or
to cause it to lose its address as the result of some significant change of state within
the network. This could happen, for example, if the network is being adminis-
tratively taken down or renumbered. Because this message is such an obvious
candidate for a DoS attack, it must be authenticated using DHCP authentication.
Because DHCP authentication is not in widespread use, neither is the reconfigure
extension.

Rapid Commit

The DHCP Rapid Commit option [RFC4039] allows a DHCP server to respond
to the DHCPDISCOVER message with a DHCPACK, effectively skipping the
DHCPREQUEST message and ultimately using a two-message exchange instead
of a four-message exchange. The motivation for this option is to quickly configure
hosts that may change their point of network attachment frequently (i.e., mobile
hosts). When only a single DHCP server is available and addresses are plentiful,
this option should be of no significant concern.
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To use rapid commit, a client includes the option in a DHCPDISCOVER mes-
sage; it is not permitted to include it in any other message. Similarly, a server uses
this option only in DHCPACK messages. When a server responds with this option,
the receiving client knows that the returned address may be used immediately. If
it should determine later that the address is already in use by another system (e.g,,
via ARP), the client sends a DHCPDECLINE message and abandons the address. It
may also voluntarily relinquish the address it has received using a DHCPRELEASE
message.

Location Information (LCI and LoST)

In some cases, it is useful for a host being configured to become aware of its loca-
tion in the world. Such information may be encoded using, for example, latitude,
longitude, and altitude. An IETF effort known as Geoconf (“Geographic configu-
ration”) resulted in [RFC6225], which specifies how to provide such geospatial
Location Configuration Information (LCI) to clients using the GeoConf (123) and
GeoLoc (144) DHCP options. Geospatial LCI includes not only the value of the lati-
tude, longitude, and altitude coordinates, but also resolution indicators for each.
LCI can be used for a number of purposes, including emergency services. If a
caller using an IP phone requests emergency assistance, LCI can be used to indi-
cate where the emergency is taking place.

Although the physical location information just mentioned is useful to locate
a particular individual or system, sometimes it is important to know the civic
location of an entity. The civic location expresses location in terms of geopoliti-
cal institutions such as country, city, district, street, and other such parameters.
Civic location information can be provided using DHCP in the same way a phys-
ical location can, using the same LCI structure as is used with geospatial LCI.
[REC4776] defines the GEOCONEF_CIVIC (99) option for carrying civic location
LCL This form of LCl is trickier than the geospatial information because the geo-
political method for naming locations varies by country. An additional complexity
arises because such names may also require languages and character sets beyond
the English and ASCII language and characters ordinarily used with DHCP. There
is also a concern regarding the privacy of location in general, not just with respect
to DHCP. The IETF is undertaking this issue in a framework called “Geopriv.” See,
for example, [RFC3693] for more information.

An alternative high-layer protocol known as the HTTP-Enabled Location Deliv-
ery (HELD) protocol [RFC5985] may also be used to provide location information.
Instead of encoding the LCI directly in DHCP messages, DHCP options OPTION_
V4_ACCESS_DOMAIN (213) and OPTION_V6_ACCESS_DOMAIN (57) provide
the FQDN of a HELD server for IPv4 and IPv6, respectively [RFC5986].

Once a host knows its location, it may need to contact services associated with
the location (e.g., the location of the nearest hospital). The IETF Location-to-Service
Translation (LoST) framework [RFC5222] accomplishes this using an application-
layer protocol accessed using a location-dependent URI. The DHCP options
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OPTION_V4_LOST (137) and OPTION_V6_LOST (51) provide for variable-length
encodings of an FQDN specifying the name of a LoST server for DHCPv4 and
DHCPvV6, respectively [RFC5223]. The encoding is in the same format used by
DNS for encoding domain names (see Chapter 11).

Mobility and Handoff Information (MoS and ANDSF)

In response to the increased use of mobile computers and smartphones accessing
the Internet with cellular technology, frameworks and related DHCP options have
been specified to convey information about the cellular configuration and hand-
overs between different wireless networks. At present, there are two sets of DHCP
options relating to this information: IEEE 802.21 Mobility Services (MoS) Discovery
and Access Network Discovery and Selection Function (ANDSF). The latter framework
is being standardized by the 3rd Generation Partnership Project (3GPP), one of the
organizations responsible for creating cellular data communications standards.

The IEEE 802.21 standard [802.21-2008] specifies a framework for media-
independent handoff (MIH) services between various network types, including
those defined by IEEE (802.3, 802.11, 802.16), those defined by 3GPP, and those
defined by 3GPP2. A design of such a framework in the IETF context is provided
in [RFC5677]. MoS provides three types of services known as information ser-
vices, command services, and event services. Roughly speaking, these services
provide information about available networks, functions for controlling link
parameters, and notification of link status changes. The MoS Discovery DHCP
options [RFC5678] provide a means for a mobile node to acquire the addresses or
domain names of servers providing each of these services using either DHCPv4
or DHCPvé. For IPv4, the OPTION-IPv4_Address-MoS option (139) contains a
vector of suboptions containing IP addresses for servers providing each of the
services. A suboption of the OPTION-IPv4_FQDN-MoS option (140) provides a
vector of FQDNS for servers for each of the services. Similar options, OPTION-
IPv6_Address-MoS (54) and OPTION-IPv6_FQDN (55), provide equivalent capa-
bilities for IPvé.

Based upon 3GPP’s ANDSF specification, [RFC6153] defines DHCPv4 and
DHCPv6 options for carrying ANDSF information. In particular, it defines options
for mobile devices to discover the address of an ANDSF server. ANDSF servers
are configured by cellular infrastructure operators and may hold information
such as the availability and access policies of multiple transport networks (e.g.,
simultaneous use of 3G and Wi-Fi).

The ANDSF IPv4 Address Option (142) contains a vector of IPv4 addresses for
ANDSEF servers. The addresses are provided in preference order (first is most pre-
ferred). The ANDSF IPv6 Address Option (143) contains a vector of IPv6 addresses
for ANDSF servers. To request ANDSF information using DHCPv4, the mobile node
includes an ANDSF IPv4 Address option in the Parameter Request List. To request
ANDSEF information using DHCPv®6, the client includes an ANDSF IPv6 Address
option in the Option Request Option (ORO) (see Section 22.7 of [RFC3315]).
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6.3

6.3.1

6.3.2

DHCP Snooping

DHCP “snooping” is a capability that some switch vendors offer in their prod-
ucts that inspects the contents of DHCP messages and ensures that only those
addresses listed on an access control list are able to exchange DHCP traffic. This
can help to protect against two potential problems. First, a “rogue” DHCP server is
limited in the damage it can do because other hosts are not able to hear its DHCP
address offers. Also, the technique can limit the allocation of addresses to a partic-
ular set of MAC addresses. While this provides some protection, MAC addresses
can be changed in a system fairly easily using operating system commands, so
this technique offers only limited protection.

Stateless Address Autoconfiguration (SLAAC)

While most routers have their addresses configured manually, hosts can be
assigned addresses manually, using an assignment protocol like DHCP, or auto-
matically using some sort of algorithm. There are two forms of automatic assign-
ment, depending on what type of address is being formed. For addresses that are
to be used only on a single link (link-local addresses), a host need only find some
appropriate address not already in use on the link. For addresses that are to be
used for global connectivity, however, some portion of the address must generally
be managed. There are mechanisms in both IPv4 and IPv6 for link-local address
autoconfiguration, whereby a host determines its address(es) largely without help.
This is called stateless address autoconfiguration (SLAAC).

Dynamic Configuration of IPv4 Link-Local Addresses

In cases where a host without a manually configured address attaches to a network
lacking a DHCP server, IP-based communication is unable to take place unless
the host somehow generates an IP address to use. [RFC3927] describes a mecha-
nism whereby a host can automatically generate its own IPv4 address from the
link-local range 169.254.1.1 through 169.254.254.254 using the 16-bit subnet mask
255.255.0.0 (see [RFC5735]). This method is known as dynamic link-local address
configuration or Automatic Private IP Addressing (APIPA). In essence, a host selects
a random address in the range to use and checks to see if that address is already
in use by some other system on the subnetwork. This check is implemented using
IPv4 ACD (see Chapter 4).

IPv6 SLAAC for Link-Local Addresses

The goal of IPv6 SLAAC is to allow nodes to automatically (and autonomously)
self-assign link-local IPv6 addresses. IPv6 SLAAC is described in [RFC4862]. It
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involves three major steps: obtaining a link-local address, obtaining a global
address using stateless autoconfiguration, and detecting whether the link-local
address is already in use on the link. Stateless autoconfiguration can be used with-
out routers, in which case only link-local addresses are assigned. When routers are
present, a global address is formed using a combination of the prefix advertised
by a router and locally generated information. SLAAC can also be used in con-
junction with DHCPv6 (or manual address assignment) to allow a host to obtain
information in addition to its address (called “stateless” DHCPv6). Hosts that per-
form SLAAC can be used on the same network as those configured using stateful
or stateless DHCPv6. Generally, stateful DHCPv6 is used when finer control is
required in assigning address to hosts, but it is expected that stateless DHCPv6 in
combination with SLAAC will be the most common deployment option.

In IPv6, tentative (or optimistic) link-local addresses are selected using proce-
dures specified in [RFC4291] and [RFC4941]. They apply only to multicast-capable
networks and are assigned infinite preferred and valid lifetimes once established.
To form the numeric address, a unique number is appended to the well-known
link-local prefix fe80::0 (of appropriate length). This is accomplished by setting
the right-most N bits of the address to be equal to the (N-bit-long) number, the
left-most bits equal to the 10-bit link-local prefix 1111111010, and the rest to 0. The
resulting address is placed into the tentative (or optimistic) state and checked for
duplicates (see the next section).

6.3.2.1 IPv6 Duplicate Address Detection (DAD)

IPv6 DAD uses ICMPv6 Neighbor Solicitation and Neighbor Advertisement mes-
sages (see Chapter 8) to determine if a particular (tentative or optimistic) IPv6
address is already in use on the attached link. For purposes of this discussion,
we refer only to tentative addresses, but it is understood that DAD applies to opti-
mistic addresses as well. DAD is specified in [RFC4862] and is recommended to
be used every time an IPv6 address is assigned to an interface manually, using
autoconfiguration, or using DHCPvV6. If a duplicate address is discovered, the pro-
cedure causes the tentative address to not be used. If DAD succeeds, the tentative
address transitions to the preferred state and can be used without restriction.

DAD is performed as follows: A node first joins the All Nodes multicast address
and the Solicited-Node multicast address of the tentative address (see Chapter 9).
To check for use of an address duplicate, a node sends one or more ICMPv6 Neigh-
bor Solicitation messages. The source and destination IPv6 addresses of these mes-
sages are the unspecified address and Solicited-Node address of the target address
being checked, respectively. The Target Address field is set to the address being
checked (the tentative address). If a Neighbor Advertisement message is received
in response, DAD has failed, and the address being checked is abandoned.
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Note

As a consequence of joining multicast groups, MLD messages are sent (see
Chapter 9), but their transmission is delayed by a random interval according to
[RFC4862] to avoid congesting the network when many nodes simultaneously
join the All Hosts group (e.g., after a restoration of power). For DAD, these MLD
messages are used to inform MLD-snooping switches to forward multicast traffic
as necessary.

When an address has not yet successfully completed DAD, any received
neighbor solicitations for it are treated in a special way, as this is indicative of
some other host’s intention to use the same address. If such messages are received,
they are dropped, the current tentative address is abandoned, and DAD fails.

If DAD fails, by receiving a similar neighbor solicitation from another node
or a neighbor advertisement for the target address, the address is not assigned to
an interface and does not become a preferred address. If the address is a link-local
address being configured based on an interface identifier derived from a local
MAC address, it is unlikely that the same procedure will ultimately produce a
nonconflicting address, so the use of this address is abandoned and administrator
input is required. If the address is based on a different form of interface identi-
fier, IPv6 operations may be retried using another address based on an alternative
tentative address.

6.3.2.2 IPv6 SLAAC for Global Addresses

Once a node has acquired a link-local address, it is likely to require one or more
global addresses as well. Global addresses are formed using a process similar to
that for link-local SLAAC but using a prefix provided by a router. Such prefixes
are carried in the Prefix option of a router advertisement (see Chapter 8), and a
flag indicates whether the prefix should be used in forming global addresses with
SLAAC. If so, the prefix is combined with an interface identifier (e.g., the same one
used in forming a link-local address if the privacy extension is not being used) to
form a global address. The preferred and valid lifetimes of such addresses are also
determined by information present in the Prefix option.

6.3.2.3 Example

The trace in Figure 6-23 shows the series of events an IPv6 (Windows Vista/SP1)
host uses when allocating its addresses with SLAAC. The system first selects a
link-local address based on the link-local prefix of fe80::/64 and a random number.
This method is designed to enhance the privacy of a user by making the address of
the host system change over time [RFC4941]. The other common method involves
using the bits of the MAC address in forming the link-local address. It performs
DAD on this address (fe80::fd26:de93:5ab7:405a) to look for conflicts.
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Figure 6-23 During SLAAC, a host begins by performing DAD on the tentative link-local address it wishes to use by sending an ICMPv6 Neighbor Solicita-
tion message for this address from the unspecified address.
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Figure 6-23 shows the operation of DAD, which involves the host sending an
NS to see if its selected link-local address is in use. It then quickly performs an RS
to determine how to proceed (see Figure 6-24).
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Figure 6-24 The ICMPv6 RS message induces a nearby router to supply configuration information such as the
global network prefix in use on the attached network.

The Router Solicitation message shown in Figure 6-24 is sent to the All Rout-
ers multicast address (ff02::2) using the autoconfigured link-local IPv6 address as
a source address. The response is given in an RA sent to the All Systems multicast
address (ff02::1), so that all attached systems can see (see Figure 6-25).

The RA shown in Figure 6-25 is sent from fe80::204:5aff:fe9f:9e80, the link-
local address of the router, to the All Systems multicast address {f02::1. The Flags
field in the RA, which may contain several configuration options and extensions
[RFC5175], is set to 0, indicating that addresses are not “managed” on this link
by DHCPv6. The Prefix option indicates that the global prefix 2001:db8::/64 is
in use on the link. The prefix length of 64 is not carried but is instead defined
according to [RFC4291]. The Flags field value of OxcO associated with the Pre-
fix option indicates that the prefix is on-link (can be use in conjunction with a
router) and the auto flag is set, meaning that the prefix can be used by the host
to configure other addresses automatically. It also includes the Recursive DNS
Server (RDNSS) option [RFC6106], which indicates that a DNS server is available
at the address 2001::db8::1. The SLLAO indicates that the router’s MAC address is
00:04:5a:9f:9e:80. This information is made available for any node to populate its
neighbor cache (the IPv6 equivalent of the IPv4 ARP cache; Neighbor Discovery is
discussed in Chapter 8).
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Figure 6-25 An ICMPv6 RA message provides the location and availability of a default router plus the global
address prefix in use on the network. It also includes the location of a DNS server and indicates
whether the router sending the advertisement can also act as a Mobile IPv6 home agent (no in this
case). The client may use some or all of this information in configuring its operation.

After an exchange of Neighbor Solicitation and Neighbor Advertisement mes-
sages between the client and the router, the client performs another DAD opera-
tion on the new (global) address it selects (see Figure 6-26).

The address 2001:db8::fd26:de93:5ab7:405a has been chosen by the client
based on the prefix 2001::db8 carried in the router advertisement it received ear-
lier. The low-order bits of this address are based on the same random number as
was used to configure its link-local address. As such, the Solicited-Node multicast
address ff02::1:ffb7:405a is the same for DAD for both addresses. After this address
has been tested for duplication, the client allocates another address and applies
DAD to it (see Figure 6-27).
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Figure 6-26 DAD for the global address derived from the prefix 2001:db8::/64 is sent to the same
Solicited-Node multicast address as the first packet.
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Figure 6-27 DAD for the address 2001:db8::9cf4:£812:816d:5¢97.

The DAD operation in Figure 6-27 is for the address 2001:db8::9cf4:f812:816d:
5c97. This address is a temporary IPv6 address, generated using a different ran-
dom number for its lower-order bits for privacy reasons. The difference between
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the two global addresses here is that the temporary address has a shorter lifetime.
Lifetimes are computed as the lower (smaller) of the following two values: the life-
times included in the Prefix Information option received in the RA and a local pair
of defaults. In the case of Windows Vista, the default valid lifetime is one week and
the default preferred lifetime is one day. Once this message has completed, the cli-
ent has performed SLAAC for its link-local address, plus two global addresses.
This is enough addressing information to perform local or global communication.
The temporary address will change periodically to help enhance privacy. In cases
where privacy protection is not desired, the following command can be employed
to disable this feature in Windows:

C:\> netsh interface ipv6 set privacy state=disabled

In Linux, temporary addresses can be enabled using this set of commands:
Linux# sysctl -w net.ipvé6.conf.all.use_tempaddr=2

Linux# sysctl -w net.ipvé6.conf.default.use_tempaddr=2

and disabled using these commands:
Linux# sysctl -w net.ipvé6.conf.all.use_tempaddr=0

Linux# sysctl -w net.ipvé6.conf.default.use_tempaddr=0

6.3.2.4 Stateless DHCP

We have mentioned that DHCPv6 can be used in a “stateless” mode where the
DHCPv6 server does not assign addresses (or keep any per-client state) but
does provide other configuration information. Stateless DHCPv6 is specified in
[RFC3736] and combines SLAAC with DHCPv6. It is believed that this combi-
nation is an attractive deployment option because network administrators need
not be directly concerned with address pools as they have been when deploying
DHCPv4.

In a stateless DHCPv6 deployment, nodes are assumed to have obtained their
addresses using some method other than DHCPv6. Thus, the DHCPv6 server does
not need to handle any of the address management messages specified in Table
6-1. In addition, it does not need to handle any of the options required for estab-
lishing IA bindings. This simplifies the server software and server configuration
considerably. The operation of relay agents is unchanged.

Stateless DHCPv6 clients use the DHCPv6 INFORMATION-REQUEST mes-
sage to request information that is provided in REPLY messages from servers. The
INFORMATION-REQUEST message includes an Option Request option listing
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the options about which the client wishes to know more. The INFORMATION-
REQUEST may include a Client Identifier option, which allows answers to be cus-
tomized for particular clients.

To be a compliant stateless DHCPv6 server, a system must implement the fol-
lowing messages: INFORMATION-REQUEST, REPLY, RELAY-FORW, and RELAY-
REPL. It also must implement the following options: Option Request, Status Code,
Server Identifier, Client Message, Server Message, Interface-ID. The last three
are used when relay agents are involved. To be a useful stateless DHCPv6 server,
several other options will likely be necessary: DNS Server, DNS Search List, and
possibly SIP Servers. Other potentially useful, but not required, options include
Preference, Elapsed Time, User Class, Vendor Class, Vendor-Specific Information,
Client Identifier, and Authentication.

6.3.2.5 The Utility of Address Autoconfiguration

The utility of address autoconfiguration for IP is typically limited because routers
that may be on the same network as the client are configured with particular IP
address ranges in use that differ from the addresses a client is likely to autoconfig-
ure. This is especially true for the IPv4 (APIPA) case, as the private link-local prefix
169.254/16 is very unlikely to be used by a router. Therefore, the consequence of
self-assigning an IP address is that local subnet access may work, but Internet
routing and name services (DNS) are likely to fail. When DNS fails, much of the
common Internet “experience” fails with it. Thus, it is often more useful to have a
client fail to get an IP address (which is relatively easily detected) than to allow it
to obtain one that cannot really be used effectively.

Note

There are name services other than conventional DNS that may be of use for
link-local addressing, including Bonjour/ZeroConf (Apple), LLMNR, and NetBIOS
(Microsoft). Because these have evolved over time from different vendors, and
are not established IETF standards, the exact behavior involved when mapping
names to addresses in the local environment varies considerably. See Chapter 11
for more details on local alternatives to DNS.

The use of APIPA can be disabled, which prevents a system from self-assign-
ing an IP address. In Windows, this is accomplished by creating the following
registry key (the key is a single line but is wrapped here for illustration):

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\
IPAutoconfigurationEnabled

This REG_DWORD value may be set to 0 to disable APIPA for all network inter-
faces. In Linux, the file /etc/sysconfig/network can be modified to include
the following directive:

NOZEROCONF=yes
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6.4

This disables the use of APIPA for all network interfaces. It is also possible to
disable APIPA for specific interfaces by modifying the per-interface configura-
tion files (e.g., /etc/sysconfig/network-scripts/ifcfg-etho for the first
Ethernet device).

In the case of IPv6 SLAAC, it is relatively easy to obtain a global IPv6 address,
but the relationship between a name and its address is not secured, leading to a
potential set of unpleasant consequences (see Chapters 11 and 18). Thus, it may
still be desirable to avoid SLAAC in deployments for the time being. To disable
SLAAC for IPv6 global addresses, there are two methods. First, the Router Adver-
tisement messages provided by the local router can be arranged to turn off the
“auto” flag in the Prefix option (or configure it to not provide a Prefix option, as
illustrated in the preceding example). In addition, a local configuration setting
causes a client to avoid autoconfiguration of global addresses.

To disable SLAAC in a Linux client, the following command may be given:

Linux# sysctl -w net.ipvé6.conf.all.autoconf=0

To do so on a Mac OS or FreeBSD system, at least for link-local addresses, the fol-
lowing command should be used:

FreeBSD# sysctl -w net.inet6.ip6.auto_linklocal=0

And, finally, for Windows:

C:\> netsh
netsh> interface ipvé
netsh interface ipv6> set interface {ifname} managedaddress=disabled

where {ifname} should be replaced with the appropriate interface name (in this
example, “Wireless Network Connection”). Note that the behavior of these
configuration commands sometimes changes over time. Please check the operat-
ing system documentation for the current method if these changes do not perform
as expected.

DHCP and DNS Interaction

One of the important parts of the configuration information a DHCP client typi-
cally receives when obtaining an IP address is the IP address of a DNS server. This
allows the client system to convert DNS names to the IPv4 and/or IPv6 addresses
required by the protocol implementation to make transport-layer connections.
Without a DNS server or other way to map names to addresses, most users would
find the system nearly useless for accessing the Internet. If the local DNS is work-
ing properly, it should be able to provide address mappings for the Internet as a
whole, but also for local private networks (like .home mentioned earlier), if prop-
erly configured.
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6.5

Because DNS mappings for local private networks are cumbersome to manage
by hand, it is convenient to couple the act of providing a DHCP-assigned address
with a method for updating the DNS mappings corresponding to that address.
This can be done either using a combined DHCP/DNS server or with dynamic DNS
(see Chapter 11).

A combined DNS/DHCP server (such as the Linux dnsmasq package) is a
server program that can be configured to give out IP address leases and other
information but that also reads the Client Identifier or Domain Name present in a
DHCPREQUEST and updates an internal DNS database with the name-to-address
binding before responding with the DHCPACK. In doing so, any subsequent DNS
requests initiated either by the DHCP client or by other systems interacting with
the same DNS server are able to convert between the name of the client and its
freshly assigned IP address.

PPP over Ethernet (PPPOE)

For most LANs and some WAN connections, DHCP provides the most com-
mon method for configuring client systems. For WAN connections such as DSL,
another method based on PPP is often used instead. This method involves carry-
ing PPP on Ethernet and is called PPP over Ethernet (PPPoE). PPPoE is used in cases
where the WAN connection device (e.g,, DSL modem) acts as a switch or bridge
instead of a router. PPP is preferred as a basis for establishing connectivity by
some ISPs because it may provide finer-grain configuration control and audit logs
than other configuration options such as DHCP. To provide Internet connectivity,
some device such as a user’s PC must implement the IP routing and addressing
functions. Figure 6-28 shows the typical use case.
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Figure 6-28 A simplified view of DSL service using PPPoE as provided to a customer. The home PC
implements the PPPoE protocol and authenticates the subscriber with the ISP. It may
also act as a router, DHCP server, DNS server, and/or NAT device for the home LAN.
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The figure shows an ISP providing services to many customers using DSL.
DSL provides a point-to-point digital link that can operate simultaneously with a
conventional analog telephone line (called plain old telephone service or POTS). This
simultaneous use of the customer’s physical phone wires is accomplished using
frequency division multiplexing—the DSL information is carried on higher fre-
quencies than POTS. A filter is required when attaching conventional telephone
handsets to avoid interference from the higher DSL frequencies. The DSL modem
effectively provides a bridged service to a PPP port on the ISP’s access concentrator
(AC), which interconnects the customer’s modem line and the ISP’s networking
equipment. The modem and AC also support the PPPoE protocol, which the user
has elected in this example to configure on a home PC attached to the DSL modem
using a point-to-point Ethernet network (i.e., an Ethernet LAN using only a single
cable).

Once the DSL modem has successfully established a low-layer link with the
ISP, the PC can begin the PPPoE exchange, as defined in the informational docu-
ment [RFC2516] and shown in Figure 6-29.

Peer 1 Peer 2

(Client) Messages (Server)
Exchanged
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Figure 6-29 The PPPoE message exchange starts in a Discovery stage and establishes a PPP Session
stage. Each message is a PAD message. PADI requests responses from PPPoE servers.
PADO offers connectivity. PADR expresses the client’s selection among multiple pos-
sible servers. PADS provides an acknowledgment to the client from the selected server.
After the PAD exchanges, a PPP session begins. The PPP session can be terminated by
either side sending a PADT message or when the underlying link fails or is shut down.
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The protocol includes a Discovery phase and a PPP Session phase. The Discov-
ery phase involves the exchange of several PPPoE Active Discovery (PAD) messages:
PADI (Initiation), PADO (Offer), PADR (Request), PADS (Session Confirmation).
Once the exchange is complete, an Ethernet-encapsulated PPP session proceeds
and ultimately concludes with either side sending a PADT (Termination) message.
The session also concludes if the underlying connection is broken. PPPoE mes-
sages use the format shown in Figure 6-30 and are encapsulated in the Ethernet
payload area.

Set to 0x1 for This Version of

PPPoE
0 15 16 31
Ver # Type 1 Code Session ID
(4 bits) | (4 bits) (8 bits) (16 bits, value 0 during Discovery)
Length
(16 bits, length of payload)

Payload (variable)

\\
A\
A\

[PAD Messages Contain TLV Tags in Payload Area]

PPPoOE Ethernet types Code values
0x8863 (Discovery) gxgg Egﬁgg)
i X
0x8864 (PPP Session) 0x19 (PADR)
0x65 (PADS)
0xA7 (PADT)
(

0x00 (PPP session)

Figure 6-30 PPPoE messages are carried in the payload area of Ethernet frames. The Ethernet Type
field is set to 0x8863 during the Discovery phase and 0x8864 when carrying PPP session
data. For PAD messages, a TLV scheme is used for carrying configuration information,
similar to DHCP options. The PPPoE Session ID is chosen by the server and conveyed
in the PADS message.

In Figure 6-30, the PPPoE Ver and Type fields are both 4 bits long and contain
the value 0x1 for the current version of PPPoE. The Code field contains an indica-
tion of the PPPoE message type, as shown in the lower right part of Figure 6-30.
The Session ID field contains the value 0x0000 for PADI, PADO, and PADR mes-
sages and contains a unique 16-bit number in subsequent messages. The same
value is maintained during the PPP Session phase. PAD messages contain one
or more tags, which are TLVs arranged as a 16-bit TAG_TYPE field followed by a
16-bit TAG_LENGTH field and a variable amount of tag value data. The values and
meanings of the TAG_TYPE field are given in Table 6-2.
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Table 6-2 PPPoE TAG_TYPE values, name, and purpose. PAD messages may contain one or more

tags.

Value Name Purpose

0x0000 End-of-List Indicates that no further tags are present. TAG_
LENGTH must be 0.

0x0101 Service-Name Contains a UTF-8-encoded service name (for ISP use).

0x0102 AC-Name Contains a UTF-8-encoded string identifying the
access concentrator.

0x0103 Host-Uniq Binary data used by client to match messages; not
interpreted by AC.

0x0104 AC-Cookie Binary data used by AC for DoS protection; echoed
by client.

0x0105 Vendor-Specific Not recommended; see [RFC2516] for details.

0x0110 Relay-Session-ID May be added by a relay relaying PAD traffic.

0x0201 Service-Name-Error | The requested Service-Name tag cannot be honored
by AC.

0x0202 AC-System-Error The AC experienced an error in performing a
requested action.

0x0203 Generic-Error Contains a UTF-8 string describing an
unrecoverable error.

To see PPPoE in action, we can monitor the exchange between a home system
such as the home PC from Figure 6-28 and an access concentrator. The Discovery
phase and first PPP session packet are shown in Figure 6-31.

Figure 6-31 shows the expected exchange of PADI, PADO, PADR, and PADS
messages. Each contains the Host-Uniq tag with value 9¢3a0000. Messages coming
from the concentrator also include the value 90084090400368-rback37.snfcca in the
AC-Name tag. The PADS message can be seen in more detail in Figure 6-32.

In Figure 6-32, the PADS message indicates the establishment of a PPP ses-
sion for the client and the use of the session ID Oxecbd. The AC-Name tag is also
maintained to indicate the originating AC. The Discovery phase is now complete,
and a regular PPP session (see Chapter 3) can commence. Figure 6-33 shows the
first PPP session packet.

The figure indicates the beginning of the PPP Session phase within the PPPoE
exchange. The PPP session begins with link configuration (PPP LCP) by the client
sending a Configuration Request (see Chapter 3). It indicates that the client wishes
to use the Password Authentication Protocol, a relatively insecure method, for
authenticating itself to the AC. Once the authentication exchange is complete and
various link parameters are exchanged (e.g., MRU), IPCP is used to obtain and
configure the assigned IP address. Note that additional configuration information
(e.g., IP addresses of the ISP’s DNS servers) may need to be obtained separately
and, depending on the ISP’s configuration, configured by hand.



06T

“d! pppoe.tr - Wireshark

File Edit Wiew Go Capture Analyze 3tatistics Telephony Tools  Help

BWoee BEEXEE AcsoTL/(EE QAQARN FPB % B

Mo, Time Protocal Source
10 0 PPPOED 0 [V ery Initiation (FPADI) =t
2 0.038534 PPPOED 00:02:3b:02:a6: Active Discovery offer (PADO) AC-MWame='80084090400368-rhack37. snfcca’
3 0.038833 PPPOED 00:00:21:08:8c:eb Active Discovery Reguest (PADR)
4 0.072781 PPPOED 00:02:3b:02:a6:el0 Active Discovery Session-confirmation (PADS) AC-Mame='S0084090400368-rback37.snfcca’

5 0.254084 PPP LCP  00:02:3b:02:a6:el cConfiguration Reguest v

@ Frame 1: 32 hytes on wire (256 bits), 32 bytes captured (256 bits)
= Ethernet II, src: 00:00:el:08:8c:ebh (00:00:81:08:8c:ebh), Dst: ff:ff:ff:ff:ff:ff (Ff:ff:FF:FF:FF:Ff)
@ Destination: ff:iff:ff:ff:ff:ff (Ff:ff:ffiff:ff:ff)
@ Source: 00:00:el:08:8cC:ebh (00:00:el:08:8c:eh)
Type: PPPOE Discovery (0x8863)
B PPP-over-Ethernet Discovery
000l ..., = wversion: 1
0001 = Type: 1
Code: active Discovery Inftiation (PADI) (0x09)
session ID: Ox0000
Payload Length: 12
= PPPOE Tags
Host-Unig: 9c3a0000

Figure 6-31 The PPPoE exchange begins with a PADI message sent to the Ethernet broadcast address. Subsequent messages use unicast addressing. In this
exchange, only the Host-Uniq and AC-Name tags are used. The PPP session begins with the fifth packet, which begins a PPP link configuration
exchange that ultimately assigns the system’s IPv4 address using the IPCP (see Chapter 3).
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Figure 6-32 The PPPoE PADS message confirms the association between the client and the access concentrator.
This message also defines the session ID as Oxecbd, which is used in subsequent PPP session packets.
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Figure 6-33 The first PPP message of the PPPoE session is a Configuration Request. The Ethernet type has changed
to 0x8864 to indicate an active PPP session, and the Session ID is set to Oxecbd. In this case, the PPP

client wishes to authenticate using the (relatively insecure) Password Authentication Protocol.
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6.7

Attacks Involving System Configuration

A wide variety of attacks can be mounted relating to system and network configu-
ration. They range from deploying unauthorized clients or unauthorized servers
that interfere with DHCP to various forms of DoS attacks that involve resource
exhaustion, such as requesting all possible IP addresses a server may have to give
out. Many of these problems are widespread because the older IPv4-based proto-
cols used for address configuration were designed for networks where trust was
assumed, and the newer ones have seen little deployment to date. (Secured deploy-
ments are even rarer.) Therefore, none of these attacks are directly addressed by
typical DHCP deployments, although link-layer authentication (e.g., WPA2 as
used with Wi-Fi networks) helps to limit the number of unauthorized clients that
are able to attach to a particular network.

An effort is under way within the IETF to provide security for IPv6 Neighbor
Discovery, which, when or if it is deployed, would directly impact the security
of operating networks using SLAAC. The trust and threat assumptions are out-
lined in [RFC3756] from 2004, and the Secure Neighbor Discovery (SEND) protocol
is defined in [RFC3971]. SEND applies IPsec (see Chapter 18) to Neighbor Discov-
ery packets, in combination with cryptographically generated addresses (CGAs)
[RFC3972]. Such addresses are derived from a keyed hash function, so they can be
generated only by a system holding the appropriate key material.

Summary

A basic set of configuration information is required for a host or router to operate
on the Internet or on a private network using Internet protocols. At a minimum,
routers typically require the assignment of addressing information, whereas hosts
require addresses, a next-hop router, and the location of a DNS server. DHCP is
available for both IPv4 as well as IPv6, but the two are not directly interoperable.
DHCP allows appropriately configured servers to lease one or more addresses to
requesting clients for a defined period of time. Clients renew their leases if they
require ongoing use. DHCP can also be used by the client to acquire additional
information, such as the subnet mask, default routers, vendor-specific configura-
tion information, DNS server, home agents, and default domain name. DHCP can
be used through relay agents when a client and server are located on different net-
works. Several extensions to DHCP allow for additional information to be carried
between a relay agent and server when this is used. DHCPv6 can also be used to
delegate a range of IPv6 address space to a router.

With IPv6, a host typically uses multiple addresses. An IPv6 client is able to
generate its link-local address autonomously by combining a special link-local
IPv6 prefix with other local information such as bits derived from one of its
MAC addresses or from a random number to help promote privacy. To obtain
a global address, it can obtain a global address prefix from either ICMP Router
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Advertisement messages or from a DHCPv6 server. DHCPv6 servers may operate
in a “stateful” mode, in which they lease IPv6 addresses to requesting clients, or a
“stateless” mode, in which they provide configuration information other than the
addresses.

PPPOE carries PPP messages over Ethernet to establish Internet connectiv-
ity with ISPs, especially those ISPs that provide service using DSL. When using
PPPOE, a user usually has a DSL modem with an Ethernet port acting as a bridge
or switch. PPPoE first exchanges a set of Discovery messages to determine the
identity of an access controller and establish a PPP session. After the Discovery
phase is successfully completed, PPP traffic, which can be encapsulated in Eth-
ernet and carry various protocols such as IP, may continue until the PPPoE asso-
ciation is terminated, either intentionally or as a result of disconnection of the
underlying link. When PPPoE is used, the PPP protocol’s configuration capabili-
ties such as IPCP (discussed in Chapter 3) are ultimately responsible for assigning
the IP address to the client system.

DHCP and the ICMPv6 router advertisements used with IPv6 stateless auto-
configuration are ordinarily deployed without security mechanisms being applied
to them. Because of this, they are susceptible to a number of attacks, including net-
work access by unauthorized clients, operation of rogue DHCP servers that give
out bogus addresses and cause various forms of denial of service, and resource
exhaustion attacks in which a client may request more addresses than are avail-
able. Most of these attacks can be mitigated by security mechanisms that have
been added to DHCP such as DHCP authentication and the relatively recent SEND
protocol. However, these are not commonly found in operation today.
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Firewalls and Network Address
Translation (NAT)

Introduction

During the early years of the Internet and its protocols, most network designers
and developers were from universities or other entities engaged in research. These
researchers were generally friendly and cooperative, and the Internet system was
not especially resilient to attack, but not many people were interested in attack-
ing it, either. By the late 1980s and especially the early to mid-1990s the Internet
had gained the interest of the mass population and ultimately people interested
in compromising its security. Successful attacks became commonplace, and many
problems were caused by bugs or unplanned protocol operations in the software
implementations of Internet hosts. Because some sites had a large number of end
systems with various versions of operating system software, it became very dif-
ficult for system administrators to ensure that all the various bugs in these end
systems had been fixed. Furthermore, for obsolete systems, this task was all but
impossible. Fixing the problem would have required a way to control the Internet
traffic to which the end hosts were exposed. Today, this is provided by a firewall—
a type of router that restricts the types of traffic it forwards.

As firewalls were being deployed to protect enterprises, another problem
was becoming important: the number of available IPv4 addresses was dimin-
ishing, with a threat of exhaustion. Something would have to be done with the
way addresses were allocated and used. One of the most important mechanisms
developed to deal with this, aside from IPv®6, is called Network Address Translation
(NAT). With NAT, Internet addresses need not be globally unique, and as a conse-
quence they can be reused in different parts of the Internet, called address realms.
Allowing the same addresses to be reused in multiple realms greatly eased the
problem of address exhaustion. As we shall see, NAT can also be synergistically
combined with firewalls to produce combination devices that have become the
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most popular types of routers used to connect end users, including home net-
works and small enterprises, to the Internet. We shall now explore both firewalls
and NATs in further detail.

Firewalls

Given the enormous management problems associated with trying to keep end
system software up-to-date and bug-free, the focus of resisting attacks expanded
from securing end systems to restricting the Internet traffic allowed to flow to end
systems by filtering out some traffic using firewalls. Today, firewalls are common,
and several different types have evolved.

The two major types of firewalls commonly used include proxy firewalls and
packet-filtering firewalls. The main difference between them is the layer in the pro-
tocol stack at which they operate, and consequently the way IP addresses and port
numbers are used. The packet-filtering firewall is an Internet router that drops
datagrams that (fail to) meet specific criteria. The proxy firewall operates as a
multihomed server host from the viewpoint of an Internet client. That is, it is the
endpoint of TCP and UDP transport associations; it does not typically route IP
datagrams at the IP protocol layer.

Packet-Filtering Firewalls

Packet-filtering firewalls act as Internet routers and filter (drop) some traffic. They
can generally be configured to discard or forward packets whose headers meet
(or fail to meet) certain criteria, called filters. Simple filters include range compari-
sons on various parts of the network-layer or transport-layer headers. The most
popular filters involve undesired IP addresses or options, types of ICMP mes-
sages, and various UDP or TCP services, based on the port numbers contained in
each packet. As we shall see, the simplest packet-filtering firewalls are stateless,
whereas the more sophisticated ones are stateful. Stateless packet-filtering fire-
walls treat each datagram individually, whereas stateful firewalls are able associ-
ate packets with either previously observed packets or packets that arrive in the
future to make inferences about datagrams or streams—either those belonging to
a single transport association or those IP fragments that constitute an IP datagram
(see Chapter 10). IP fragmentation can significantly complicate a firewall’s job, and
stateless packet-filtering firewalls are easily confused by fragments.

A typical packet-filtering firewall is shown in Figure 7-1. Here, the firewall is
an Internet router with three network interfaces: an “inside,” an “outside,” and a
third “DMZ” interface. The DMZ subnet provides access to an extranet or DMZ
where servers are deployed for Internet users to access. Network administrators
install filters or access control lists (ACLs, basically policy lists indicating what
types of packets to discard or forward) in the firewall. Typically, these filters con-
servatively block traffic from the outside that may be harmful and liberally allow
traffic to travel from inside to outside.
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Figure 7-1 A typical packet-filtering firewall configuration. The firewall acts as an IP router between
an “inside” and an “outside” network, and sometimes a third “DMZ” or extranet net-
work, allowing only certain traffic to pass through it. A common configuration allows
all traffic to pass from inside to outside but only a small subset of traffic to pass in
the reverse direction. When a DMZ is used, only certain services are permitted to be
accessed from the Internet.

Proxy Firewalls

Packet-filtering firewalls act as routers that selectively drop packets. Other types
of firewalls, called proxy firewalls, are not really Internet routers in the true sense.
Instead, they are essentially hosts running one or more application-layer gateways
(ALGs)—hosts with more than one network interface that relay traffic of certain
types between one connection/association and another at the application layer.
They do not typically perform IP forwarding as routers do, although more sophis-
ticated proxy firewalls are now available that combine various functions.

Figure 7-2 illustrates a proxy firewall. For this type of firewall, clients on the
inside of the firewall are usually configured in a special way to associate (or con-
nect) with the proxy instead of the actual end host providing the desired service.
(Applications capable of operating with proxy firewalls this way include con-
figuration options for it.) These firewalls act as multihomed hosts, and their IP
forwarding capability, if present, is typically disabled. As with packet-filtering
firewalls, a common configuration is to have an “outside” interface assigned a
globally routable IP address and for its “inner” interface to be configured with a
private IP address. Thus, proxy firewalls support the use of private address realms.
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Proxy Firewall
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firewall runs on firewall running proxy
machine agents

Figure 7-2 The proxy firewall acts as a multihomed Internet host, terminating TCP connections and
UDP associations at the application layer. It does not act as a conventional IP router but
rather as an ALG. Individual applications or proxies for each service supported must be
enabled for communication to take place through the proxy firewall.

While this type of firewall can be quite secure (some people believe this type
is fundamentally more secure than packet-filtering firewalls), this security comes
at a cost of brittleness and lack of flexibility. In particular, because this style of
firewall must contain a proxy for each transport-layer service, any new services
to be used must have a corresponding proxy installed and operated for connec-
tivity to take place through the proxy. In addition, each client must typically be
configured to find the proxy (e.g., using the Web Proxy Auto-Discovery Protocol,
or WPAD [XIDAD], although there are some alternatives—so-called capturing
proxies that catch all traffic of a certain type regardless of destination address).
With respect to deployment, these firewalls work well in environments where all
types of network services being accessed are known with certainty in advance,
but they may require significant intervention from network operators to support
additional services.

The two most common forms of proxy firewalls are HTTP proxy firewalls
[REC2616] and SOCKS firewalls [REC1928]. The first type, also called Web proxies,
work only for the HTTP and HTTPS (Web) protocols, but because these protocols
are so popular, such proxies are commonly used. These proxies act as Web serv-
ers for internal clients and as Web clients when accessing external Web sites. Such
proxies often also operate as Web caches. These caches save copies of Web pages so
that subsequent accesses can be served directly from the cache instead of from the
originating Internet Web server. Doing so can reduce latency to display Web pages
and improve the experience of users accessing the Web. Some Web proxies are
also used as content filters, which attempt to block access to certain Web sites based
on a “blacklist” of prohibited sites. Conversely, a number of so-called tunneling
proxy servers are available on the Internet. These servers (e.g., psiphon, CGIProxy)
essentially perform the opposite function—to allow users to avoid being blocked
by content filters.
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The SOCKS protocol is more generic than HTTP for proxy access and is appli-
cable to more services than just the Web. Two versions of SOCKS are currently
in use: version 4 and version 5. Version 4 provides the basic support for proxy
traversal, and version 5 adds strong authentication, UDP traversal, and IPv6
addressing. To use a SOCKS proxy, an application must be written to use SOCKS
(it must be “socksified”) and configured to know about the location of the proxy
and which version of SOCKS to use. Once this is accomplished, the client uses the
SOCKS protocol to request the proxy to perform network connections and, option-
ally, DNS lookups.

Network Address Translation (NAT)

NAT is essentially a mechanism for allowing the same sets of IP addresses to be
reused in different parts of the Internet. The primary motivation for the creation
of NAT was the limited and diminishing availability of IP address space. The most
common use case for a NAT is when a site with a single Internet connection is
assigned a small range of IP addresses (perhaps only a single address), but there
are multiple computers requiring Internet access. When all incoming and outgo-
ing traffic passes through a single NAT device that partitions the inside (private)
address realm from the global Internet address realm, all the internal systems
can be provided Internet connectivity as clients using locally assigned, private IP
addresses. Allowing privately addressed systems to offer services on the Internet,
however, is somewhat more complicated. We discuss this case in Section 7.3.4.

NAT was introduced to solve two problems: address depletion and con-
cerns regarding the scalability of routing. At the time of its introduction (early
1990s), NAT was suggested as a stopgap, temporary measure to be used until the
deployment of some protocol with a larger number of addresses (ultimately, IPv6)
became widespread. Routing scalability was being tackled with the development
of Classless Inter-Domain Routing (CIDR; see Chapter 2). NAT is popular because
it reduces the need for globally routable Internet addresses but also because it
offers some degree of natural firewall capability and requires little configuration.
Perhaps ironically, the development and eventual widespread use of NAT has con-
tributed to significantly slow the adoption of IPv6. Among its other benefits, IPv6
was intended to make NAT unnecessary [RFC4864].

Despite its popularity, NAT has several drawbacks. The most obvious is that
offering Internet-accessible services from the private side of a NAT requires spe-
cial configuration because privately addressed systems are not directly reach-
able from the Internet. In addition, for a NAT to work properly, every packet in
both directions of a connection or association must pass through the same NAT.
This is because the NAT must actively rewrite the addressing information in each
packet in order for communication between a privately addressed system and a
conventionally addressed Internet host to work. In many ways, NATs run counter
to a fundamental tenet of the Internet protocols: the “smart edge” and “dumb
middle.” To do their job, NATs require connection state on a per-association (or
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per-connection) basis and must operate across multiple protocol layers, unlike con-
ventional routers. Modifying an address at the IP layer also requires modifying
checksums at the transport layer (see Chapters 10 and 13 regarding the pseudo-
header checksum to see why).

NAT poses problems for some application protocols, especially those that
send IP addressing information inside the application-layer payload. The File
Transfer Protocol (FTP) [RFC0959] and SIP [RFC5411] are among the best-known
protocols of this type. They require a special application-layer gateway function
that rewrites the application content in order to work unmodified with NAT or
other NAT traversal methods that allow the applications to determine how to
work with the specific NAT they are using. A more complete list of considerations
regarding NAT appears in [RFC3027]. Despite their numerous problems, NATs
are very widely used, and most network routers (including essentially all low-end
home routers) support it. Today, NATs are so prevalent that application designers
are encouraged to make their applications “NAT-friendly” [RFC3235]. It is worth
mentioning that despite its shortcomings, NAT supports the basic protocols (e.g.,
e-mail, Web browsing) that are needed by millions of client systems accessing the
Internet every day.

A NAT works by rewriting the identifying information in packets transit-
ing through a router. Most commonly this happens for two directions of a data
transfer. In its most basic form, NAT involves rewriting the source IP address of
packets as they are forwarded in one direction and the destination IP addresses of
packets traveling in the reverse direction (see Figure 7-3). This allows the source
IP address in outgoing packets to become one of the NAT router’s Internet-facing
interfaces instead of the originating host’s. Thus, to a host on the Internet, packets
coming from any of the hosts on the privately addressed side of the NAT appear
to be coming from a globally routable IP address of the NAT router.

10.0.0.1 ( T TN

10.0.0.126

Private IP Addressing Realm
(Home [E nterprise)

Public IP Address: Host “Sees”

63.204.134.177 Only Public
(Assigned by ISP) IP Addresses

Public IP Addressing Realm
(Internet)

Figure 7-3 A NAT isolates private addresses and the systems using them from the Internet. Packets
with private addresses are not routed by the Internet directly but instead must be trans-
lated as they enter and leave the private network through the NAT router. Internet hosts
see traffic as coming from a public IP address of the NAT.
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7.31

Most NATs perform both translation and packet filtering, and the packet-filtering
criteria depend on the dynamics of the NAT state. The choice of packet-filtering
policy may have a different granularity—for example, the treatment of unsolic-
ited packets (those not associated with packets originating from behind the NAT)
received by the NAT may depend on source and destination IP address and/or
source and destination port number. The behavior may vary between NATSs or in
some cases vary over time through the same NAT. This presents challenges for
applications that must operate behind a wide variety of NATs.

Traditional NAT: Basic NAT and NAPT

The precise behavior of a NAT remained unspecified for many years. Nonetheless,
a taxonomy of NAT types has emerged, based largely on observing how different
implementations of the NAT idea behave. The so-called traditional NAT includes
both basic NAT and Network Address Port Translation (NAPT) [RFC3022]. Basic NAT
performs rewriting of IP addresses only. In essence, a private address is rewritten
to be a public address, often from a pool or range of public addresses supplied
by an ISP. This type of NAT is not the most popular because it does not help to
dramatically reduce the need for IP addresses—the number of globally routable
addresses must equal or exceed the number of internal hosts that wish to access
the Internet simultaneously. A much more popular approach, NAPT involves
using the transport-layer identifiers (i.e., ports for TCP and UDP, query identifiers
for ICMP) to differentiate which host on the private side of the NAT is associated
with a particular packet (see Figure 7-4). This allows a large number of internal
hosts (i.e., multiple thousands) to access the Internet simultaneously using a lim-
ited number of public addresses, often only a single one. We shall ordinarily use
the term NAT to include both traditional NAT and NAPT unless the distinction is
important in a particular context.

Src IP: 192.168.1.2

Src Port: 23479

Src IP: 192.168.1.35

Src IP: 203.0.113.1

Src IP: 192.168.1.2

Src Port: 23479

Src Port: 23479

Src IP: 203.0.113.2

Src IP: 192.168.1.35

Src Port: 23479

Src IP: 192.168.17.4

Src Port: 34011

NAT

Src Port: 23479

Src Port: 23479

Src IP: 203.0.113.3

Src IP: 192.168.17.4

Src Port: 34011

Src Port: 34011

NAPT

Src IP: 203.0.113.1

Src Port: 23479

Src IP: 203.0.113.1

Src Port: 3000

Src IP: 203.0.113.1

Src Port: 34011

Figure 7-4 A basic IPv4 NAT (left) rewrites IP addresses from a pool of addresses and leaves port numbers

unchanged. NAPT (right), also known as IP masquerading, usually rewrites address to a single
address. NAPT must sometimes rewrite port numbers in order to avoid collisions. In this case, the
second instance of port number 23479 was rewritten to use port number 3000 so that returning
traffic for 192.168.1.2 could be distinguished from the traffic returning to 192.168.1.35.
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The addresses used in a private addressing realm “behind” or “inside” a NAT
are not enforced by anyone other than the local network administrator. Thus, it is
possible for a private realm to make use of global address space. In principle, this
is acceptable. However, when such global addresses are owned and being used
by another entity on the Internet, local systems in the private realm would most
likely be unable to reach the public systems using the same addresses because the
close proximity of the local systems would effectively “mask” the visibility of the
farther-away systems using the same addresses. To avoid this undesirable situa-
tion, there are three IPv4 address ranges reserved for use with private address-
ing realms [RFC1918]: 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. These address
ranges are often used as default values for address pools in embedded DHCP
servers (see Chapter 6).

As suggested earlier, a NAT provides some degree of security similar to that
of a firewall. By default, all systems on the private side of the NAT cannot be
reached from the Internet. In most NAT deployments, the internal systems use
private addresses. Consequently, communications between hosts in the private
addressing realm and those in the public realm can be facilitated only with partic-
ipation from the NAT, according to its usage policies and behavior. While a large
variety of policies may be used in practice, a common policy allows almost all
outgoing and returning traffic (associated with outgoing traffic) to pass through
the NAT but blocks almost all incoming new connection requests. This behav-
ior inhibits “probing” attacks that attempt to ascertain which IP addresses have
active hosts available to exploit. In addition, a NAT (especially a NAPT) “hides”
the number and configuration of internal addresses from the outside. Some users
feel this topology information is proprietary and should remain confidential. NAT
helps by providing so-called topology hiding.

As we shall now explore, NATs are tailored to the protocols and applications
that they need to support, so it is difficult to discuss NAT behavior without also
mentioning the particular protocol(s) it is being asked to handle. Thus, we now
turn to how NAT behaves with each major transport protocol and how it may be
used in mixed IPv4/IPv6 environments. Many of the behavioral specifics for NATs
have been the subject of the IETF Behavior Engineering for Hindrance Avoidance
(BEHAVE) working group. BEHAVE has produced a number of documents, start-
ing in 2007, that clarify consistent behaviors for NATs. These documents are useful
for application writers and NAT developers so that a consistent expectation can be
established as to how NATs should operate.

7.3.1.1 NAT and TCP

Recall from Chapter 1 that the primary transport-layer protocol for the Internet,
TCP, uses an IP address and port number to identify each end of a connection. A
connection is identified by the combination of two ends; each unique TCP con-
nection is identified by two IP addresses and two port numbers. When a TCP
connection starts, an “active opener” or client usually sends a synchronization
(SYN) packet to a “passive opener” or server. The server responds with its own
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SYN packet, which also includes an acknowledgment (ACK) of the client’s SYN.
The client then responds with an ACK to the server. This “three-way handshake”
establishes the connection. A similar exchange with finish (FIN) packets is used
to gracefully close a connection. The connection can also be forcefully closed right
away using a reset (RST) packet. (See Chapter 13 for more detail on TCP connec-
tions.) The behavioral requirements for traditional NAT with TCP are defined in
[RFC5382] and relate primarily to the TCP three-way handshake.

Referring to the example home network in Figure 7-3, consider a TCP con-
nection initiated by the wireless client at 10.0.0.126 destined for the Web server
on the host www.isoc.org (IPv4 address 212.110.167.157). Using the following
notation to indicate IPv4 addresses and port numbers—(source IP:source port;
destination IP:destination port)—the packet initiating the connection on the pri-
vate segment might be addressed as (10.0.0.126:9200; 212.110.167.157:80). The NAT/
firewall device, acting as the default router for the client, receives the first packet.
The NAT notices that the incoming packet is a new connection (because the SYN
bit in the TCP header is turned on; see Chapter 13). If policy permits (which it
typically does because this is an outgoing connection), the source IP address
is modified in the packet to reflect the routable IP address of the NAT router’s
external interface. Thus, when the NAT forwards this packet, the addressing is
(63.204.134.177:9200; 212.110.167.157:80). In addition to forwarding the packet, the
NAT creates internal state to remember the fact that a new connection is being
handled by the NAT (called a NAT session). At a minimum, this state includes an
entry (called a NAT mapping) containing the source port number and IP address
of the client. This becomes useful when the Internet server replies. The server
replies to the endpoint (63.204.134.177:9200), the external NAT address, using the
port number chosen initially by the client. This behavior is called port preservation.
By matching the destination port number on the received datagram against the
appropriate NAT mapping, the NAT is able to ascertain the internal IP address of
the client that made the initial request. In our example, this address is 10.0.0.126, so
the NAT rewrites the response packet from (212.110.167.157:80; 63.204.134.177:9200)
to (212.110.167.157:80; 10.0.0.126:9200) and forwards it. The client then receives a
response to its request and for most purposes is now connected to the server.

This example conveys how a basic NAT session is established in the nor-
mal case, but not how the session is cleared. Session state is removed if FINs
are exchanged, but not all TCP connections are cleared gracefully. Sometimes a
computer is simply turned off, which can leave stale NAT mappings in the NAT’s
memory. Thus, a NAT must also remove mappings thought to have “gone dead”
because of a lack of traffic (or if an RST segment indicates some other form of
problem).

Most NATs include a simplified version of the TCP connection establishment
procedures and can distinguish between connection success and failure. In par-
ticular, when an outgoing SYN segment is observed, a connection timer is acti-
vated, and if no ACK is seen before the timer expires, the session state is cleared.
If an ACK does arrive, the timer is canceled and a session timer is created, with a
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considerably longer timeout (e.g., hours instead of minutes). When this happens,
the NAT may send an additional packet to the internal endpoint, just to double-
check if the session is indeed dead (called probing). If it receives an ACK, the NAT
realizes that the connection is still active, resets the session timer, and does not
delete the session. If it receives either no response (after a close timer has expired)
or an RST segment, the connection has gone dead, and the state is cleared.

[RFC5382], a product of the BEHAVE working group, notes that a TCP con-
nection can be configured to send “keepalive” packets (see Chapter 17), and the
default rate is one packet every 2 hours, if enabled. Otherwise, a TCP connection
can remain established indefinitely. While a connection is being set up or cleared,
however, the maximum idle time is 4 minutes. Consequently, [RFC5382] requires
(REQ-5) that a NAT wait at least 2 hours and 4 minutes before concluding that
an established connection is dead and at least 4 minutes before concluding that a
partially opened or closed connection is dead.

One of the tricky problems for a TCP NAT is handling peer-to-peer applica-
tions operating on hosts residing on the private sides of multiple NATs [RFC5128].
Some of these applications use a simultaneous open whereby each end of the con-
nection acts as a client and sends SYN packets more or less simultaneously. TCP is
able to handle this case by responding with SYN + ACK packets that complete the
connection faster than with the three-way handshake, but many existing NATs do
not handle it properly. [RFC5382] addresses this by requiring (REQ-2) that a NAT
handle all valid TCP packet exchanges, and simultaneous opens in particular.
Some peer-to-peer applications (e.g., network games) use this behavior. In addi-
tion, [RFC5382] specifies that an inbound SYN for a connection about which the
NAT knows nothing should be silently discarded. This can occur when a simulta-
neous open is attempted but the external host’s SYN arrives at the NAT before the
internal host’s SYN. Although this may seem unlikely, it can happen as a result
of clock skew, for example. If the incoming external SYN is dropped, the internal
SYN has time to establish a NAT mapping for the same connection represented by
the external SYN. If no internal SYN is forthcoming in 6s, the NAT may signal an
error to the external host.

7.3.1.2 NAT and UDP

The NAT behavioral requirements for unicast UDP are defined in [RFC4787].
Most of the same issues arise when performing NAT on a collection of UDP data-
grams as arise when performing NAT on TCP. UDP is somewhat different, how-
ever, because there are no connection establishment and clearing procedures as
there are in TCP. More specifically, there are no indicators such as the SYN, FIN,
and RST bits to indicate that a session is being created or destroyed. Furthermore,
the participants in an association may not be completely clear. UDP does not use
a 4-tuple to identify a connection like TCP; instead, it can rely on only the two
endpoint address/port number combinations. To handle these issues, UDP NATs
use a mapping timer to clear NAT state if a binding has not been used “recently.”
There is considerable variation in the values used for this timer to determine what
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“recently” means, but [RFC4787] requires the timer to be at least 2 minutes and rec-
ommends that it be 5 minutes. A related consideration is when the timer should be
considered refreshed. Timers can be refreshed when packets travel from the inside
to the outside of the NAT (NAT outbound refresh behavior) or vice versa (NAT
inbound refresh behavior). [RFC4787] requires NAT outbound refresh behavior to
be true. Inbound behavior may or may not be true.

As we discussed in Chapter 5 (and will see again in Chapter 10), UDP and IP
packets can be fragmented. Fragmentation allows for a single IP packet to span
multiple chunks (fragments), each of which is treated as an independent data-
gram. However, because of the layering of UDP above IP, an IP fragment other
than the first one does not contain the port number information needed by NAPT
to operate properly. This also applies to TCP and ICMP. Thus, in general, frag-
ments cannot be handled properly by simple NATs or NAPTs.

7.3.1.3 NAT and Other Transport Protocols (DCCP, SCTP)

Although TCP and UDP are by far the most widely used Internet transport pro-
tocols, there are two other protocols for which NAT behaviors have been defined
or are being defined. The Datagram Congestion Control Protocol (DCCP) [RFC4340]
provides a congestion-controlled datagram service. [RFC5597] gives NAT behav-
ioral requirements with respect to DCCP, and [RFC5596] gives a modification to
DCCP to support a TCP-like simultaneous open procedure for use with DCCP. The
Stream Control Transmission Protocol (SCTP) [RFC4960] provides a reliable messag-
ing service that can accommodate hosts with multiple addresses. Considerations
for NAT with SCTP are given in [HBA09] and [IDSNAT].

7.3.1.4 NAT and ICMP

ICMP, the Internet Control Message Protocol, is detailed in Chapter 8. It provides
status information about IP packets and can also be used for making certain mea-
surements and gathering information about the state of the network. The NAT
behavioral requirements for ICMP are defined in [RFC5508]. There are two issues
involved when NAT is used for ICMP. ICMP has two categories of messages: infor-
mational and error. Error messages generally contain a (partial or full) copy of the
IP packet that induced the error condition. They are sent from the point where
an error was detected, often in the middle of the network, to the original sender.
Ordinarily, this presents no difficulty, but when an ICMP error message passes
through a NAT, the IP addresses in the included “offending datagram” need to
be rewritten by the NAT in order for them to make sense to the end client (called
ICMP fix-up). For informational messages, the same issues arise, but in this case
most message types are of a query/response or client/server nature and include
a Query ID field that is handled much like port numbers for TCP or UDP. Thus,
a NAT handling these types of messages can recognize outgoing informational
requests and set a timer in anticipation of a returning response.
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7.3.1.5 NAT and Tunneled Packets

In some cases, tunneled packets (see Chapter 3) are to be sent through a NAT.
When this happens, not only must a NAT rewrite the IP header, but it may also
have to rewrite the headers or payloads of other packets that are encapsulated in
them. One example of this is the Generic Routing Encapsulation (GRE) header
used with the Point-to-Point Tunneling Protocol (PPTP; see Chapter 3). When
the GRE header is passed through a NAT, its Call-ID field could conflict with the
NAT'’s (or with other hosts’ tunneled connections). If the NAT fails to handle this
mapping appropriately, communication is not possible. As we might imagine,
additional levels of encapsulation serve only to complicate a NATs job further.

7.3.1.6 NAT and Multicast

So far we have discussed only unicast IP traffic with NATs. NATs can be config-
ured to support multicast traffic (see Chapter 9), although this is rare. [RFC5135]
gives the requirements for handling multicast traffic through NATs. In effect, to
support multicast traffic a NAT is augmented with an IGMP proxy (see [RFC4605]
and Chapter 9). In addition, the destination IP addresses and port numbers of
packets traveling from a host on the outside to the inside of NAT are not modified.
For traffic flowing from inside to outside, the source addresses and port numbers
may be modified according to the same behaviors as with unicast UDP.

7.3.1.7 NAT and IPv6

Given the tremendous popularity of NAT for IPv4, it is natural to wonder whether
NAT will be used with IPv6. At present, this is a contentious issue [RFC5902].
To many protocol designers, NAT arose as a necessary but undesirable “wart”
that has added a tremendous amount of complexity to the design of every other
protocol. Consequently, there is staunch resistance to supporting the use of NAT
with IPv6 based on the idea that saving address space is unnecessary with IPv6
and that other desirable NAT features (e.g., firewall-like functionality, topology
hiding, and privacy) can be better achieved using Local Network Protection (LNP)
[REC4864]. LNP represents a collection of techniques with IPv6 that match or
exceed the properties of NATs.

Aside from its packet-filtering properties, NAT supports the coexistence of
multiple address realms and thereby helps to avoid the problem of a site having
to change its IP addresses when it switches ISPs. For example, [RFC4193] defines
Unique Local IPv6 Unicast Addresses (ULAs) that could conceivably be used with an
experimental version of IPv6-to-IPv6 prefix translation called NPTo6 [REC6296]. It
uses an algorithm instead of a table to translate IPv6 addresses to (different) IPv6
addresses (e.g., in different realms) based on their prefix and as a result does not
require keeping per-connection state as with conventional NAT. In addition, the
algorithm modifies addresses in such a way that the resulting checksum compu-
tation for common transport protocols (TCP, UDP) remains the same. This sig-
nificantly reduces the complexity of NAT because it does not have to modify the
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data in a packet beyond the network layer and does not require access to trans-
port layer port numbers in order to operate properly. However, applications that
require access to a NAT’s external address must still use a NAT traversal method
or depend on an ALG. In addition, NPTv6 does not by itself offer the packet-fil-
tering capabilities of a firewall, so additional deployment considerations must be
made.

Address and Port Translation Behavior

There has been considerable variation in the way NATs operate. Most of the details
relate to the specifics of the address and port mappings. One of the primary goals
of the BEHAVE working group in IETF was to clarify the common behaviors and
set guidelines as to which are the most appropriate. To better understand the
issues involved, we begin with a generic NAT mapping example (see Figure 7-5).

First N
/ Association T
4 P —

Outside
(External, Public)

Inside " Second
(Internal, Private) Association

Figure 7-5 A NAT’s address and port behavior is characterized by what its mappings depend on.
The inside host uses IP address:port X:x to contact Y1:y1 and then Y2:y2. The address and
port used by the NAT for these associations are X1":x1” and X2":x2’, respectively. If X1":x1"
equals X2":x2’ for any Y1:y1 or Y2:y2, the NAT has endpoint-independent mappings. If
X1"x1" equals X2":x2” if and only if Y1 equals Y2, the NAT has address-dependent map-
pings. If X1":x1" equals X2":x2" if and only if Y1:y1 equals Y2:y2, the NAT has address-
and port-dependent mappings. A NAT with multiple external addresses (i.e., where X1’
may not equal X2) has an address pooling behavior of arbitrary if the outside address is
chosen without regard to inside or outside address. Alternatively, it may have a pooling
behavior of paired, in which case the same X1 is used for any association with Y1.

In Figure 7-5, we use the notation X:x to indicate that a host in the private
addressing realm (inside host) uses IP address X with port number x (for ICMP,
the query ID is used instead of the port number). The IP address X is ordinarily



312

Firewalls and Network Address Translation (NAT)

chosen from the private IPv4 address space defined in [RFC1918]. To reach the
remote address/port combination Y:y, the NAT establishes a mapping using an
external (usually a public, globally routable) address X1’ and port number x1'.
Assuming that the internal host contacts Y1:y1 followed by Y2:y2, the NAT estab-
lishes mappings X1:x1" and X2"x2’, respectively. In most cases, X1" equals X2’
because most sites use only a single globally routable IP address. The mapping is
said to be reused if x1” equals x2”. If x1” and x2” equal x, the NAT implements port
preservation, mentioned earlier. In some cases, port preservation is not possible,
so the NAT must deal with port collisions as suggested by Figure 7-4.

Table 7-1 and Figure 7-5 summarize the various NAT port and address behav-
iors based on definitions from [RFC4787]. Table 7-1 also gives filtering behaviors
that use similar terminology and that we discuss in Section 7.3.3. For all common
transports, including TCP and UDP, the required NAT address- and port-handling
behavior is endpoint-independent (a similar behavior is recommended for ICMP).
The purpose of this requirement is to help applications that attempt to determine
the external addresses used for their traffic to work more reliably. We discuss this
in more detail in Section 7.4 when we discuss NAT traversal.

Table 7-1 A NAT’s overall behavior is defined by both its translation and filtering behaviors. Each of these

may be independent of host address, dependent on address, or dependent on both address and port
number.

Behavior Name Translation Behavior Filtering Behavior

Endpoint- X1"x1" = X2":x2" forall | Allows any packets for X1:x1 as long as any X1":x1’

independent Y2:y2 (required) exists (recommended for greatest transparency)

Address- X1x1l" = X2":x2" iff Allows packets for X1:x1 from Y1:y1 as long as X1

dependent Y1=Y2 has previously contacted Y1 (recommended for
more stringent filtering)

Address- and X1"x1" = X2":x2" iff Allows packets for X1:x1 from Y1:y1 as long as X1

port-dependent | YI:yI =Y2:y2 has previously contacted Y1:y1

As stated previously, a NAT may have several external addresses available to
use. The set of addresses is typically called the NAT pool or NAT address pool. Most
moderate to large-scale NATs use address pools. Note that NAT address pools are
distinct from the DHCP address pools discussed in Chapter 6, although a single
device may need to handle both NAT and DHCP address pools. One question
in such environments is that when a single host behind the NAT opens multiple
simultaneous connections, is each assigned the same external IP address (called
address pairing) or not? A NAT’s IP address pooling behavior is said to be arbitrary
if there is no restriction on which external address is used for any association. It
is said to be paired if it implements address pairing. Pairing is the recommended
NAT behavior for all transports. If pairing is not used, the communication peer
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of an internal host may erroneously conclude that it is communicating with dif-
ferent hosts. For NATs with only a single external address, this is obviously not a
problem.

A very brittle type of NAT overloads not only addresses but also ports (called
port overloading). In this case, the traffic of multiple internal hosts may be rewrit-
ten to the same external IP address and port number. This is a dangerous prospect
because if multiple hosts associate with a service on the same external host, it is
no longer possible to determine the appropriate destination for traffic returning
from the external host. For TCP, this is a consequence of all four elements of the
connection identifier (source and destination address and port numbers) being
identical in the external network among the various connections. Such behavior
is now disallowed.

Some NATs implement a special feature called port parity. Such NATs attempt
to preserve the “parity” (evenness or oddness) of port numbers. Thus, if x1 is even,
x1’is even and vice versa. Although not as strong as port preservation, such behav-
ior is sometimes useful for specific application protocols that use special port
numberings (e.g., the Real-Time Protocol, abbreviated RTP, has traditionally used
multiple ports, but there are proposed methods for avoiding this issue [RFC5761]).
Port parity preservation is a recommended NAT feature but not a requirement. It
is also expected to become less important over time as more sophisticated NAT
traversal methods become widespread.

Filtering Behavior

When a NAT creates a binding for a TCP connection, UDP association, or vari-
ous forms of ICMP traffic, not only does it establish the address and port map-
pings, but it must also determine its filtering behavior for the returning traffic if
it acts as a firewall, which is the common case. The type of filtering a NAT per-
forms, although logically distinct from its address- and port-handling behavior, is
often related. In particular, the same terminology is used: endpoint-independent,
address-dependent, and address- and port-dependent.

A NAT's filtering behavior is usually related to whether it has established an
address mapping. Clearly, a NAT lacking any form of address mapping is unable
to forward any traffic it receives from the outside to the inside because it would
not know which internal destination to use. For the most common case of outgo-
ing traffic, when a binding is established, filtering is disabled for relevant return
traffic. For NATs with endpoint-independent behavior, as soon as any mapping
is established for an internal host, any incoming traffic is permitted, regardless
of source. For address-dependent filtering behavior, traffic destined for X1:x1
is permitted from Y1:yl only if Y1 had been previously contacted by X1:x1. For
those NATs with address- and port-dependent filtering behavior, traffic destined
for X1:x1 is permitted from Y1:y1 only if Y1:y1 had been previously contacted
by X1:x1. The difference between the last two is that the last form takes the port
number y1 into account.
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7.3.4

7.3.5

Servers behind NATs

One of the most obvious problems with NATs is that a system wishing to provide
a service from behind a NAT is not directly reachable from the outside. Consider
the example in Figure 7-3 once again. If the host with address 10.0.0.3 is to pro-
vide a service to the Internet, it cannot be reached without participation from the
NAT, for at least two reasons. First, the NAT is acting as the Internet router, so it
must agree to forward the incoming traffic destined for 10.0.0.3. Second, and more
important, the IP address 10.0.0.3 is not routable through the Internet and cannot
be used to identify the server by hosts in the Internet. Instead, the external address
of the NAT must be used to find the server, and the NAT must arrange to properly
rewrite and forward the appropriate traffic to the server so that it can operate. This
process is most often called port forwarding or port mapping.

With port forwarding, incoming traffic to a NAT is forwarded to a specific
configured destination behind the NAT. By employing NAT with port forward-
ing, it is possible to allow servers to provide services to the Internet even though
they may be assigned private, nonroutable addresses. Port forwarding typically
requires static configuration of the NAT with the address of the server and the
associated port number whose traffic should be forwarded. The port forwarding
directive acts like an always-present static NAT mapping. If the server’s IP address
is changed, the NAT must be updated with the new addressing information. Port
forwarding also has the limitation that it has only one set of port numbers for each
of its (IP address, transport protocol) combinations. Thus, if the NAT has only a
single external IP address, it can forward only a single port of the same transport
protocol to at most one internal machine (e.g,, it could not support two indepen-
dent Web servers on the inside being remotely accessible using TCP port 80 from
the outside).

Hairpinning and NAT Loopback

An interesting issue arises when a client wishes to reach a server and both reside on
the same, private side of the same NAT. NATs that support this scenario implement
so-called hairpinning or NAT loopback. Referring to Figure 7-6, assume that host X1
attempts to establish a connection to host X2. If X1 knows the private address-
ing information, X2:x2, there is no problem because the connection can be made
directly. However, in some cases X1 knows only the public address information,
X2:x2’. In these cases, X1 attempts to contact X2 using the NAT with destination
X2":x2". The hairpinning process takes place when the NAT notices the existence of
the mapping between X2"x2” and X2:x2 and forwards the packet to X2:x2 residing
on the private side of the NAT. At this point a question arises as to which source
address is contained in the packet heading to X2:x2—X1:x1 or X1":x1"?

If the NAT presents the hairpinned packet to X2 with source addressing
information X1:x1’, the NAT is said to have “external source IP address and port”
hairpinning behavior. This behavior is required for TCP NAT [RFC5382]. The
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Switch =

Figure 7-6 A NAT thatimplements hairpinning or NAT loopback allows a client to reach a server on
the same side of the NAT using the server’s external IP address and port numbers. That
is, X1 can reach X2:x2 using the addressing information X2":x2".

justification for requiring this behavior is for applications that identify their peers
using globally routable addresses. In our example, X2 may be expecting an incom-
ing connection from X1’ (e.g., because of coordination from a third-party system).

NAT Editors

Together, packets using the UDP and TCP transport protocols account for most
of the IP traffic carried on the Internet. These transport protocols, by themselves,
can be supported by NAT without additional complexity because their formats are
well understood. When application-layer protocols used in conjunction with them
carry transport-layer or lower-layer information such as IP addresses, the NAT
problem becomes considerably more complicated. The most common example is
FTP [REC(0959]. In normal operation, it communicates transport- and network-layer
endpoint information (an IP address and port number) so that additional connec-
tions can be made when bulk data is to be transferred. This requires a NAT to
rewrite not only the IP addresses and port numbers in the IP and TCP portions of a
datagram, but also some of the application payload itself. NATs with this capability
are sometimes called NAT editors. If a NAT changes the size of a packet’s appli-
cation payload, considerable work may be required. For example, TCP numbers
every byte in the data transfer using sequence numbers (see Chapter 15), so if the
size of a packet is changed, the sequence numbers also require modification. PPTP
[RFC2637] also requires a NAT editor for transparent operation (see Chapter 3).

Service Provider NAT (SPNAT) and Service Provider IPv6 Transition

A relatively recent development involves the idea of moving NATs from the
customer premises into the ISP. This is sometimes called service provider NAT
(SPNAT), carrier-grade NAT (CGN), or large-scale NAT (LSN) and is intended to
further mitigate the IPv4 address depletion problem. With SPNAT, it is conceivable
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that many ISP customers could share a single global IPv4 address. In effect, this
moves the point of aggregation from the edge of the customer to the edge of the
ISP. In its basic form, there is no functional difference between conventional NAT
and SPNAT; the difference is really in the proposed domain of use. However, mov-
ing the NAT function from customer to ISP raises security concerns and brings
into question whether individual end users are able to deploy Internet servers
and control firewall policy [MBCBO08]. A study from 2009 found that a significant
number of users accept incoming connections, largely because of peer-to-peer
programs [ANMO9].

SPNAT can help with the IPv4 address depletion problem, but IPv6 is viewed
as the ultimate solution. For a number of reasons already discussed, however, IPv6
deployment has lagged expectations. Originally, a scheme known as dual-stack
(see [RFC4213]), whereby each system uses both IPv6 and IPv4 addresses, was
intended to support transition to IPv6, but this approach was anticipated to be
temporary and rendered unnecessary long before the depletion of IPv4 addresses.
An arguably more pragmatic approach is now being undertaken that combines
tunneling, address translation, and dual-stack systems in various configurations.
We'll discuss some of these in Section 7.6 after exploring the methods that have
been developed for dealing with existing NATSs.

NAT Traversal

As an alternative to the complexity of placing ALGs and NAT editors in NAT
devices, an application may attempt to perform its own NAT traversal. Usually
this involves the application trying to ascertain the external IP address and port
numbers that will be used when its traffic passes through a NAT and modifying
its protocol operations accordingly. If an application is distributed across the net-
work (e.g., has multiple clients and servers, some of which are not behind NATs),
the servers can be used to shuttle (copy) data between the clients that connect
from behind NATSs or enable such clients to discover each other’s NAT bindings
and possibly facilitate direct communication. Using a server to copy data between
clients is usually a last-resort option because of the overheads involved and poten-
tial for abuse. Consequently, most approaches attempt to provide for some method
that allows direct communication.

Direct methods have been popular for peer-to-peer file sharing, games, and
communication applications. However, such techniques are often confined to a
particular application, meaning that each new distributed application requiring
NAT traversal tends to implement its own method(s). This can lead to redundancy
and interoperability problems, ultimately increasing users’ frustration and cost.
To combat this situation, a standard approach for handling NAT traversal has
been established, and it depends on a collection of several distinct, subordinate
protocols that we discuss in the following sections. For now, we begin with one of
the more robust yet nonstandard approaches used by distributed applications. We
then move on to standardized frameworks for NAT traversal.
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7.4.2

Pinholes and Hole Punching

As discussed previously, a NAT typically includes both traffic rewriting and fil-
tering capabilities. When a NAT mapping is established, traffic for a particular
application is usually permitted to traverse the NAT in both directions. Such map-
pings are narrow; they usually apply only to a single application for its duration of
execution. These types of mappings are called pinholes, because they are designed
to permit only a certain temporary traffic flow (e.g., a pair of IP address and port
number combinations). Pinholes are usually established and removed dynami-
cally as a consequence of communication between programs.

A method that attempts to allow two or more systems, each behind a NAT,
to communicate directly using pinholes is called hole punching. It is described for
UDP in Section 3.3 of [RFC5128] and for TCP in Section 3.4. To punch a hole, a
client contacts a known server using an outgoing connection that establishes a
mapping in its local NAT. When another client contacts the same server, the server
has connections to each of the clients and knows their external addressing infor-
mation. It then exchanges the client external addressing information between the
clients. Once this information is known, a client can attempt a direct connection to
the other client(s). The popular Skype peer-to-peer application uses this approach
(and some others).

Referring to Figure 7-7, assume client A contacts server S1 followed by client B.
51 will have learned A’s and B’s external addressing information: IPv4 addresses
192.0.2.201 and 203.0.113.100, respectively. By sending B’s information to A and vice
versa, A can attempt to contact B directly at its external address (and vice versa).
Whether this will work depends on the type of NATs that have been deployed.
NAT state for the (A,S1) connection lives in N1 and NAT state for (B,S1) lives in
both N2 and N3. If all NATs are endpoint-independent, this is sufficient for direct
connections to be possible. Any other type of NAT will not accept traffic from
other than S1 and will thus prohibit direct communication. Said another way, this
approach fails if both hosts are behind NATs with address-dependent or address-
and port-dependent mapping behavior.

UNilateral Self-Address Fixing (UNSAF)

Applications employ a number of methods to determine the addresses their
traffic will use when passed through a NAT. This is called fixing (learning and
maintaining) the addressing information. There are indirect and direct methods
for address fixing. The indirect methods involve inferring a NATs behavior by
exchanging traffic through the NAT. The direct methods involve a direct conver-
sation between the application and the NAT itself using one or more special pro-
tocols (that are not currently IETF standards). Considerable effort within IETF has
gone into development of the indirect methods, and they are widely supported in
certain applications, with VoIP applications being the most popular. Some of the
direct methods are now supported by some NATs. These methods also provide for
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Figure 7-7 Applications running on clients behind a NAT may require help from a server to engage
in direct communication. In hole punching, a server, often specialized for a specific
application, provides rendezvous information among clients that first establish NAT
state and then perform direct communication, if possible. Some applications attempt to
“fix” (determine and maintain) the addresses (and port numbers) their traffic will be
assigned when passing through a NAT using standard generic protocols. These methods
may encounter troubles in certain situations such as environments with multiple levels
of NAT. In this example, client A’s external address visible at S1 is 192.0.2.201 and client
B’s is 203.0.113.100. At S2, however, B’s external address is 10.0.1.1.

basic configuration of NATSs, so we discuss them later in the context of NAT setup
and configuration.

An application attempting to fix its address without help from the NAT per-
forms the address fixing in a so-called unilateral fashion. Applications that do
so are said to perform UNilateral Self-Address Fixing (UNSAF) [RFC3424]. As the
name suggests, such methods are considered to be undesirable in the long run
but a necessary evil for the time being. UNSAF involves a set of heuristics and
is not guaranteed to work in all cases, especially because NAT behaviors vary
significantly based on vendor and particular circumstance. The BEHAVE docu-
ments mentioned earlier are aimed at specifying more consistent NAT behavior. If
widely adopted, UNSAF methods will work more reliably.

In most cases of interest, UNSAF methods operate in a client/server fashion
similar to hole punching, but with added generality. Figure 7-7 illustrates some
of the hazards that can arise in this situation. One issue is the lack of a single
“outside” address realm for every NAT. In this example, there are two levels of
NAT between client B and server S1. This situation can cause complications. For
example, if an application on B wishes to obtain its “outside” address by using
UNSAF with a server, it receives different answers depending on whether it con-
tacts server Sl or S2. Finally, because UNSAF uses servers that are distinct from
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the NATs, there is always the possibility that the NAT behavior reported will
change over time or become inconsistent with what the UNSAF approach reports.

Given the various problems with NATs and UNSAF, the IAB, an elected group
of architectural advisers within the IETF, has indicated that UNSAF protocol pro-
posals must include responses to the concerns in their specifications:

1. Define a limited-scope problem that the “short-term” UNSAF proposal
addresses.

Define an exit strategy/transition plan.
Discuss what design decisions make the approach “brittle.”

2.
3.
4. Identify requirements for longer-term, sound technical solutions.
5.

Discuss any noted practical issues or experiences known.

This is an unusual list of requirements imposed on a protocol specification,
but it results from long-standing interoperability problems between different
NATs and NAT traversal techniques. Despite all the aforementioned problems,
UNSAF methods are commonly used, partly because a wide range of NATs are
found in operation today with little consistent behavior. We now look at how these
methods are used as building blocks to form robust, general-purpose NAT tra-
versal techniques to maximize the chances that communication among systems
behind NATSs, even between systems across multiple NATs such as the one illus-
trated in Figure 7-7, will be possible.

Session Traversal Utilities for NAT (STUN)

One of the primary workhorses for UNSAF and NAT traversal is called Session
Traversal Utilities for NAT (STUN) [RFC5389]. STUN has evolved from a previ-
ous version called Simple Tunneling of UDP through NATs, now known as “classic
STUN.” Classic STUN has been used with VoIP/SIP applications for some time
but has been revised to be a tool that can be used by other protocols for perform-
ing NAT traversal. Applications requiring a complete solution for NAT traversal
are recommended to begin with other mechanisms we discuss in Section 74.5
(e.g., ICE and SIP-Outbound). These frameworks may make use of STUN in one
or more particular ways called STUN wusages. Usages may extend the set of basic
STUN operations, message types, or error codes defined in [RFC5389].

STUN is a relatively simple client/server protocol that is able to ascertain
the external IP address and port numbers being used on a NAT in most circum-
stances. It can also keep NAT bindings current by using keepalive messages. It
requires a cooperating server on the “other” side of a NAT to be effective, and sev-
eral public STUN servers are configured with globally reachable IP addresses and
are available for use on the Internet. The main job of a STUN server is to echo back
STUN requests sent to it in a way that allows the client addressing information to
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be fixed. As with UNSAF methods in general, the approach is not foolproof. How-
ever, the attraction of STUN is that it does not require modification of network
routers, application protocols, or servers. It requires only that clients implement
the STUN request protocol, and that at least one STUN server be available in an
appropriate location. STUN was envisioned as a “temporary” measure (as were
many standard protocols now in widespread use a decade or more after their cre-
ation) until a more sophisticated direct protocol was developed and implemented,
or NATs became obsolete because of the adoption of IPv6.

STUN operates using UDP, TCP, or TCP with Transport Layer Security (TLS; see
Chapter 18). STUN usage specifications define which transport protocols are sup-
ported for the particular usage. It uses port 3478 for UDP and TCP, and 3479 for
TCP/TLS. The STUN base protocol has two types of transactions: request/response
transactions and indication transactions. Indications do not require a response and
can be generated by either the client or the server. All messages include a type,
length, magic cookie with value 0x2112A442, and a random 96-bit transaction ID
used for matching requests with responses or for debugging. Each message begins
with two 0 bits and may contain zero or more attributes. STUN message types are
defined in the context of methods that support a particular STUN usage. The vari-
ous STUN parameters, including method and attribute numbers, are maintained
by the IANA [ISP]. Attributes have their own types and can vary in length. The
basic STUN header, most often located immediately following a UDP transport
header in an IP packet, is shown in Figure 7-8.

The basic STUN header is 20 bytes in length (see Figure 7-8), and the Mes-
sage Length field provides for an entire STUN message length of 2'° - 1 bytes (the
20-byte header length is not included in the Message Length field), although mes-
sages are always padded to a multiple of 4 bytes so this field always has its 2
low-order bits set to 0. STUN messages sent over UDP/IP are supposed to form IP
datagrams less than the path MTU, if known, to avoid fragmentation (see Chapter
10). If not known, the entire datagram length (including IP and UDP headers and
any options) should be less than 576 bytes (IPv4) or 1280 bytes (IPv6). STUN has
no provision for cases where a response might exceed the path MTU in the reverse
direction, so servers should arrange to use messages of appropriate size.

STUN messages carried over UDP/IP are not reliable, so STUN applications
are required to implement their own reliability. This is accomplished by resend-
ing messages thought to be lost. The retransmission interval is based on the esti-
mated time to send and receive a message from the peer called the round-trip time
(RTT). RTT computation and setting retransmission timers will be a major con-
sideration when we discuss TCP (see Chapter 14). STUN uses a similar approach,
but with minor modifications to the standard TCP values. See [RFC5389] for more
details. Reliability issues for STUN over TCP/IP or TCP-with-TLS/IP are handled
by TCP. Multiple pending STUN transactions can be supported over TCP-based
connections.

STUN attributes are encoded in a TLV arrangement, a technique used by sev-
eral other Internet protocols. The type and length portions of a TLV are each 16
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(20 bytes) Transaction ID Attributes
(96 bits)
Attributes (if any)
000000000001 binding
000000000011: allocate
000000000100: refresh STUN
000000000110: send
Method (12 bits) 000000000111 clata Methods
000000001000: create permission (see [RFC5766])
/_/H 000000001001: channel bind
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00: request
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Class (2 bItS) 10: response

(success)
11: response (error)

Figure 7-8 STUN messages always begin with two 0 bits and are usually encapsulated in UDP, although
TCP is also allowed. The Message Type field gives both the method (e.g., binding) as well as class
(request, response, error, or success). The Transaction ID is a random 96-bit number used to match
requests with responses, or for debugging in the case of indications. Each STUN message can hold
zero or more attributes, depending on the particular usage of STUN.

bits, and the value portion is variable-length (up to 64KB, if supported), but pad-
ded to the next multiple of 4 bytes (padding bits may be any value). The same
attribute type may appear more than once in the same STUN message, although
only the first is necessarily processed by a receiver. Attributes with type numbers
below 0x8000 are called comprehension-required attributes, and the others are called
comprehension-optional attributes. If a STUN agent receives a message containing
comprehension-required attributes it does not know how to process, it generates
an error. Most of the attributes defined to date are comprehension-required [ISP].

[REFC5389] defines a single STUN method called binding, which can be used in
either request/response or indication transactions for address fixing and keeping
NAT bindings current. It also defines 11 attributes, given in Table 7-2.
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Table 7-2 STUN, defined in [RFC5389] and sometimes called STUN2, replaces classic STUN. These 11 attri-

butes may be used by a STUN2-compliant client or server.

Name Value Purpose/Use

MAPPED-ADDRESS 0x0001 Contains an address family indicator and the
reflexive transport address (IPv4 or IPv6)

USERNAME 0x0006 User name and password; used for message
integrity checks (up to 513 bytes)

MESSAGE-INTEGRITY 0x0008 Message authentication code value on the STUN
message (see Chapter 18 and [RFC5389])

ERROR-CODE 0x0009 Contains 3-bit error class, 8-bit error code value,

and variable-length textual description of error

UNKNOWN-ATTRIBUTES 0x000A Used with error messages to indicate the unknown

attributes (one 16-bit value per attribute)

REALM 0x0014 Indicates the authentication “realm” name for long-
term credentials
NONCE 0x0015 Nonrepeated value optionally carried in requests

and responses (see Chapter 18) to prevent replay
attacks

XOR-MAPPED-ADDRESS 0x0020 XORed version of MAPPED-ADDRESS

SOFTWARE 0x8022 Textual description of the software that sent the

message (e.g., manufacturer and version number)

ALTERNATE-SERVER 0x8023 Provides an alternate IP address for a client to use;

encoded as with MAPPED-ADDRESS

FINGERPRINT 0x8028 CRC-32 of message XORed with 0x5354554E; must

be last attribute if used (optional)

Referring to Figure 7-5, a STUN client with addressing information X:x is
often interested in determining X1"x1’ called the reflexive transport address or
mapped address. A STUN server at Y1:y1 includes the reflexive transport address
in a MAPPED-ADDRESS attribute in a STUN message returned to the client. The
MAPPED-ADDRESS attribute holds an 8-bit Address Family field, a 16-bit Port
Number field, and either a 32-bit or 128-bit Address field, depending on whether
IPv4 or IPv6 is indicated by the Address Family field (0x01 for IPv4; 0x02 for IPv6).
This attribute is included to remain backward-compatible with classic STUN. The
more important attribute is the XOR-MAPPED-ADDRESS attribute, which holds
exactly the same value as the MAPPED-ADDRESS attribute, but XORed with the
magic cookie value (for IPv4) or a concatenation with the magic cookie and trans-
action ID values (for IPv6). The reason for using XORed values in this way is to
detect and bypass generic ALGs that look through packets and rewrite whatever
IP addresses they find. Such ALGs are very brittle because they may rewrite infor-
mation that protocols such as STUN require. Experience has shown that XORing
IP addresses in the packet payload is usually sufficient to bypass such ALGs.
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A STUN client, including most VoIP devices and “softphone” applications such
as pjsua [PJSUA], is initially configured with the IP address(es) or names of one or
more STUN servers. It is desirable to use STUN servers that are likely to “see” the
same IP addresses as the peer to which the application ultimately wishes to talk,
although that may be difficult to determine. Using STUN servers located on the
public Internet (e.g., stun.ekiga.net, stun.xten.com, numb.viagenie.ca)
is usually adequate. Some servers may be discovered using DNS Service (SRV)
records (see Chapter 11). An example STUN binding request is given in Figure 7-9.
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Figure 7-9 A STUN binding request. The request contains a 96-bit transaction ID and the SOFT-
WARE attribute that identifies the client making the request. The attribute contains 10
characters, but this value is rounded up to the next multiple of 4, giving an attribute
value of 12. The message length of 16 also includes the 4 bytes used to include the attri-
bute’s type and length (the STUN header is not included).

The sample STUN binding request in Figure 7-9 is initiated from a client.
The transaction ID has been selected randomly, and the request is sent to numb
.viagenie.ca (with IPv4 addresses 216.146.46.55 and 216.146.46.59), which is
both a STUN and a TURN server (see Section 7.4.4). The request contains the
SOFTWARE attribute that identifies the client application. In this case, the request
was initiated by pjnath-1.6. This is the “PJSIP NAT helper” application included
with pjsua. The message length includes 4 bytes for the attribute type and length,
plus 12 bytes used to hold the attribute. The length of pjnath-1.6 is only 10 bytes,
but attribute lengths are always rounded up to the nearest 4-byte multiple. After
passing through a NAT, the response is given as shown in Figure 7-10.
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Figure 7-10 A STUN binding response containing four attributes. The MAPPED-ADDRESS and XOR-
MAPPED-ADDRESS attributes contain the server-reflexive addressing information. The other
attributes are used with an experimental NAT behavior discovery mechanism [RFC5780].



Section 74 NAT Traversal 325

The binding response shown in Figure 7-10 gives useful information to the client,
encoded as a collection of attributes. The MAPPED-ADDRESS and XOR-MAPPED
address attributes indicate that the STUN server determined the server-reflexive
address of 71.134.182.214:33294. The RESPONSE-ORIGIN and OTHER-ADDRESS
attributes are used by an experimental facility for discovering NAT behavior
[RFC5780]. The first gives the communication endpoint used to send the STUN
message (216.146.46.55:3478, which matches the sending IPv4 address and UDP
port number). The second attribute indicates which source IPv4 address and port
number (216.146.45.59:3479) would have been used if the client requested “change
address” or “change port” behavior. This latter attribute is equivalent to the now-
deprecated CHANGED-ADDRESS attribute in classic STUN. If a change address or
port is specified in a request, a cooperating STUN server attempts to use a different
address when responding to the client, if possible.

STUN can be used to perform address fixing as well as a number of other
functions called mechanisms, including DNS discovery, a method to redirect to an
alternate server, and message integrity exchanges. Mechanisms are selected in
the context of a particular STUN usage, so in general they are considered optional
STUN features. One of the more important mechanisms provides authentication
and message integrity. It has two forms: the short-term credential mechanism and the
long-term credential mechanism.

Short-term credentials are intended to last for a single session; the particular
duration is defined by the STUN usage. Long-term credentials last across sessions;
they correspond to a login ID or account. Short-term credentials are often used
in particular message exchanges, and long-term credentials are used when some
particular resource is to be allocated (e.g., with TURN; see Section 7.4.4). Pass-
words are never sent in the clear where they could be intercepted.

The short-term credential mechanism uses the USERNAME and MESSAGE-
INTEGRITY attributes. Both are required on any request. The USERNAME gives
an indication of which credentials are required and allows the message sender to
use the appropriate shared password in forming an integrity check on the mes-
sage (a MAC computed on the message contents; see Chapter 18). When using
short-term credentials, it is assumed that some form of credential information
(e.g., user name and password) has been exchanged earlier. The credential is used
for forming an integrity check on STUN messages that is encoded in the MES-
SAGE-INTEGRITY attribute. The ability to form a valid MESSAGE-INTEGRITY
attribute value is an indication that the sender holds a current (“fresh”) copy of the
appropriate credential.

The long-term credential mechanism ensures freshness in a different way,
using a digest challenge. When using this mechanism, a client initially makes a
request without any authentication material. The server rejects the request but pro-
vides a REALM attribute in response. This can be used by the client to determine
which credential is needed to provide adequate authentication, as the client may
have credentials for various services (e.g., multiple VoIP accounts). Along with the
REALM, the server provides a never-reused NONCE value, which the client uses in
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forming a subsequent request. This mechanism also uses a MESSAGE-INTEGRITY
attribute, but its integrity function is computed by including the NONCE value.
Thus, it is difficult for an eavesdropper that overheard a previous long-term creden-
tial exchange to simply replay a validated request (i.e., because the NONCE value
is different). The use of NONCE values in authentication and related concerns are
discussed in more detail in Chapter 18. The long-term credential mechanism can-
not be used to protect STUN indications, as these transactions do not operate as
request/response pairs.

Traversal Using Relays around NAT (TURN)

Traversal Using Relays around NAT (TURN) [RFC5766] provides a way for two or
more systems to communicate even if they are located behind relatively uncoop-
erative NATs. As a last-resort method to support communication in such circum-
stances, it involves a relay server that shuttles data between systems that could
otherwise not communicate. Using extensions to STUN and some TURN-specific
messages, it supports communication even when most other approaches have
failed, provided a common server that is not behind a NAT can be reached by each
client. If all NATs were compliant with the BEHAVE specifications, TURN would
not be necessary. Direct communication methods (i.e., that do not use TURN) are
almost always preferable to using TURN servers.

Referring to Figure 7-11, a TURN client behind a NAT contacts a TURN server,
usually on the public Internet, and indicates the other systems (called peers) with
which it wishes to communicate. Finding the server’s address and the appropriate
protocol to use for communication is accomplished using a special DNS NAPTR
record (see Chapter 11 and [RFC5928]) or by manual configuration. The client
obtains address and port information, called the relayed transport address, from the
server, which are the address and port number used by the TURN server to com-
municate with the peers. The client also obtains its own server-reflexive transport
address. Peers also have server-reflexive transport addresses that represent their
external addresses. These addresses are needed by the client and server to perform
the “plumbing” necessary to interconnect the client and its peers. The method
used to exchange this addressing information is not defined within the scope of
TURN. Instead, this information must be exchanged using some other mechanism
(e.g., ICE; see Section 7.4.5) in order for TURN servers to be used effectively.

The client uses TURN commands to create and maintain allocations on the
server. An allocation resembles a multiway NAT binding and includes the (unique)
relayed transport address that each peer can use to reach the client. Server/peer
data is sent using straightforward TURN messages traditionally carried in UDP/
IPv4. Enhancements support TCP [RFC6062] and IPv6 (and also relaying between
IPv4 and IPv6) [RFC6156]. Server/client data is encapsulated with an indication
of corresponding peer(s) that sent or should receive the associated data. The cli-
ent/server connection has been specified for UDP/IPv4, TCP/IPv4, and TCP/IPv4
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Figure 7-11 Based on [RFC5766], a TURN server helps clients behind “bad” NATs to communicate by relay-
ing traffic. Traffic flowing between client and server may use TCP, UDP, or TCP with TLS. Traffic
between the server and one or more peers uses UDP. Relaying is a last-resort measure for com-
munication; direct methods are preferred if available.

with TLS. Establishing an allocation requires the client to be authenticated, usu-
ally using the STUN long-term credential mechanism.

TURN supports two methods for copying data between a client and its peers.
The first encodes data using STUN methods called Send and Data, defined in
[RFC5766], which are STUN indicators and therefore not authenticated. The other
uses a TURN-specific concept called channels. Channels are communication paths
between a client and a peer that have less overhead than the Send and Data meth-
ods. Messages carried over channels use a smaller, 4-byte header that is incompat-
ible with the larger STUN-formatted messages ordinarily used by TURN. Up to
16K channels can be associated with an allocation. Channels were developed to
help some applications such as VoIP that prefer to use relatively small packets to
reduce latency and overhead.

In operation, the client makes a request to obtain an allocation using a TURN-
defined STUN Allocate method. If successful, the server responds with a success
indicator and the allocated relayed transport address. A request might be denied
if the client fails to provide adequate authentication to the server. The client must
now send refresh messages to keep the allocation alive. Allocations expire in 10
minutes if not refreshed, unless the client included an alternate lifetime value,
encoded as a STUN LIFETIME attribute, in the allocation request. Allocations
may be deleted by requesting an allocation with zero lifetime. When an allocation
expires, so do all of its associated channels.
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Allocations are represented using a “5-tuple.” At the client, the 5-tuple includes
the client’s host transport address and port number, server transport address and
port number, and the transport protocol used to communicate with the server. At
the server, the same 5-tuple is used, except the client’s host transport address and
port are replaced with its server-reflexive address and port. An allocation may
have zero or more associated permissions, to limit the patterns of connectivity that
are permitted through the TURN server. Each permission includes an IP address
restriction such that only packets with the matching source address received at
the TURN server have their data payloads forwarded to the corresponding client.
Permissions are deleted if not refreshed within 5 minutes.

TURN enhances STUN with six methods, nine attributes, and six error response
codes. These can be partitioned roughly into support for establishing and maintain-
ing allocations, authentication, and manipulating channels. The six methods and
their method numbers are as follows: Allocate (3), Refresh (4), Send (6), Data (7),
CreatePermission (8), and ChannelBind (9). The first two establish and keep allo-
cations alive. Send and Data use STUN messages to encapsulate data from client
to server and vice versa, respectively. CreatePermission establishes or refreshes a
permission, and ChannelBind associates a particular peer with a 16-bit channel
number. The error messages indicate problems with TURN features such as authen-
tication failure or running out of resources (e.g., channel numbers). The nine STUN
attribute names, values, and purposes defined by TURN are given in Table 7-3.

Table 7-3 STUN attributes defined by TURN

Name Value Purpose/Use

CHANNEL-NUMBER 0x000C |Indicates what channel associated data belongs to
LIFETIME 0x000D |Requested allocation timeout (seconds)
XOR-PEER-ADDRESS 0x0012 | A peer’s address and port, using XORed encoding
DATA 0x0013  |Holds data for a Send or Data indication
XOR-RELAYED-ADDRESS | 0x0016 Server’s address and port allocated for a client
EVEN-PORT 0x0018  |Requests that the relayed transport addressing

information use an even port; optionally requests
allocation of the next port in sequence

REQUESTED-TRANSPORT |0x0019 | Used in a client to request that a specific transport

be used in forming the transport address; values are
drawn from the IPv4 Protocol or IPv6 Next Hop header
field values

DONT-FRAGMENT 0x001A |Requests that the server set the “don’t fragment” bit in

the IPv4 header in packets sent to peers

RESERVATION-TOKEN 0x0022 | Unique identifier for a relayed transport address held

by the server; the value is provided to the client as a
reference
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Figure 7-12 A TURN allocation request is a STUN message using message type 0x0003. This request
also includes the REQUESTED-TRANSPORT and SOFTWARE attributes. It does not
include authentication information. According to STUN long-term credentials, this
request will fail.

A TURN request takes the form of a STUN message whose message type is
an allocation request. Figure 7-12 shows an example. According to the STUN long-
term credential mechanism, the initial allocation request shown in Figure 7-12 did
not include authentication information, so it is rejected by the server. The rejection
is indicated by an allocation error response, shown in Figure 7-13.

The error message in Figure 7-13 provides the REALM attribute (viagenie.
ca) and the NONCE value the client requires to form its next request. The mes-
sage also includes the MESSAGE-INTEGRITY attribute so the client can check that
the message has not been modified and the requested REALM and NONCE are
correct. A subsequent request includes the USERNAME, NONCE, and MESSAGE-
INTEGRITY attributes. See Figure 7-14.

After receiving the request including long-term credentials, as shown in Fig-
ure 7-14, the server computes its own version of the message integrity value and
compares the result against the MESSAGE-INTEGRITY attribute value. If they
match, this is sufficient information for the TURN server to conclude that the cli-
ent must hold the appropriate password. It then permits the allocation and indi-
cates the result to the client (see Figure 7-15).
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Figure 7-13 A TURN allocation error response includes the ERROR-CODE attribute with value
401 (Unauthorized). The message is integrity-protected and includes the REALM and
NONCE attributes required by the client in forming another, authenticated allocation
request.

The allocation request is successful, as shown in Figure 7-15, and the relayed
transport address is 216.146.46.55:49261 (note that Wireshark performs the XOR
operation to display the decoded address). At this point, the client can proceed
to use the TURN server for relaying to peers. Once this is finished, the allocation
can be removed. About 4s later, packets 5 and 6 in Figure 7-15 indicate the client’s
request to remove the allocation. The request is expressed as a refresh with life-
time set to 0. The server responds with a success indicator and removes the alloca-
tion. Note that the BANDWIDTH attribute has been included in the allocation and
refresh success indicators. This attribute, defined by a draft version of [RFC5766]
but ultimately deprecated, was intended to hold the peak bandwidth, in kilobytes
per second, permitted on the allocation. This attribute may be redefined in the
future.
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Figure 7-14 A second TURN allocation request includes the USERNAME, REALM, NONCE, and
MESSAGE-INTEGRITY attributes. These are used by the server to verify integrity of the
message and the identity of the client. If successful, the server authenticates the request
and performs the allocation.

As suggested previously, TURN has the disadvantage that traffic must be
relayed through the TURN server, and this can lead to inefficient routing (i.e.,
the TURN server may be far away from a client and peer that are proximal). In
addition, certain other traffic contents are not passed through from peer to client
using TURN. This includes ICMP values (see Chapter 8), TTL (Hop Limit) field
values, and IP DS Field values. Also, a requesting TURN client must implement the
STUN long-term credential mechanism and have some form of login credential or
account assigned by the TURN server operator. This helps to avoid uncontrolled
use of open TURN servers but creates somewhat greater configuration complexity.
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Figure 7-15 A TURN allocation success response. The message is integrity-protected and includes
the XOR-RELAYED-ADDRESS attribute, identifying the port and address allocated by
the TURN server. The allocation is deleted if not refreshed.

Interactive Connectivity Establishment (ICE)

Given the large variety of NATs deployed and the various mechanisms that may
be necessary to traverse them, a generic facility called Interactive Connectivity
Establishment (ICE) [RFC5245] has been developed to help UDP-based applications
hosted behind a NAT establish connectivity. ICE is a set of heuristics by which an
application can perform UNSAF in a relatively predictable fashion. In its oper-
ation, ICE makes use of other protocols such as TURN and STUN. A proposal
extends the use of ICE to TCP-based applications [IDTI].

ICE works with and extends “offer/answer” protocols, such as the Session
Description Protocol (SDP) used with unicast SIP connection establishment
[REC3264]. These protocols involve an offer of service with an accompanying set
of service parameters followed by an answer that also includes a set of selected
options. It is increasingly common to find ICE clients incorporated into VoIP
applications that use SDP/SIP for establishing communications. However, in
such circumstances, ICE is used for establishing NAT traversal for media streams
(such as the audio or video portion of a call carried using RTP [RFC3550] or SRTP
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[RFC3711]), while another mechanism, called SIP Outbound [RFC5626], handles
the SIP signaling information such as who is being called. Although in practice
ICE has been used primarily with SIP/SDP-based applications, it can also be used
as a generic NAT traversal mechanism for other applications. One such example
is the use of ICE (over UDP) with Jingle [XEP-0176], defined as an extension to the
core Extensible Messaging and Presence Protocol (XMPP) [RFC6120].

Ordinarily, ICE works to establish communication between two SDP entities
(called agents) by first determining a set of candidate transport addresses that each
agent might use for communicating with the other. Referring to Figure 7-11, these
addresses could be host transport, server-reflexive, or relayed addresses. ICE
may make use of both STUN and TURN to determine the candidate transport
addresses. ICE then orders these addresses according to a priority assignment
algorithm. The algorithm arranges for addresses that provide direct connectivity
to receive greater priority than those that require data relaying. ICE then provides
the set of prioritized addresses to its peer agent, which engages in a similar behav-
ior. Ultimately, two agents agree on the best set of usable address pairs and indicate
the selected results to the other peer. Determination of which candidate transport
addresses are available is accomplished using a sequence of checks encoded as
STUN messages. ICE has several optimizations to decrease the latency of agreeing
on the selected candidate, which are beyond the scope of this discussion.

ICE begins by attempting to discover all available candidate addresses.
Addresses may be locally assigned transport addresses (multiple if the agent is
multihomed), server-reflexive addresses, or relayed addresses determined by
TURN. After assigning each address a priority, an agent sends the prioritized list
to its peer using SDP. The peer performs the same operation, resulting in each
agent having two prioritized lists. Each agent then forms an identical set of priori-
tized candidate pairs by pairing up the two lists. A set of checks are performed on
the candidate pairs in a particular order to determine which addresses will ulti-
mately be selected. Generally, the priority ordering prefers candidate pairs with
fewer NATs or relays. The candidate pair ultimately selected is determined by a
controlling agent assigned by ICE. The controlling agent nominates which valid can-
didate pairs are to be used, according to its order of preference. The controlling
agent may try all pairs and subsequently make its choice (called reqular nomina-
tion) or may use the first viable pair (called aggressive nomination). A nomination
is expressed as a flag in a STUN message referring to a particular pair; aggressive
nomination is performed by setting the nominate flag in every request.

Checks are sent as STUN binding request messages exchanged between the
two agents using the addressing information being checked. Checks are initiated
by timer, or scheduled as a result of an incoming check from a peer (called a trig-
gered check). Responses arrive in the form of STUN binding responses that contain
addressing information. In some circumstances this may reveal a new server-
reflexive address to the agent (e.g., because a different NAT is used between agents
from the one that was used when the candidate addresses were first determined
using STUN or TURN servers). Should this happen, the agent gains a new address
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called a peer-reflexive candidate, which ICE adds to the set of candidate addresses.
ICE checks are integrity-checked using STUN'’s short-term credential mechanism
and use the STUN FINGERPRINT attribute. When TURN is used, the ICE cli-
ent uses TURN permissions to limit the TURN binding to the remote candidate
address of interest.

ICE incorporates the concept of different implementations. Lite implementa-
tions are designed for deployment in systems that do not employ NAT. They do
not ever act as a controlling agent unless interacting with another Lite implemen-
tation. They also do not perform the checks mentioned earlier as do full implemen-
tations. The type of an ICE implementation is indicated in the STUN messages
it sends. All ICE implementations must comply with STUN [RFC5389], but Lite
implementations will only ever act as STUN servers. ICE extends STUN with the
attributes described in Table 7-4.

Table 7-4 STUN attributes defined by ICE

Name Value |Purpose/Use

PRIORITY 0x0024 | Computed priority of associated candidate address
USE-CANDIDATE 0x0025 |Indicates selection of candidate by controlling agent
ICE-CONTROLLED  |0x8029 |Indicates sender of message is controlled agent
ICE-CONTROLLING |0x802A |Indicates sender of message is controlling agent

A check is a STUN binding request containing the PRIORITY attribute. The
value is equal to the value assigned by the algorithm described in Section 4.1.2
of [RFC5245]. The ICE-CONTROLLING and ICE-CONTROLLED attributes are
included in STUN requests when the sender is the controlling or controlled agent,
respectively. A controlling agent may also include a USE-CANDIDATE attribute.
If present, this attribute indicates which candidate the controlling agent wishes to
select for subsequent use.

Configuring Packet-Filtering Firewalls and NATs

Although NATs frequently require little configuration (unless port forwarding is
being used), firewalls usually do, and sometimes they require extensive configu-
ration. In most home networks the same device is providing NAT, IP routing, and
firewall capabilities and may require some configuration. Although the configu-
ration is logically separate for each of these, they are sometimes merged, either in
configuration files, command-line interfaces, Web page controls, or other network
management tools.
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Firewall Rules

A packet-filtering firewall must be given a set of instructions indicating criteria
for selecting traffic to be dropped or forwarded. Nowadays when configuring a
router, the network administrator usually configures a set of one or more ACLs.
Each ACL consists of a list of rules, and each rule typically contains pattern-match-
ing criteria and an action. The matching criteria generally allow the rule to express
the values of packet fields at either the network or transport layer (e.g., source
and destination IP addresses, port numbers, ICMP type field, etc.) and a direction
specification. The direction pattern matches traffic in a direction-dependent man-
ner and allows for a different set of rules to apply for incoming versus outgoing
traffic. Many firewalls also allow the rules to be applied at a certain point in the
order of processing within the firewall. Examples of this include the ability to
specify an ACL to be checked prior to or after the IP routing decision process. In
some circumstances (especially when more than one interface is used), this flex-
ibility becomes important.

When a packet arrives, the matching criteria in the appropriate ACL are con-
sulted in order. For most firewalls, the first matching rule is acted upon. Typical
actions include a specification to block or forward the traffic and may also adjust
a counter or write a log entry. Some firewalls may include additional features as
well, such as having some packets directed to applications or other hosts. Each
firewall vendor usually has its own method for specifying rules, although Cisco
Systems” ACL format has emerged as a popular format supported by many ven-
dors of enterprise-class routers. ACLs for home users are typically configured
using a simple Web interface.

One of the popular systems for building firewalls is included with modern
versions of Linux and is called iptables, built using a network filtering capa-
bility called NetFilter [NFWEB]. It is the evolution of an earlier facility called
ipchains and provides stateless and stateful packet-filtering support as well as
NAT and NAPT. We shall examine how it works to get a better understanding of
the types of capabilities a firewall and modern NAT provide.

iptables includes the concepts of filter tables and filter chains. A table con-
tains several predefined chains and may contain zero or more user-defined
chains. Three predefined tables are named as follows: £ilter, nat, and mangle.
The default filter table is for basic packet filtering and contains the predefined
chains INPUT, FORWARD, and OUTPUT. These actions correspond to packets
destined for programs running on the firewall router itself, those passing through
it while being routed, and those originating at the firewall machine. The nat table
contains the chains PREROUTING, OUTPUT, and POSTROUTING. The mangle
table has all five chains. It is used for arbitrary rewriting of packets.

Each filter chain is a list of rules, and each rule has matching criteria and an
action. The action (called a target) may be to execute a special user-defined chain
or to perform one of the following predefined actions: ACCEPT, DROP, QUEUE,
and RETURN. A packet matching a rule with one of these targets is immediately
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acted on. ACCEPT (DROP) means the packet is forwarded (dropped). QUEUE
means the packet is delivered to a user program for arbitrary processing, and
RETURN means that processing continues in a previously invoked chain, which
forms a sort of packet filter chain subroutine call.

The design of a complete firewall configuration can be fairly complex and is
specific to the needs of particular users and the types of services they require, so
we will not attempt to give one here. Instead, the following examples illustrate
only a small number of the possible uses for iptables. The following gives an
example Linux firewall configuration file. It is invoked by a shell such as bash:

EXTIF="ext0"

INTIF="ethO"

LOOPBACK_INTERFACE="10"

ALL="0.0.0.0/0" # matches all

# set default filter table policies to drop
iptables -P INPUT DROP

iptables -P OUTPUT DROP

iptables -P FORWARD DROP

# all local traffic OK
iptables -A INPUT -i S$LOOPBACK_INTERFACE —j ACCEPT
iptables -A OUTPUT -i S$LOOPBACK_INTERFACE -j ACCEPT

# accept incoming DHCP reguests on internal interface
iptables -A INPUT -i S$INTIF -p udp -s 0.0.0.0 \
--sport 67 -d 255.255.255.255 --dport 68 -j ACCEPT

# drop unusual/suspect TCP traffic with no flags set
iptables -A INPUT -p tcp --tcp-flags ALL NONE -3j DROP

This example illustrates some of the flexibility one can employ in setting up a
filter criteria list. Initially, the chains are given a default policy (-P option), which
affects packets that fail to match any rules. Next, traffic to or from the local com-
puter (which is delivered using the pseudo interface 10) is given to the ACCEPT
target (i.e, it is allowed) for the INPUT and OUTPUT chains in the default filter
table. The —j option indicates “jump” to a particular processing target. Next,
incoming UDP broadcast traffic originating from IPv4 address 0.0.0.0 and des-
tined for local/subnet broadcast using the DHCP port numbers (67, 68) is allowed
in via the internal interface. Next, the Flags fields of incoming TCP segments (see
Chapter 13) is ANDed with all 1s (ALL) and compared against zero (NONE). A
match occurs only if all the Flags fields are 0, which is not a very useful TCP seg-
ment (ordinarily all TCP segments after the first one contain a valid ACK bit, and
the first one contains a SYN).

While syntax illustrated by this example is specific to the iptables facility,
its capabilities are not. Most filtering firewalls are capable of performing similar
types of checks and actions.
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NAT Rules

In most simple routers, NAT can be configured in conjunction with firewall rules.
In basic Windows systems, NAT is called Internet Connection Sharing (ICS), and in
Linux it is called IP masquerading. On Windows XP, for example, ICS has a number
of special characteristics. It assigns the “internal” IPv4 address as 192.168.0.1 to the
machine running ICS and starts a DHCP server and DNS server. Other computers
are assigned addresses in the 192.168.0/24 subnet, with the ICS machine as DNS
server. Therefore, ICS should not be enabled on networks where these services are
already being provided by another computer or router, or where the addresses
might conflict. A registry setting can be used to change the default address range.

Enabling ICS for an Internet connection on Windows XP can be accomplished
by using the Network Setup Wizard, or by changing the Advanced properties on
an already-operating Internet connection (under Settings | Network Connections).
At this point, the user may also decide to allow other users to control or disable the
shared Internet connection. This facility, known as Internet Gateway Device Discov-
ery and Control (IGDDC), uses the Universal Plug and Play framework, described
in Section 7.5.3, for controlling a local Internet gateway from a client. The functions
supported include connect and disconnect, along with reading various status mes-
sages. The Windows firewall facility, which works in conjunction with ICS, sup-
ports the creation of service definitions. Service definitions are equivalent to port
forwarding, as defined previously. To enable it, the Advanced property tab on the
Internet connection is selected and a new service may be added (or an existing
one edited). The user is then given the opportunity to fill in the appropriate TCP
and UDP port numbers, both at the external interface and at the internal server
machine. It thus works as a way to configure NAPT for incoming connections.

As with Windows, Linux combines the masquerade capability with its fire-
wall implementation. The following script configures masquerading in a simple
manner. Note that this script is only for illustration and is not recommended for
production use.

EXTIF="ext0”
echo "Default FORWARD policy: DROP"
iptables -P FORWARD DROP

echo "Enabling NAT on SEXTIF for hosts 192.168.0.0/24"
iptables -t nat -A POSTROUTING -o $EXTIF -s 192.168.0.0/24 \
-j MASQUERADE

echo "FORWARD policy: DROP unknown traffic"
iptables -A INPUT -i S$EXTIF -m state --state NEW, INVALID -j DROP
iptables -A FORWARD -i SEXTIF -m state --state NEW, INVALID -j DROP

Here, the default policy for the FORWARDING chain in the filter table is
set to DROP. The next item arranges for hosts with IPv4 addresses assigned from
the 192.168.0.0/24 subnet to have their addresses rewritten for any IPv4 traffic (via
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NAT, implemented by the nat table and -t nat options) after routing has deter-
mined the external interface to be the appropriate one. Because of the stateful way
that NAT works, it is now possible to adjust the filter table’s rules to allow only
traffic associated with a connection known to NAT. The last two lines adjust the
INPUT and FORWARD chains so that any incoming traffic that is either invalid or
unknown (NEW) is dropped. The special operators NEW and INVALID are defined
within the iptables command.

Direct Interaction with NATs and Firewalls: UPnP, NAT-PMP, and PCP

In many cases, a client system wishes to or needs to interact directly with its fire-
wall. For example, a firewall may need to be configured or reconfigured for dif-
ferent services by allowing traffic destined for a particular port to not be dropped
(establishing a “pinhole”). In cases where a proxy firewall is in use, each client
must be informed of the proxy’s identity. Otherwise, communication beyond the
firewall is not possible. A number of protocols have been developed for support-
ing communication between clients and firewalls. The two most prevalent ones
are called Universal Plug and Play (UPnP) and the NAT Port Mapping Protocol (NAT-
PMP). The standards for UPnP are developed by an industry group called the
UPnP Forum [UPNP]. NAT-PMP is currently an expired draft document within
the IETF [XIDPMP]. NAT-PMP is supported by most Mac OS X systems. UPnP
has native support on Windows systems and can be added to Mac OS and Linux
systems. UPnP is also used in support of consumer electronics device discovery
protocols for home networks being developed by the Digital Living Network Alli-
ance (DLNA) [DLNA].

With UPnP, controlled devices are configured with IP addresses based first
upon DHCP and using dynamic link-local address configuration (see Chapter 6)
if DHCP is not available. Next, the Simple Service Discovery Protocol (SSDP) [XIDS]
announces the presence of the device to control points (e.g., client computers) and
allows the control points to query the devices for additional information. SSDP
uses two variants of HTTP with UDP instead of the more standard TCP. They are
called HTTPU and HTTPMU [XIDMU], and the latter uses multicast addressing
(IPv4 address 239.255.255.250, port 1900). For SSDP carried on IPv6, the following
addresses are used: ff01::c (node-local), ff02::c (link-local), ff05::c (site-local), ff08::c
(organization-local), and ffOe::c (global).

Subsequent control and event notification (“eventing”) is controlled by the
General Event Notification Architecture (GENA), which uses the Simple Object Access
Protocol (SOAP). SOAP supports a client/server remote procedure call (RPC) mecha-
nism and uses messages encoded in the Extensible Markup Language (XML), which is
commonly used for Web pages. UPnP is used for a wide variety of consumer elec-
tronic devices, including audio and video playback and storage devices. NAT/fire-
wall devices are controlled using the Internet Gateway Device (IGD) protocol [IGD].
IGD supports a variety of capabilities, including the ability to learn NAT mappings
and configure port forwarding. The interested reader may obtain a simple IGD
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client useful for experimentation from the MiniUPnP Project HomePage [UPNPC].
A second version of UPnP IGD [IGD2] adds general IPv6 support to UPnP.

While UPnP is a broad framework that includes NAT control and several other
unrelated specifications, NAT-PMP provides an alternative specifically targeted at
programmatic communications with NAT devices. NAT-PMP is part of Apple’s set
of Bonjour specifications for zero configuration networking. NAT-PMP does not
use a discovery process, as the device being managed is usually a system’s default
gateway as learned by DHCP. NAT-PMP uses UDP port 5351. NAT-PMP supports
a simple request/response protocol for learning a NAT’s outside address and con-
figuring port mappings. It also supports a basic eventing mechanism that notifies
listeners when a NAT outside address changes. This is accomplished using a UDP
multicast message sent to address 224.0.0.1 (the All Hosts address) when the out-
side address changes. NAT-PMP uses UDP port 5350 for client/server interactions
and 5351 for multicast event notification. The idea of NAT-PMP can be extended
for use with SPNAT, as proposed by the Port Control Protocol (PCP) [IDPCP].

NAT for IPv4/IPv6 Coexistence and Transition

With the depletion of the last top-level unicast IPv4 address prefixes in early in
2011, the embracing of IPv6 is beginning to accelerate. It was thought that hosts
could be equipped with dual-stack functionality (i.e., each implements a complete
IPv4 and IPv6 stack) [RFC4213] and network services would transition over to
[Pv6-only operation. It is now understood that IPv4 and IPv6 are likely to coex-
ist for an extended period of time, perhaps indefinitely, and that for various eco-
nomic reasons network infrastructure may operate using either IPv4 or IPv6 or
both. Assuming that this is true, there will be an ongoing need to support com-
munications between IPv4 and IPv6 systems, whether they are dual-stack or not.
The two major approaches that have been used to support combinations of IPv4
and IPv6 are tunneling and translation. The tunneling approaches include Teredo
(see Chapter 10), Dual-Stack Lite (DS-Lite), and IPv6 Rapid Deployment (6rd).
Although DS-Lite involves SPNAT as part of its architecture, a purer translation
approach is given by the framework described in [RFC6144], which uses the IPv4-
embedded IPv6 addresses we saw in Chapter 2. We will discuss both DS-Lite and
the translation framework in more detail in this section.

Dual-Stack Lite (DS-Lite)

DS-Lite [RFC6333] is an approach to make transition to IPv6 (and support for
legacy IPv4 users) easier for service providers that wish to run IPv6 internally. In
essence, it allows providers to focus on deploying an operational IPv6 core net-
work yet provide IPv4 and IPv6 connectivity to their customers using a small num-
ber of IPv4 addresses. The approach combines IPv4-in-IPv6 “softwire” tunneling
[REC5571] with SPNAT. Figure 7-16 shows the type of deployment envisioned.
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Figure 7-16 DS-Lite allows service providers to support IPv4 and IPv6 customer networks using
an IPv6-only infrastructure. IPv4 address usage is minimized by using SPNAT at the
provider’s edge.

In Figure 7-16, each customer network operates with any combination of IPv4
and IPv6. The service provider’s network is assumed to be managed using only
IPv6. Customer access to the IPv6 Internet is provided using conventional IPv6
routing. For IPv4 access, each customer uses a special “before” gateway (labeled
“B4” in Figure 7-16). A B4 element provides basic IPv4 services (e.g., DHCP service,
a DNS proxy, etc.) but also encapsulates the customer’s IPv4 traffic in multi-point-
to-point tunnels terminated at the “after” element (labeled “AFTR” in Figure 7-16).
The AFTR element performs decapsulation of traffic headed to the IPv4 Internet
and encapsulation in the reverse direction. AFTR also performs NAT and acts as a
form of SPNAT. More specifically, the AFTR may use the identity of the customer’s
tunnel endpoint for disambiguating traffic returning to the AFTR from the IPv4
Internet. This allows multiple customers to use the same IPv4 address space. A B4
element can learn the name of its corresponding AFTR element using a DHCPv6
option called AFTR-Name [RFC6334].

It is instructive to recall the discussion of IPv6 rapid deployment (6rd) from
Chapter 6. Whereas DS-Lite provides IPv4 access to customers over a service pro-
vider’s IPv6 network, 6rd aims to provide IPv6 access to customers over a service
provider’s IPv4 network. In essence, they take opposite approaches with similar
architectural components. However, with 6rd, mapping from an IPv6 address to
the address of the corresponding IPv4 tunnel endpoint (and vice versa) is com-
puted in a stateless fashion using an address-mapping algorithm. Stateless address
translation is also used in the framework for full protocol translation between
IPv4 and IPv6, which we discuss next.

IPv4/IPv6 Translation Using NATs and ALGs

The biggest disadvantage of using tunneling techniques for supporting IPv4/IPv6
coexistence is that network services running on hosts using one address family



Section 7.6 NAT for IPv4/IPv6 Coexistence and Transition 341

cannot be reached directly by the hosts using the other. Thus, an IPv6-only host
can communicate only with other IPv6-capable systems. This is an undesirable sit-
uation because many valuable services offered on the legacy IPv4 Internet would
remain unavailable to new systems that may support only IPv6. To address this
concern, a significant effort was undertaken between 2008 and 2010 to develop a
framework to provide direct translation between IPv4 and IPv6. This effort was
informed by poor experiences with NAT-PT [RFC2766], which was ultimately
determined to be too brittle and unscalable for ongoing use and was deprecated
[RFC4966].

The IPv4/1Pv6 translation framework is given in [RFC6144]. The basic transla-
tion architecture involves both stateful and stateless methods to convert between
IPv4 and IPv6 addresses, translations for DNS (see Chapter 11), and the definition
of any additional behaviors or ALGs in cases where they are necessary (including
for ICMP and FTP). In this section, we will discuss the basics of the stateless and
stateful address translation for IP based on [RFC6145], [RFC6146], and the address-
ing from [RFC6052] we discussed in Chapter 2. Other protocol-specific translation
issues will be covered in subsequent chapters.

7.6.2.1 IPv4-Converted and IPv4-Translatable Addresses

In Chapter 2, we discussed the structure of IPv4-embedded IPv6 addresses. Such
addresses are IPv6 addresses that can be used as input to a function that produces
a corresponding IPv4 address. The function is also easily inverted. There are two
important types of IPv4-embedded IPv6 addresses, called IPv4-converted addresses
and [Pv4-translatable addresses. Each type of address mentioned is a subset of
the other types. That is, if we treat each address category as a set, then (IPv4-
translatable) c (IPv4-converted) c (IPv4-embedded) c (IPv6). IPv4-translatable
addresses are IPv6 addresses for which an IPv4 address can be determined in a
stateless fashion (see Section 7.6.2.2).

Algorithmic translation between IPv4 and IPv6 addresses involves the use of
a prefix, as described in Chapter 2. The prefix may be either the Well-Known Pre-
fix (WKP) 64:£f9b::/96 or another Network-Specific Prefix that is ordinarily owned
by a service provider and used specifically with its translators. The WKP is used
only in representing ordinary globally routable IPv4 addresses; private addresses
[REC1918] are not to be used with the WKP. In addition, the WKP is not to be
used for creating IPv4-translatable addresses. Such addresses are intended to be
defined within the scope of a provider’s network, so it is not appropriate to use
them at a global scope.

The WKEP is interesting because it is checksum-neutral with respect to the Inter-
net checksum. Recall the Internet checksum calculation from Chapter 5. If we treat
the prefix 64:ff9b::/96 as being composed of the hexadecimal values 0064, {f9b,
0000, 0000, 0000, 0000, 0000, 0000, the sum of these values is ffff, which is equal
to 0 in one’s complement. Consequently, when an IPv4 address has the WKP pre-
pended, the associated Internet checksums in packets created as a result of trans-
lation (e.g., in the IPv4 header, TCP, or UDP checksum) are unaffected. Naturally,
an appropriately chosen Network-Specific Prefix can also be checksum-neutral.
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In the following two subsections, we will use the notation To4(A6, P) to rep-
resent the IPv4 address derived from IPv6 address A6 in conjunction with prefix
P. P is either the WKP or some Network-Specific Prefix. We will use the notation
To6(A4, P) to represent the IPv6 address derived from IPv4 address A4 in conjunc-
tion with prefix P. Note that, with a few special exceptions, A6 = To6(To4(A6,P),P)
and A4 = To4(To6(A4,P),P).

7.6.2.2 Stateless Translation

Stateless IP/ICMP Translation (SIIT) refers to a method of translating between IPv4
and IPv6 packets without using state tables [RFC6145]. The translation is per-
formed without table lookups and uses IPv4-translatable addresses along with
a defined scheme to translate IP headers. For the most part, IPv4 options are not
translated (they are ignored), nor are IPv6 extension headers (except the Frag-
ment header). The exception is an unexpired IPv4 Source Route option. If such an
option is present, the packet is dropped and a corresponding ICMP error message
(Destination Unreachable, Source Route Failed; see Chapter 8) is generated. Table
7-5 describes how the IPv6 header fields are assigned when translating an IPv4
datagram to IPv6.

Table 7-5 Methods for creating an IPv6 header when translating IPv4 to IPv6

IPv6 Field Assignment Method

Version Set to 6.

DS Field/ECN Copied from same values in IPv4 header

Flow Label Set to 0.

Payload Length Set to IPv4 Total Length minus length of the IPv4 header (including
options).

Next Header Set to IPv4 Protocol field (or 58 if the Protocol field had value 1).

Set to value 44 to indicate a Fragment header if the IPv6 datagram
being created is a fragment or DF bit not set.

Hop Limit Set to the IPv4 TTL field minus 1 (if this value is 0, the packet is
discarded and an ICMP Time Exceeded message is generated; see
Chapter 8).

Source IP Address | Set to To6(IPv4 Source IP Address, P).

Destination IP Set to To6(IPv4 Destination IP Address, P).

Address

During the translation process, the IPv4 header is stripped and replaced with
an IPv6 header. If the arriving IPv4 datagram is too large to fit in the MTU for the
next link and the DF bit field in its header is not set, multiple IPv6 fragment packets
may be produced, each containing a Fragment header. This also occurs when the
arriving IPv4 datagram is a fragment. [RFC6145] recommends a Fragment header
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be included in the resulting IPv6 datagram whenever the arriving IPv4 datagram’s
DF bit field has value zero, whether or not the translator needs to perform frag-
mentation or the arriving datagram is a fragment. This allows the IPv6 receiver to
know that the IPv4 sender was likely not using PMTUD. When a Fragment header
is included, its fields are set according to the methods listed in Table 7-6.

Table 7-6 Methods for assigning fields of the Fragment header, if used, during IPv4-to-IPv6

translation
Fragment Header Field | Assignment Method
Next Header Set to the IPv4 Protocol field.
Fragment Offset Copied from the IPv4 Fragment Offset field.
More Fragments Bit Copied from the IPv4 More Fragments (M) bit field.
Identification The low-order 16 bits are set from the IPv4 Identification field.
The high-order 16 bits are set to 0.

The reverse direction (IPv6-to-IPv4 translation) involves creating an IPv4
datagram with header field values based on fields in the arriving IPv6 header.
Obviously the much larger IPv6 address space does not allow an IPv4-only host to
access every host on the IPv6 Internet. Table 7-7 gives the methods used to assign
the fields in the outgoing IPv4 datagram’s header when an unfragmented IPv6
datagram arrives.

Table 7-7 Methods for creating an IPv4 header when translating unfragmented IPv6 to IPv4

IPv4 Header Field Assignment Method

Version Set to 4.

IHL Set to 5 (no IPv4 options).

DS Field/ECN Copied from same values in IPv6 header.

Total Length The value of the IPv6 Payload Length field plus 20.

Identification Set to 0 (with option to set to some other predetermined value).

Flags More Fragments (M) is set to 0. Don't Fragment (DF) is set to 1.

Fragment Offset Set to 0.

TTL The value of the IPv6 Hop Limit field minus 1 (must be at least 1).

Protocol Copied from the first IPv6 Next Header field that does not refer
to a Fragment header, HOPOPT, IPv6-Route, or IPv6-Opts.
Value 58 is changed to 1 to support ICMP (see Chapter 8).

Header Checksum Computed for the newly created IPv4 header.

Source IP Address To4(IPv6 Source IP Address, P).

Destination IP Address | To4(IPv6 Destination IP Address, P).
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If the arriving IPv6 datagram includes a Fragment header, the outgoing IPv4
datagram uses field values based on assignment methods modified from those in
Table 7-7. Table 7-8 gives this case.

Table 7-8 Methods for creating an IPv4 header when translating fragmented IPv6 to IPv4
IPv4 Header Field | Assignment Method

Total Length The value of the IPv6 Payload Length field minus 8 plus 20.

Identification Copied from the low-order 16 bits in the Identification field of the
IPv6 Fragment header.

Flags More Fragments (M) copied from the M bit field in the IPv6

Fragment header. Don’t Fragment (DF) is set to 0 to allow
fragmentation in the IPv4 network.

Fragment Offset Copied from the Fragment Offset field of the IPv6 Fragment header.

In the case of fragmented IPv6 datagrams, the translator produces fragmented
IPv4 datagrams. Note that in IPv6 the Identification field is larger, so there is a pos-
sibility that certain fragments could fail to be reassembled properly if multiple
distinct IPv6 datagrams from the same host are fragmented in such a way that the
Identification field values they use share a common lower-order 16 bits. However,
this situation is no more risky than having the conventional IPv4 Identification
field wrap. Furthermore, integrity checks at higher layers make this issue nothing
much to worry about.

7.6.2.3 Stateful Translation

In stateful translation, NAT64 [RFC6146] is used to support IPv6-only clients com-
municating with IPv4 servers. This is expected to be important during the period
when many important services continue to be offered using only IPv4. The trans-
lation method for headers is nearly identical to the methods described for stateless
translation in Section 7.6.2.2. As a NAT, NAT64 complies with BEHAVE specifica-
tions and supports only endpoint-independent mappings, along with both end-
point-independent and address-dependent filtering. Thus, it is compatible with
the NAT traversal techniques (e.g., ICE, STUN, TURN) we discussed previously.
Lacking these additional protocols, NAT64 supports dynamic translation only for
IPv6 hosts initiating communications with IPv4 hosts.

NAT64 works much like conventional NAT (NAPT) across address families,
except translations in the IPv4-to-IPv6 direction are simpler than in the reverse
direction. A NAT64 device is assigned an IPv6 prefix, which can be used to form a
valid IPv6 address directly from an IPv4 address using the mechanism described
in Chapter 2 and [RFC6052]. Because of the comparative scarcity of the IPv4
address space, translations in the IPv6-to-IPv4 direction make use of a pool of
IPv4 addresses that are ordinarily managed dynamically. This requires NAT64 to
support NAPT functionality, whereby multiple distinct IPv6 addresses may map



Section 7.7 Attacks Involving Firewalls and NATs 345

7.7

to the same IPv4 address. NAT64 currently defines methods for translation of TCP,
UDP, and ICMP messages initiated by IPv6 nodes. (In the case of ICMP queries
and responses, the ICMP Identifier field is used instead of the transport-layer port
number; see Chapter 8.)

NAT64 handles fragments differently from its stateful counterpart. For arriv-
ing TCP or UDP fragments where the transport checksum is nonzero (see Chapter
10), the NAT64 may either queue the fragments and translate them together or
translate them individually. A NAT64 must handle fragments, even those arriving
out of order. A NAT64 may be configured with a time limit (at least 2s) bounding
the time during which fragments will be cached. Otherwise, the NAT could be
subject to a DoS attack resulting from the exhaustion of packet buffers holding
fragments.

Attacks Involving Firewalls and NATs

Given that the primary purpose of deploying firewalls is to reduce the exposure
to attacks, it is not surprising that firewalls have fewer obvious shortcomings than
end hosts or routers. That said, they are not without their faults. The most com-
mon types of firewall problems result from incomplete or incorrect configuration.
Configuring firewalls is not a trivial task, especially for large enterprises where
many services may be employed on a daily basis. Other forms of attacks exploit
the weaknesses of some firewalls, including the inability of many of them (espe-
cially older ones) to deal with IP fragments.

One type of problem arises when a NAT/firewall can be hijacked from outside
to provide a masquerading capability for an attacker. If the firewall is configured
with NAT enabled, traffic arriving at its external interface may be rewritten so as
to appear to have come from the NAT device, thereby hiding an attacker’s actual
address. What is worse, this is “normal” behavior from the NAT’s point of view;
it just happens to be getting its input packets from outside rather than inside.
This has been a particular problem with ipchains-based NAT/firewall rules on
Linux. The simplest configuration for setting up masquerading:

Linux# ipchains -P FORWARD MASQUERADE

allows this attack to take place and is therefore not recommended. As we can see,
it sets the default forwarding policy to masquerade, which potentially applies to
any IP forwarding.

Another type of problem that can arise with firewall and NAT rules is that
they may be stale. In particular, they may contain port forwarding entries or other
so-called holes that allow traffic through for services that are no longer used. A
related problem is that some routers keep more than one copy of the firewall rules
in memory, and the router must be specifically instructed when to enable which
rules. Finally, another common configuration problem is that many routers merge
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new firewall rules with the existing set when new ones are added. This can poten-
tially lead to undesired results if the operator is unaware of this behavior.

The problem with fragments is related to how IP fragments are constructed.
When an IP datagram is fragmented (see Chapter 10), the transport header, which
contains the port numbers, appears only in the first fragment and in none of the
others. This is a direct result of the layering and encapsulation of the TCP/IP pro-
tocol architecture. Unfortunately for a firewall, receiving a fragment other than
the first provides little information about the transport layer or service to which
the packet relates. The only obvious way to make this association is to find the
first fragment (if there ever was one), and this obviously requires a stateful fire-
wall capability, which might be subject to resources exhaustion attacks. Even
stateful firewalls could fall short: if the first fragment arrives after subsequent
fragments, the firewall may not be smart enough to perform reassembly prior to
its filtering operation. In some cases, the firewall simply drops fragments it cannot
fully identify, which could pose problems for legitimate traffic that happens to use
large datagrams.

Summary

Firewalls provide a mechanism for network administrators to restrict the flow
of information that may be harmful to end systems. The two major types of fire-
walls are packet-filtering firewalls and proxy firewalls. Packet-filtering firewalls
may be further separated into the stateful and stateless varieties, and they usually
act as IP routers. The stateful variety is more sophisticated and supports success-
ful operation of a wider variety of application-layer protocols (and might do more
sophisticated logging or filtering across multiple packets in a packet stream). Proxy
firewalls usually act as a form of application-layer gateway. For these firewalls,
each application-layer service must have its own proxy handler on the firewall,
but this does allow handlers to make modifications even to the data portion of the
transiting traffic. Protocols such as SOCKS support proxy firewalls in a standard-
ized way.

Network Address Translation (NAT) is a mechanism whereby a relatively
large number of end hosts can share one or more globally routable IP address(es).
NAT is used extensively for this purpose but can also be used in conjunction with
firewall rules to form a NAT/firewall combination. In this popular configuration,
computers “behind” the NAT are allowed to send traffic out to the global Internet,
but only traffic returning in response to the outgoing traffic is ordinarily admit-
ted back. This presents a small problem for implementing services behind a NAT
that is handled by port forwarding, which allows the NAT to pass on incoming
traffic for a service to end hosts inside the NAT. NAT is also being proposed for
helping the transition from IPv4 to IPv6 by translating addresses between the two
realms. In addition, NAT is being considered for use within ISPs to further allay
IPv4 address depletion concerns. If this happens on a large scale, it may become
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(even more) difficult for ordinary users to offer Internet services from their home
networks.

Some applications use a set of heuristics in order to determine what addresses
are used on the outside of the NATSs they are behind. Many of these operate uni-
laterally, without direct help from the NAT. Such applications are said to use
UNSAF (pronounced “unsafe”) methods and may not be completely reliable. A
set of documents (developed by the IETF BEHAVE working group) specifies the
proper behavior of NATs for different protocols, but not all NATs implement these
specifications. Consequently, NAT traversal techniques may need to be employed
to ensure that connectivity can take place.

NAT traversal involves determining a set of addresses and port numbers that
can be used to support communications even when one or more NATs must be
used. STUN is the primary workhorse protocol for determining addresses. TURN
is a particular STUN usage that relays traffic through a specially configured
TURN server, usually located in the Internet. Deciding which addresses or relays
to use can be accomplished using a complete NAT traversal protocol such as ICE.
ICE determines all possible addresses that can be used between a pair of com-
municating endpoints using local information, plus addresses determined using
STUN and TURN. It then selects the “best” addresses for subsequent communi-
cation. Mechanisms such as ICE have received the most attention for supporting
VoIP services that use the SIP protocol for signaling.

Firewalls and NATs may require configuration. The basic settings are ade-
quate for many home users, but firewalls may require modifications to allow
certain services to work. In addition, if a user behind a NAT wishes to offer an
Internet service, port forwarding will likely have to be configured on the NAT
device. Some applications support configuration by performing direct communi-
cation with a NAT using protocols such as UPnP and NAT-PMP. When supported
and enabled, these allow a NAT to have its port forwarding and binding data
accessed and modified by the application automatically, without user interven-
tion. For a home user to run a Web server behind a dynamically provisioned NAT
(i.e, one with an Internet-facing IP address that changes), additional services such
as dynamic DNS (see Chapter 11) may also be important.
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ICMPv4 and ICMPv6: Internet
Control Message Protocol

Introduction

The IP protocol alone provides no direct way for an end system to learn the fate
of IP packets that fail to make it to their destinations. In addition, IP provides no
direct way of obtaining diagnostic information (e.g., which routers are used along
a path or a method to estimate the round-trip time). To address these deficiencies,
a special protocol called the Internet Control Message Protocol (ICMP) [REC0792]
[RFC4443] is used in conjunction with IP to provide diagnostics and control infor-
mation related to the configuration of the IP protocol layer and the disposition of
IP packets. ICMP is often considered part of the IP layer itself, and it is required
to be present with any IP implementation. It uses the IP protocol for transport.
So, precisely, it is neither a network nor a transport protocol but lies somewhere
between the two.

ICMP provides for the delivery of error and control messages that may require
attention. ICMP messages are usually acted on by the IP layer itself, by higher-
layer transport protocols (e.g., TCP or UDP), and in some cases by user applica-
tions. Note that ICMP does not provide reliability for IP. Rather, it indicates certain
classes of failures and configuration information. The most common cause of
packet drops (buffer overrun at a router) does not elicit any ICMP information.
Other protocols, such as TCP, handle such situations.

Because of the ability of ICMP to affect the operation of important system
functions and obtain configuration information, hackers have used ICMP mes-
sages in a large number of attacks. As a result of concerns about such attacks,
network administrators often arrange to block ICMP messages with firewalls,
especially at border routers. If ICMP is blocked, however, a number of common
diagnostic utilities (e.g., ping, traceroute) do not work properly [REC4890].
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When discussing ICMP, we shall use the term ICMP to refer to ICMP in gen-
eral, and the terms ICMPv4 and ICMPv6 to refer specifically to the versions of
ICMP used with IPv4 and IPv6, respectively. As we shall see, ICMPv6 plays a far
more important role in the operation of IPv6 than ICMPv4 does for IPv4.

[RFC0792] contains the official base specification of ICMPv4, which is refined
and clarified in [RFC1122] and [RFC1812]. [RFC4443] provides the base specifica-
tion for ICMPv6. [RFC4884] provides a method to add extension objects to cer-
tain ICMP messages. This facility is used for holding Multiprotocol Label Switching
(MPLS) information [RFC4950] and for indicating which interface and next hop
a router would use in forwarding a particular datagram [RFC5837]. [RFC5508]
gives standard behavioral characteristics of ICMP through NATs (also discussed
in Chapter 7). In IPv6, ICMPv6 is used for several purposes beyond simple error
reporting and signaling. It is used for Neighbor Discovery (ND) [RFC4861], which
plays the same role as ARP does for IPv4 (see Chapter 4). It also includes the
Router Discovery function used for configuring hosts (see Chapter 6) and multicast
address management (see Chapter 9). Finally, it is also used to help manage hand-
offs in Mobile IPv6.

Encapsulation in IPv4 and IPv6

ICMP messages are encapsulated for transmission within IP datagrams, as shown
in Figure 8-1.

IPv4 Protocol field = 1

»
ICMP

IPv4 Header Header ICMP Data IPv4

(20-60 Bytes) (4 Bytes)

IPv6 Next Header field = 58

IPv6 A
IPv6 Extension ICMP IPv6
Header Headers Header ICMP Data
(If Present)
(40 bytes) (varies) (4 bytes)

Figure 8-1 Encapsulation of ICMP messages in IPv4 and IPv6. The ICMP header contains a check-
sum covering the ICMP data area. In ICMPv6, the checksum also covers the Source and
Destination IPv6 Address, Length, and Next Header fields in the IPv6 header.
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8.2

In IPv4, a Protocol field value of 1 indicates that the datagram caries ICMPv4.
In IPv6, the ICMPv6 message may begin after zero or more extension headers. The
last extension header before the ICMPv6 header includes a Next Header field with
value 58. ICMP messages may be fragmented like other IP datagrams (see Chapter
10), although this is not common.

Figure 8-2 shows the format of both ICMPv4 and ICMPv6 messages. The first
4 bytes have the same format for all messages, but the remainder differ from one
message to the next.

0 15 16 31

Type Code Checksum
(8 bits) (8 bits) (16 bits)

Contents Depend on Type and Code
(variable)

Figure 8-2 All ICMP messages begin with 8-bit Type and Code fields, followed by a 16-bit Checksum
that covers the entire message. The type and code values are different for ICMPv4 and
ICMPve6.

In ICMPv4, 42 different values are reserved for the Type field [[CMPTYPES],
which identify the particular message. Only about 8 of these are in regular
use, however. We will show the exact format of each commonly used message
throughout the chapter. Many types of ICMP messages also use different values
of the Code field to further specify the meaning of the message. The Checksum
field covers the entire ICMPv4 message; in ICMPv6 it also covers a pseudo-header
derived from portions of the IPv6 header (see Section 8.1 of [RFC2460]). The algo-
rithm used for computing the checksum is the same as that used for the IP header
checksum defined in Chapter 5. Note that this is our first example of an end-to-end
checksum. It is carried all the way from the sender of the ICMP message to the
final recipient. In contrast, the IPv4 header checksum discussed in Chapter 5 is
changed at every router hop. If an ICMP implementation receives an ICMP mes-
sage with a bad checksum, the message is discarded; there is no ICMP message
to indicate a bad checksum in a received ICMP message. Recall that the IP layer
has no protection on the payload portion of the datagram. If ICMP did not include
a checksum, the contents of the ICMP message might not be correct, leading to
incorrect system behavior.

ICMP Messages

We now look at ICMP messages in general and the most commonly used ones
in more detail. ICMP messages are grouped into two major categories: those
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messages relating to problems with delivering IP datagrams (called error mes-
sages), and those related to information gathering and configuration (called query
or informational messages).
8.2.1 ICMPv4 Messages
For ICMPv4, the informational messages include Echo Request and Echo Reply
(types 8 and 0, respectively), and Router Advertisement and Router Solicitation
(types 9 and 10, respectively, together called Router Discovery). The most common
error message types are Destination Unreachable (type 3), Redirect (type 5), Time
Exceeded (type 11), and Parameter Problem (type 12). Table 8-1 lists the message
types defined for standard ICMPv4 messages.
Table 8-1 The standard ICMPv4 message types, as determined by the Type field*
Type Official Name Reference |E/I |Use/Comment
0 Echo Reply [REC0792] |1 Echo (ping) reply; returns data
3(*)(+) |Destination Unreachable |[RFC0792] |E Unreachable host/protocol
4 Source Quench [RFC0792] |E Indicates congestion (deprecated)
5 (%) Redirect [REC0792] |E Indicates alternate router should be used
8 (*) Echo [REC0792] |1 Echo (ping) request (data optional)
9 Router Advertisement [REC1256] |1 Indicates router addresses/preferences
10 Router Solicitation [RFC1256] |1 Requests Router Advertisement
11 (*)(+) | Time Exceeded [RFC0792] |E Resource exhausted (e.g., IPv4 TTL)
12 (*)(+) |Parameter Problem [RFC0792] |E Malformed packet or header

*Types marked with asterisks (*) are the most common. Those marked with a plus (+) may contain [RFC4884]

extension

objects. In the fourth column, E is for error messages and I indicates query/informational messages.

For the commonly used messages (those with the asterisks next to the type
number in Table 8-1), the code numbers shown in Table 8-2 are used. Some mes-
sages are capable of carrying extended information [RFC4884] (those marked in
Table 8-1 with the plus sign).

The official list of message types is maintained by IANA [ICMPTYPES].
Many of these message types were defined by the original ICMPv4 specifica-
tion [RFC0792] in 1981, prior to any significant experience using them. Additional
experience and the development of other protocols (e.g.,, DHCP) have resulted in
many of the messages defined then to cease being used. When IPv6 (and ICMPv6)
was designed, this fact was understood, so a somewhat more rational arrange-
ment of types and codes has been defined for ICMPv6.
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Table 8-2 Common ICMPv4 message types that use code numbers in addition to 0. Although all of these mes-
sage types are relatively common, only a few of the codes are commonly used.

Type |Code |Official Name Use/Comment
3 0 Net Unreachable No route (at all) to destination
3 1 Host Unreachable Known but unreachable host
3 2 Protocol Unreachable Unknown (transport) protocol
3 (%) 3 Port Unreachable Unknown/unused (transport) port
3% 4 Fragmentation Needed and Don't Needed fragmentation prohibited by DF
Fragment Was Set (PTB message) bit; used by PMTUD [RFC1191]
3 5 Source Route Failed Intermediary hop not reachable
3 6 Destination Network Unknown Deprecated [RFC1812]
3 7 Destination Host Unknown Destination does not exist
3 8 Source Host Isolated Deprecated [RFC1812]
3 9 Communication with Destination Deprecated [RFC1812]
Network Administratively
Prohibited
3 10 Communication with Destination Deprecated [RFC1812]
Host Administratively Prohibited
3 11 Destination Network Unreachable | Type of service not available (net)
for Type of Service
3 12 Destination Host Unreachable for Type of service not available (host)
Type of Service
3 13 Communication Administratively | Communication prohibited by filtering
Prohibited policy
3 14 Host Precedence Violation Precedence disallowed for src/dest/port
3 15 Precedence Cutoff in Effect Below minimum ToS [RFC1812]
5 0 Redirect Datagram for the Network |Indicates alternate router
(or Subnet)
5(*) 1 Redirect Datagram for the Host Indicates alternate router (host)
5 2 Redirect Datagram for the Type of |Indicates alternate router (ToS/net)
Service and Network
5 3 Redirect Datagram for the Type of | Indicates alternate router (ToS/host)
Service and Host
9 0 Normal Router Advertisement Router’s address and configuration
information
9 16 Does Not Route Common Traffic With Mobile IP [RFC5944], router does not
route ordinary packets
1) |0 Time to Live Exceeded in Transit Hop limit/TTL exceeded
11 1 Fragment Reassembly Time Not all fragments of datagram arrived
Exceeded before reassembly timer expired
12(*) |0 Pointer Indicates the Error Byte offset (pointer) indicates first problem
field
12 1 Missing a Required Option Deprecated/historic
12 2 Bad Length Packet had invalid Total Length field
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8.2.2 ICMPv6 Messages
Table 8-3 shows the message types defined for ICMPv6. Note that ICMPv6 is
responsible not only for error and informational messages but also for a great deal
of IPv6 router and host configuration.

Table 8-3 InICMPv6, error messages have message types from 0 to 127. Informational messages have message
types from 128 to 255. The plus (+) notation indicates that the message may contain an extension
structure. Reserved, unassigned, experimental, and deprecated values are not shown.

Type Official Name Reference |Description
1(+) Destination Unreachable [RFC4443] | Unreachable host, port, protocol
2 Packet Too Big (PTB) [RFC4443] | Fragmentation required
3+ Time Exceeded [RFC4443] |Hop limit exhausted or
reassembly timed out
4 Parameter Problem [RFC4443] | Malformed packet or header
100,101 | Reserved for private experimentation |[RFC4443] |Reserved for experiments
127 Reserved for expansion of ICMPv6 [RFC4443] |Hold for more error messages
error messages
128 Echo Request [RFC4443] | ping request; may contain data
129 Echo Reply [RFC4443] |ping response; returns data
130 Multicast Listener Query [RFC2710] | Queries multicast subscribers
1)
131 Multicast Listener Report [RFC2710] | Multicast subscriber report (v1)
132 Multicast Listener Done [REC2710] | Multicast unsubscribe
message (v1)
133 Router Solicitation (RS) [RFC4861] |IPv6 RS with Mobile IPv6
options
134 Router Advertisement (RA) [RFC4861] |IPv6 RA with Mobile IPv6
options
135 Neighbor Solicitation (NS) [RFC4861] |IPv6 Neighbor Discovery
(Solicit)
136 Neighbor Advertisement (NA) [RFC4861] |IPv6 Neighbor Discovery
(Advertisement)
137 Redirect Message [RFC4861] | Use alternative next-hop router
141 Inverse Neighbor Discovery [RFC3122] |Inverse Neighbor Discovery
Solicitation Message request: requests IPv6 addresses
given link-layer address
142 Inverse Neighbor Discovery [RFC3122] |Inverse Neighbor Discovery
Advertisement Message response: reports IPv6 addresses
given link-layer address
143 Version 2 Multicast Listener Report [RFC3810] | Multicast subscriber report (v2)
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Table 8-3 InICMPv6, error messages have message types from 0 to 127. Informational messages have message
types from 128 to 255. The plus (+) notation indicates that the message may contain an extension
structure. Reserved, unassigned, experimental, and deprecated values are not shown. (continued)

Type Official Name Reference |Description
144 Home Agent Address Discovery [RFC6275] | Requests Mobile IPv6 HA
Request Message address; send by mobile node
145 Home Agent Address Discovery Reply | [RFC6275] | Contains MIPv6 HA address;
Message sent by eligible HA on home
network
146 Mobile Prefix Solicitation [RFC6275] | Request home prefix while away
147 Mobile Prefix Advertisement [RFC6275] | Provides prefix from HA to
mobile
148 Certification Path Solicitation Message | [RFC3971] | Secure Neighbor Discovery
(SEND) request for a
certification path
149 Certification Path Advertisement [RFC3971] | SEND response to certification
Message path request
151 Multicast Router Advertisement [RFC4286] |Provides address of multicast
router
152 Multicast Router Solicitation [RFC4286] |Requests address of multicast
router
153 Multicast Router Termination [RFC4286] | Done using multicast router
154 FMIPv6 Messages [RFC5568] | MIPv6 fast handover messages
200,201 |Reserved for private experimentation |[RFC4443] | Reserved for experiments
255 Reserved for expansion of ICMPv6 [RFC4443] |Hold for more informational

informational messages messages

Immediately apparent in this list is the separation between the first set of mes-
sage types and the second set (i.e., those messages with types below 128 and those
at or above). In ICMPv6, as in ICMPv4, messages are grouped into the informa-
tional and error classes. In ICMPv6, however, all the error messages have a 0 in the
high-order bit of the Type field. Thus, ICMPv6 types 0 through 127 are all errors,
and types 128 through 255 are all informational. Many of the informational mes-
sages are request/reply pairs.

In comparing the common ICMPv4 messages with the ICMPv6 standard mes-
sages, we conclude that some of the effort in designing ICMPv6 was to eliminate
the unused messages from the original specification while retaining the useful
ones. Following this approach, ICMPv6 also makes use of the Code field, primarily
to refine the meanings of certain error messages. In Table 8-4 we list those stan-
dard ICMPv6 message types (i.e,, Destination Unreachable, Time Exceeded, and
Parameter Problem) for which more than the code value 0 has been defined.
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Table 8-4 ICMPv6 standard message types with codes in addition to 0 assigned

Type |Code |Name Use/Comment

1 0 No Route to Destination Route not present

1 1 Administratively Prohibited Policy (e.g., firewall) prohibited

1 2 Beyond Scope of Source Address | Destination scope exceeds source’s

1 3 Address Unreachable Used if codes 0-2 are not appropriate
1 4 Port Unreachable No transport entity listening on port
1 5 Source Address Failed Policy Ingress/egress policy violation

1 6 Reject Route to Destination Specific reject route to destination

3 0 Hop Limit Exceeded in Transit Hop Limit field decremented to 0

3 1 Reassembly Time Exceeded Unable to reassemble in limited time
4 0 Erroneous Header Field Found General header processing error

4 1 Unrecognized Next Header Unknown Next Header field value

4 2 Unrecognized IPv6 Option Unknown Hop-by-Hop or Destination option

In addition to the Type and Code fields that define basic functions in ICMPv6, a
large number of standard options are also supported, some of which are required.
This distinguishes ICMPv6 from ICMPv4 (ICMPv4 does not have options). Cur-
rently, standard ICMPv6 options are defined for use only with the ICMPv6 ND
messages (types 135 and 136) using the Option Format field discussed in [RFC4861].
We discuss these options when exploring ND in more detail in Section 8.5.

8.2.3 Processing of ICMP Messages

In ICMP, the processing of incoming messages varies from system to system. Gen-
erally speaking, the incoming informational requests are handled automatically
by the operating system, and the error messages are delivered to user processes
or to a transport protocol such as TCP [RFC5461]. The processes may choose to
act on them or ignore them. Exceptions to this general rule include the Redirect
message and the Destination Unreachable—Fragmentation Required messages.
The former results in an automatic update to the host’s routing table, whereas the
latter is used in the path MTU discovery (PMTUD) mechanism, which is generally
implemented by the transport-layer protocols such as TCP. In ICMPv6 the han-
dling of messages has been tightened somewhat. The following rules are applied
when processing incoming ICMPv6 messages [RFC4443]:

1. Unknown ICMPvV6 error messages must be passed to the upper-layer pro-
cess that produced the datagram causing the error (if possible).

2. Unknown ICMPv6 informational messages are dropped.
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8.3

3. ICMPv6 error messages include as much of the original (“offending”) IPv6
datagram that caused the error as will fit without making the error mes-
sage datagram exceed the minimum IPv6 MTU (1280 bytes).

4. When processing ICMPv6 error messages, the upper-layer protocol type is
extracted from the original or “offending” packet (contained in the body of
the ICMPv6 error message) and used to select the appropriate upper-layer
process. If this is not possible, the error message is silently dropped after
any IPvé6-layer processing.

5. There are special rules for handling errors (see Section 8.3).

6. An IPv6 node must limit the rate of ICMPv6 error messages it sends. There
are a variety of ways of implementing the rate-limiting function, including
the token bucket approach mentioned in Section 8.3.

ICMP Error Messages

The distinction between the error and informational classes of ICMP messages men-
tioned in the previous section is important because certain restrictions are placed
on the generation of ICMPv4 error messages by [RFC1812] and on the generation
of ICMPv6 error messages by [RFC4443] that do not apply to queries. In particular,
an ICMP error message is not to be sent in response to any of the following mes-
sages: another ICMP error message, datagrams with bad headers (e.g., bad check-
sum), IP-layer broadcast/multicast datagrams, datagrams encapsulated in link-layer
broadcast or multicast frames, datagrams with an invalid or network zero source
address, or any fragment other than the first. The reason for imposing these restric-
tions on the generation of ICMP errors is to limit the creation of so-called broadcast
storms, a scenario in which the generation of a small number of messages creates an
unwanted traffic cascade (e.g., by generating error responses in response to error
responses, indefinitely). These rules can be summarized as follows:
An ICMPv4 error message is never generated in response to

¢ An ICMPv4 error message. (An ICMPv4 error message may, however, be
generated in response to an ICMPv4 query message.)

¢ A datagram destined for an IPv4 broadcast address or an IPv4 multicast
address (formerly known as a class D address).

¢ A datagram sent as a link-layer broadcast.
* A fragment other than the first.

¢ A datagram whose source address does not define a single host. This means
that the source address cannot be a zero address, a loopback address, a
broadcast address, or a multicast address.
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ICMPv6 is similar. An ICMPv6 error message is never generated in response to

¢ An ICMPv6 error message
¢ An ICMPv6 Redirect message
* A packet destined for an IPv6 multicast address, with two exceptions:
— The Packet Too Big (PTB) message
— The Parameter Problem message (code 2)
* Apacketsentasalink-layer multicast (with the exceptions noted previously)
* Apacketsentasalink-layer broadcast (with the exceptions noted previously)

* A packet whose source address does not uniquely identify a single node.
This means that the source address cannot be an unspecified address, an
IPv6 multicast address, or any address known by the sender to be an any-
cast address.

In addition to the rules governing the conditions under which ICMP messages
are generated, there is also a rule that limits the overall ICMP traffic level from a
single sender. In [RFC4443], a recommendation for rate-limiting ICMP messages
is to use a token bucket. With a token bucket, a “bucket” holds a maximum number
(B) of “tokens,” each of which allows a certain number of messages to be sent.
The bucket is periodically filled with new tokens (at rate N) and drained by 1 for
each message sent. Thus, a token bucket (or foken bucket filter, as it is often called)
is characterized by the parameters (B, N). For small or midsize devices, [RFC4443]
provides an example token bucket using the parameters (10, 10). Token buckets
are a common mechanism used in protocol implementations to limit bandwidth
utilization, and in many cases B and N are in byte units rather than message units.

When an ICMP error message is sent, it contains a copy of the full IP header
from the “offending” or “original” datagram (i.e., the IP header of the datagram
that caused the error to be generated, including any IP options), plus any other
data from the original datagram’s IP payload area such that the generated IP/
ICMP datagram’s size does not exceed a specific value. For IPv4 this value is 576
bytes, and for IPv6 it is the IPv6 minimum MTU, which is at least 1280 bytes.
Including a portion of the payload from the original IP datagram lets the receiv-
ing ICMP module associate the message with one particular protocol (e.g., TCP
or UDP) from the Protocol or Next Header field in the IP header and one particular
user process (from the TCP or UDP port numbers that are in the TCP or UDP
header contained in the first 8 bytes of the IP datagram payload area).

Before the publication of [RFC1812], the ICMP specification required only the
first 8 bytes of the offending IP datagram to be included (because this is enough
to determine the port number for UDP and TCP; see Chapters 10 and 12), but as
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more complex protocol layerings have become popular (such as IP being encap-
sulated in IP), additional information is now needed for the effective diagnosis of
problems. In addition, several error messages may include extensions. We begin
by briefly discussing the extension method, and then we discuss each of the more
important ICMP error messages.

8.3.1 Extended ICMP and Multipart Messages

[RFC4884] specifies a method for extending the utility of ICMP messages by allow-
ing an extension data structure to be appended to them. The extension structure
includes an extension header and extension objects that may contain a variable
amount of data, as illustrated in Figure 8-3.

0 15 16 31
Type Code Checksum
Length Length _
(for ICMPV6) (for ICMPv4) (Various)

ICMP Payload (at least 128 bytes)
(e.g., First Portion of Original Datagram)

7

ICMP Extension Header
[RFC4884]

N\

-«——Conventional ICMP Message———»

Vers (Reserved) Checksum

Object Header

Multiple Objects
[RFC4884]
Object Data

i i
[ ... Additional Objects [
i i
i i

Figure 8-3 Extended ICMPv4 and ICMPv6 messages include a 32-bit extension header and zero or more
associated objects. Each object includes a fixed-size header and a variable-length data area. For
compatibility, the primary ICMP payload area is at least 128 bytes.
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8.3.2

The Length field is repurposed from the sixth byte of the ICMPv4 header and
the fifth byte of the ICMPv6 header. (These bytes had previously been reserved
with value 0.) In ICMPv4, it indicates the offending datagram size in 32-bit word
units. For ICMPV6, it is in 64-bit units. These datagram portions are padded with
zeros as necessary to be 32-bit- and 64-bit-aligned, respectively. When extensions
are used, the ICMP payload area containing the original datagram must be at least
128 bytes long.

The extension structure may be used with ICMPv4 Destination Unreachable,
Time Exceeded, and Parameter Problem messages as well as ICMPv6 Destination
Unreachable and Time Exceeded messages. We will look at each of these in some
detail in the following sections.

Destination Unreachable (ICMPv4 Type 3, ICMPv6 Type 1) and Packet Too Big
(ICMPv6 Type 2)

We now look more closely at one of the more common ICMP message types, Des-
tination Unreachable. Messages of this type are used to indicate that a datagram
could not be delivered all the way to its destination because of either a problem in
transit or the lack of a receiver interested in receiving it. Although 16 different codes
are defined for this message in ICMPv4, only 4 are commonly used. These include
Host Unreachable (code 1), Port Unreachable (code 3), Fragmentation Required/
Don’t-Fragment Specified (code 4), and Communication Administratively Pro-
hibited (code 13). In ICMPv6, the Destination Unreachable message is type 1 with
seven possible code values. In ICMPv6, as compared with IPv4, the Fragmentation
Required message has been replaced by an entirely different type (type 2), but the
usage is very similar to the corresponding ICMP Destination Unreachable message,
so we discuss it here. In ICMPv6 this is called the Packet Too Big (PTB) message. We
will use the simpler ICMPv6 PTB terminology from here onward to refer to either
the ICMPv4 (type 3, code 4) message or the ICMPv6 (type 2, code 0) message.

The formats for all of the Destination Unreachable messages specified for
ICMPv4 and ICMPv6 are shown in Figure 8-4. For Destination Unreachable mes-
sages, the Type field is 3 for ICMPv4 and 1 for ICMPv6. The Code field indicates the
particular item or reason for the reachability failure. We now look at each of these
messages in detail.

8.3.2.1 ICMPv4 Host Unreachable (Code 1) and ICMPv6 Address Unreachable
(Code 3)

This form of the Destination Unreachable message is generated by a router or
host when it is required to send an IP datagram to a host using direct delivery
(see Chapter 5) but for some reason cannot reach the destination. This situation
may arise, for example, because the last-hop router is attempting to send an ARP
request to a host that is either missing or down. This situation is explored in Chap-
ter 4, which describes ARP. For ICMPv6, which uses a somewhat different mecha-
nism for detecting unresponsive hosts, this message can be the result of a failure
in the ND process (see Section 8.5).
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0 1516 31 0 1516 31
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IPv4 Header + Initial
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Figure 8-4 The ICMP Destination Unreachable messages in ICMPv4 (left) and ICMPv6 (right). The Length
field, present in extended ICMP implementations that conform to [RFC4884], gives the number of
words used to hold the original datagram measured in 4-byte units (IPv4) or 8-byte units (IPv6).
An optional extension structure may be included. The ICMP field labeled various is used to hold
the next-hop MTU when the code value is 4, which is used by PMTUD. ICMPv6 uses a different
ICMPv6 PTB message (ICMPv6 type 2) for this purpose.

8.3.2.2 ICMPv6 No Route to Destination (Code 0)

This message refines the Host Unreachable message from ICMPv4 to differenti-
ate those hosts not reachable because of failure of direct delivery and those that
cannot be reached because no route is present. This message is generated only in
cases where an arriving datagram must be forwarded without using direct deliv-
ery, but where no route entry exists to indicate what router to use as a next hop. As
we have seen, IP routers must contain a valid next-hop forwarding entry for the
destination in any packets they receive if they are going to successfully perform
forwarding.

8.3.2.3 ICMPv4 Communication Administratively Prohibited (Code 13) and
ICMPv6 Communication with Destination Administratively Prohibited
(Code 1)
In ICMPv4 and ICMPv6, these Destination Unreachable messages provide the abil-
ity to indicate that an administrative prohibition is preventing successful communi-
cation with the destination. This is typically the result of a firewall (see Chapter 7)
that intentionally drops traffic that fails to comply with some operational policy
enforced by the router that sent the ICMP error. In many cases, the fact that there is
a special policy to drop traffic should not be advertised, so it is generally possible
to disable the generation of these messages by either silently discarding incoming
packets or generating some other ICMP error message instead.

8.3.2.4 ICMPv4 Port Unreachable (Code 3) and ICMPv6 Port Unreachable (Code 4)

The Port Unreachable message is generated when an incoming datagram is des-
tined for an application that is not ready to receive it. This occurs most commonly
in conjunction with UDP (see Chapter 10), when a message is sent to a port number
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that is not in use by any server process. If UDP receives a datagram and the des-
tination port does not correspond to a port that some process has in use, UDP
responds with an ICMP Port Unreachable message.

We can illustrate the operation of ICMPv4 Port Unreachable messages using
the Trivial File Transfer Protocol (TFTP) [RFC1350] client on Windows or Linux while
watching the packet exchange using tcpdump. The well-known UDP port for the
TFTP service is 69. However, while the TFTP client is available on many systems,
most systems do not run TFTP servers. Therefore, it is easy to see what happens
when we try to access a nonexistent server. In the example shown in Listing 8-1,
we execute the TFTP client, called tftp, on a Windows machine and attempt to
fetch a file from a Linux machine. The —s option for tcpdump causes 1500 bytes
to be captured per packet; the -1 ethl option tells tcpdump to monitor traffic on
the Ethernet interface named ethl; the —vv option causes additional descriptive
output to be included; and the expression icmp or port tftp causes traffic
matching either the TFTP port (69) or the ICMPv4 protocol to be included in the
output.

Listing 8-1 TFTP client demonstrating an application timeout and ICMP rate limiting

C:\> tftp 10.0.0.1 get /foo try tofetch file "/foo” from 10.0.0.1
Timeout occurred timeout occurred after about 9 seconds

Linux# tcpdump -s 1500 -i ethl -vv icmp or port tftp

1 09:45:48.974812 IP (tos Ox0, ttl 128, id 9914, offset O,
flags [none], length: 44)

10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

2 09:45:48.974812 IP (tos 0xcO, ttl 255, id 43734, offset 0, flags
[none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 9914, offset O,
flags [nonel], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

3 09:45:49.014812 IP (tos 0x0, ttl 128, id 9915, offset O,
flags [none], length: 44)

10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

4 09:45:49.014812 IP (tos OxcO, ttl 255, id 43735, offset 0, flags
[none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 9915, offset 0,
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flags [nonel], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

5 09:45:49.014812 IP (tos Ox0, ttl 128, id 9916, offset O,
flags [none], length: 44)

10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

6 09:45:49.014812 IP (tos 0xcO, ttl 255, id 43736, offset 0, flags
[none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos O0x0, ttl 128, id 9916, offset 0,
flags [nonel], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

7 09:45:49.024812 IP (tos Ox0, ttl 128, id 9917, offset O,
flags [none], length: 44)

10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

8 09:45:49.024812 IP (tos OxcO, ttl 255, id 43737, offset 0,
flags [none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 9917, offset 0,
flags [nonel], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

9 09:45:49.024812 IP (tos Ox0, ttl 128, id 9918, offset O,
flags [none], length: 44)

10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

10 09:45:49.024812 IP (tos OxcO, ttl 255, id 43738, offset O,
flags [none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 9918, offset 0,
flags [nonel], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

11 09:45:49.034812 IP (tos 0x0, ttl 128, id 9919, offset 0,
flags [none], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii
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12 09:45:49.034812 IP (tos 0xcO, ttl 255, id 43739, offset O,
flags [none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 9919, offset O,
flags [none], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok]
RRQ "/foo" netascii

13 09:45:49.034812 IP (tos 0x0, ttl 128, id 9920, offset O,
flags [none], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

14 09:45:57.054812 IP (tos 0x0, ttl 128, id 22856, offset 0,
flags [none], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok] 16
RRQ "/foo" netascii

15 09:45:57.054812 IP (tos OxcO, ttl 255, id 43740, offset O,
flags [none], length: 72)
10.0.0.1 > 10.0.0.54: icmp 52:
10.0.0.1 udp port tftp unreachable
for IP (tos 0x0, ttl 128, id 22856, offset 0,
flags [none], length: 44)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok]
RRQ "/foo" netascii

16 09:45:57.064812 IP (tos 0x0, ttl 128, id 22906, offset O,
flags [none], length: 51)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok]
23 ERROR EUNDEF timeout on receive"

17 09:45:57.064812 IP (tos 0xcO, ttl 255, id 43741, offset O,
flags [none], length: 79)
10.0.0.1 > 10.0.0.54: icmp 59:
10.0.0.1 udp port tftp unreachable
for IP (tos O0x0, ttl 128, id 22906, offset 0,
flags [none], length: 51)
10.0.0.54.3871 > 10.0.0.1.tftp: [udp sum ok]
23 ERROR EUNDEF timeout on receive"

16

16

Here we see a set of seven requests grouped very close to each other in time.
The initial request (identified as RRQ for file /foo) comes from UDP port 3871,
destined for the TFTP service (port 69). An ICMPv4 Port Unreachable message is
immediately returned (packet 2), but the TFTP client appears to ignore the mes-
sage, sending another UDP datagram right away. This continues immediately
six more times. After waiting about another 8s, the client tries one last time and

finally gives up.
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Note that the ICMPv4 messages are sent without any port number designa-
tion, and each 16-byte TFTP packet is from a specific port (3871) and to a specific
port (TFTP, equal to 69). The number 16 at the end of each TFTP read request
(RRQ) line is the length of the data in the UDP datagram. In this example, 16 is
the sum of the TFTP’s 2-byte opcode, the 5-byte null-terminated name /foo, and
the 9-byte null-terminated string netascii. The full ICMPv4 Unreachable mes-
sage is depicted in Figure 8-5. It is 52 bytes long (not including the IPv4 header):
4 bytes for the basic ICMPv4 header, followed by 4 unused bytes (see Figure 8-5;
this implementation does not use [RFC4884] extensions), the 20-byte offending
IPv4 header, 8 bytes for the UDP header, and finally the remaining 16 bytes from
the original tftp application request (4 + 4 + 20 + 8 + 16 = 52).

\/

44— |Pv4 Datagram

\

44— ICMPv4 Message

ICMP Payload

} ; R N
(Portion of Offending Datagram)

-l
%

ICMP IP Header
IPv4 Header | Header | of Offending UDP TFTP Application-Layer
(Protocol=1) + Datagram Header Data

(unused) | (Protocol=17)

(20 bytes) (8 Bytes) (20 Bytes) (8 Bytes) (Not More than 520 Bytes)
(No Options) (No Options)

Figure 8-5 An ICMPv4 Destination Unreachable — Port Unreachable error message contains as
much of the offending IPv4 datagram as possible such that the overall IPv4 datagram
does not exceed 576 bytes. In this example, there is enough room to include the entire
TFTP request message.

As mentioned previously, one reason ICMP includes the offending IP header
in error messages is that doing so helps ICMP know how to interpret the bytes that
follow encapsulated IP header (the UDP header in this example). Because a copy of
the offending UDP header is included in the returned ICMP message, the source
and destination port numbers can be learned. It is this destination port number
(tftp, 69) that caused the ICMP Port Unreachable message to be generated. The
source port number (3871) can be used by the system receiving the ICMP error to
associate the error with a particular user process (the TFTP client in this example,
although we saw that this client does not make much use of the indication).

Note that after the seventh request (packet 13), no error is returned for some
time. The reason for this is that the Linux-based server performs rate limiting. That
is, it limits the number of ICMP messages of the same type that can be generated
in a period of time, as suggested by [RFC1812]. If we look at the elapsed time
between the initial error message (packet 2, with timestamp 48.974812) and the
final message before the 8s gap (packet 12, with timestamp 49.034812), we compute



370

ICMPv4 and ICMPvé6: Internet Control Message Protocol

that 60ms have elapsed. If we count the number of ICMP messages over this time,
we conclude that (6 messages/.06s) = 100 messages/s is the rate limit. This can be
verified by inspecting the values of the ICMPv4 rate mask and rate limit in Linux:

Linux% sysctl -a | grep icmp_rate
net.ipvd.icmp_ratemask = 6168
net.ipvd.icmp_ratelimit = 100

Here we see that several ICMPv4 messages are to be rate-limited, and that the
rate limit for all of them is 100 (measured in messages per second). The ratemask
variable indicates which messages have the limit applied to them, by turning on
the kth bit in the mask if the message with code number k is to be limited, starting
from 0. In this case, codes 3, 4, 11, and 12 are being limited (because 6168 = 0x1818
= 0001100000011000, where bits 3, 4, 11, and 12 from the right are turned on). If we
were to set the rate limit to 0 (meaning no limit), we would find that Linux returns
nine ICMPv4 messages, one corresponding to each tftp request packet, and the
tftp client times out almost immediately. This behavior also occurs when trying
to access a Windows XP machine, which does not perform ICMP rate limiting.

Why does the TFTP client keep retransmitting its request when the error mes-
sages are being returned? A detail of network programming is revealed here.
Most systems do not notify user processes using UDP that ICMP that messages for
them have arrived unless the process calls a special function (i.e., connect on the
UDP socket). Common TFTP clients do not call this function, so they never receive
the ICMP error notification. Without hearing any response regarding the fate of
its TFTP protocol requests, the TFTP client tries again and again to retrieve its file.
This is an example of a poor request and retry mechanism. Although TFTP does
have extensions for adjusting this behavior (see [RFC2349]), we shall see later (in
Chapter 16) that a more sophisticated transport protocol such as TCP has a much
better algorithm.

8.3.2.5 ICMPv4 PTB (Code 4)

If an IPv4 router receives a datagram that it intends to forward, and if the data-
gram does not fit into the MTU in use on the selected outgoing network interface,
the datagram must be fragmented (see Chapter 10). If the arriving datagram has
the Don’t Fragment bit field set in its IP header, however, it is not forwarded but
instead is dropped, and this ICMPv4 Destination Unreachable (PTB) message is
generated. Because the router sending this message knows the MTU of the next
hop, it is able to include the MTU value in the error message it generates.

This message was originally intended to be used for network diagnostics but
has since been used for path MTU discovery. PMTUD is used to determine an
appropriate packet size to use when communicating with a particular host, on the
assumption that avoiding packet fragmentation is desirable. It is used most com-
monly with TCP, and we cover it in more detail in Chapter 14.
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8.3.2.6 ICMPv6 PTB (Type 2, Code 0)

In ICMPv6, a special message and type code combination is used to indicate that
a packet is too large for the MTU of the next hop (see Figure 8-6).

0 15 16 31

Type (2) Code (0) Checksum

MTU

| |
| |
| |
# #
| IPv6 Header + Initial Bytes of |
| Original Datagram |
| |
| |
| |
| |
| |
| |
L J

Figure 8-6 The ICMPv6 Packet Too Big message (type 2) works like the corresponding ICMPv4
Destination Unreachable message. The ICMPv6 variant includes 32 bits to hold the next-
hop MTU.

This message is not a Destination Unreachable message. Recall that in IPv6,
packet fragmentation is performed only by the sender of a datagram and that
MTU discovery is always supposed to be used. Thus, this message is used pri-
marily by the IPv6 PMTUD mechanism, but also in the (rare) circumstances that
a packet arrives that is too large to be carried over the next hop. Because routes
may change after the operation of PMTUD and after a packet is injected into the
network, it is always possible that a packet arriving at a router is too large for the
outgoing MTU. As is the case with modern implementations of ICMPv4 Destina-
tion Unreachable code 4 (PTB) messages, the suggested MTU size of the packet,
based on the MTU of the egress link of the router generating the ICMP message,
is carried in the indication.

8.3.2.7 ICMPv6 Beyond Scope of Source Address (Code 2)

As we saw in Chapter 2, IPv6 uses addresses of different scopes. Thus, it is pos-
sible to construct a packet with source and destination addresses of different
scopes. Furthermore, it is possible that the destination address may not be reach-
able within the same scope. For example, a packet with a source address using
link-local scope may be destined for a globally scoped destination that requires
traversal of more than one router. Because the source address is of insufficient
scope, the packet is dropped by a router, and this form of ICMPv6 error is pro-
duced to indicate the problem.
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8.3.3

8.3.2.8 ICMPv6 Source Address Failed Ingress/Egress Policy (Code 5)

Code 5 is a more refined version of code 1, to be used when a particular ingress
or egress filtering policy is the reason for prohibiting the successful delivery of a
datagram. This might be used, for example, when a host attempts to send traffic
using a source IPv6 address from an unexpected network prefix [RFC3704].

8.3.2.9 ICMPv6 Reject Route to Destination (Code 6)

A reject or blocking route is a special routing or forwarding table entry (see Chapter
5), which indicates that matching packets should be dropped and an ICMPv6 Des-
tination Unreachable Reject Route message should be generated. (A similar type of
entry called a blackhole route also causes matching packets to be dropped, but usu-
ally without generating the Destination Unreachable message.) Such routes may
be installed in a router’s forwarding table to prevent leakage of packets sent to
unwanted destinations. Unwanted destinations may include martian routes (pre-
fixes not used on the public Internet) and bogons (valid prefixes not yet allocated).

Redirect (ICMPv4 Type 5, ICMPv6 Type 137)

If a router receives a datagram from a host and can determine that it is not the cor-
rect next hop for the host to have used to deliver the datagram to its destination,
the router sends a Redirect message to the host and sends the datagram on to the
correct router (or host). That is, if it can determine that there is a better next hop
than itself for the given datagram, it redirects the host to update its forwarding
table so that future traffic for the same destination will be directed toward the
new node. This facility provides a crude form of routing protocol by indicating to
the IP forwarding function where to send its packets. The process of IP forward-
ing is discussed in detail in Chapter 5.

In Figure 8-7, a network segment has a host and two routers, R1 and R2. When
the host sends a datagram incorrectly through router R2, R2 responds by sending
the Redirect message to the host, while forwarding the datagram to R1. Although
hosts may be configured to update their forwarding tables based on ICMP redi-
rects, routers are discouraged from doing so under the assumption that rout-
ers should already know the best next-hop nodes for all reachable destinations
because they are using dynamic routing protocols.

The ICMP Redirect message includes the IP address of the router (or destina-
tion host, if it is reachable using direct delivery) a host should use as a next hop for
the destination specified in the ICMP error message (see Figure 8-8). Originally
the redirect facility supported a distinction between a redirect for a host and a
redirect for a network, but once classless addressing was used (CIDR; see Chapter
2), the network redirect form effectively vanished. Thus, when a host receives a
host redirect, it is effective only for that single IP destination address. A host that
consistently chooses the wrong router can wind up with a forwarding table entry
for every destination it contacts outside its local subnet, each of which has been
added as the result of receiving a Redirect message from its configured default
router. The format of the ICMPv4 Redirect message is shown in Figure 8-8.
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Figure 8-7

Figure 8-8
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The host incorrectly sends a datagram via R2 toward its destination. R2 realizes the
host’s mistake and sends the datagram to the proper router, R1. It also informs the host
of the error by sending an ICMP Redirect message. The host is expected to adjust its for-
warding tables so that future datagrams to the same destination go through R1 without
bothering R2.
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Type (5) Code (1) Checksum

8 bytes
IPv4 Address That Should Be Used as Next Hop

As much of offending datagram as possible so that
resulting IP/ICMP datagram does not exceed
576 bytes

The ICMPv4 Redirect message includes the IPv4 address of the correct router to use as a
next hop for the datagram included in the payload portion of the message. A host typi-
cally checks the IPv4 source address of the incoming Redirect message to verify that it is
coming from the default router it is currently using.

We can examine the behavior of a Redirect message by changing our host to
use an incorrect router (another host on the same network) as its default next hop.
As an example, we first change our default route and then attempt to contact a
remote server. Our system will mistakenly attempt to forward its outgoing pack-
ets to the specified host:

C:\> netstat -rn
Network Dest Netmask Gateway Interface Metric

0.0.0.0

0.0.0.0 10.212.2.1 10.212.2.88 1
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C:\> route delete 0.0.0.0 delete default
C:\> route add 0.0.0.0 mask 0.0.0.0 10.212.2.112 add new
C:\> ping dsl.eecs.berkeley.edu sends thru 10.212.2.112

Pinging dsl.eecs.berkeley.edu [169.229.60.105] with 32 bytes of data:

Reply from 169.229.60.105: bytes=32 time=1ms TTL=250
Reply from 169.229.60.105: bytes=32 time=5ms TTL=250
Reply from 169.229.60.105: bytes=32 time=1ms TTL=250
Reply from 169.229.60.105: bytes=32 time=1ms TTL=250

Ping statistics for 169.229.60.105:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = lms, Maximum = 5ms, Average = 2ms

While this is taking place, we can run tcpdump to observe the activities (some
lines have been wrapped for clarity):

Linux# tcpdump host 10.212.2.88

1 20:27:00.759340 IP 10.212.2.88 > dsl.eecs.berkeley.edu: icmp 40:
echo request seq 15616

2 20:27:00.759445 Ip 10.212.2.112 > 10.212.2.88: icmp 68:
redirect dsl.eecs.berkeley.edu to host 10.212.2.1

3 20:27:00.759468 IP 10.212.2.88 > dsl.eecs.berkeley.edu: icmp 40:
echo request seq 15616

Here our host (10.212.2.88) sends an ICMPv4 Echo Request (ping) message
to the host dsl.eecs.berkeley.edu. After the name is resolved by DNS (see
Chapter 11) to the IPv4 address 169.229.60.105, the Request message is sent to the
firsthop, 10.212.2.112, rather than the correct default router, 10.212.2.1. Because
the system with IPv4 address 10.212.2.112 is properly configured, it under-
stands that the original sending host should have used the router 10.212.2.1. As
expected, it responds with an ICMPv4 Redirect message toward the host, indicat-
ing that in the future, any traffic destined for dsl.eecs.berkeley.edu should
go through the router 10.212.2.1.

In ICMPv6, the Redirect message (type 137) contains the target address and
the destination address (see Figure 8-9), and it is defined in conjunction with the
ND process (see Section 8.5). The Target Address field contains the correct node’s
link-local IPv6 address that should be used for the next hop. The Destination
Address is the destination IPv6 address in the datagram that evoked the redirect.
In the particular situation where the destination is an on-link neighbor to the host
receiving the redirect, the Target Address and Destination Address fields are identi-
cal. This provides a method for informing a host that another host is on the same
link, even if the two hosts do not share a common address prefix [RFC5942].
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8.3.4

0 15 16 31
Type (137) Code (0) Checksum
Reserved (0)

A

8 bytes

y

Target Address

Destination Address

Options (If Any)

Figure 8-9 The ICMPv6 Redirect message. The target address indicates the IPv6 address of a better
next-hop router for the node identified by the destination address. This message can also
be used to indicate that the destination address is an on-link neighbor to the node send-
ing the message that induced the error message. In this case, the destination and target
addresses are the same.

As with other ND messages in ICMPv6, this message can include options. The
types of options include the Target Link-Layer Address option and the Redirected
Header option. The Target Link-Layer Address option is required in cases where
the Redirect message is used on a non-broadcast multiple access (NBMA) network,
because in such cases there may be no other efficient way for the host receiving
the Redirect message to determine the link-layer address for the new next hop.
The Redirected Header option holds a portion of the IPv6 packet that caused the
Redirect message to be generated. We discuss the format of these options and oth-
ers in Section 8.5 when exploring IPv6 Neighbor Discovery.

ICMP Time Exceeded (ICMPv4 Type 11, ICMPv6 Type 3)

Every IPv4 datagram has a Time-to-Live (TTL) field in its IPv4 header, and every
IPv6 datagram has a Hop Limit field in its header (see Chapter 5). As originally
conceived, the 8-bit TTL field was to hold the number of seconds a datagram was
allowed to remain active in the network before being forcibly discarded (a good
thing if forwarding loops are present). Because of an additional rule that said that
any router must decrement the TTL field by at least 1, combined with the fact that
datagram forwarding times grew to be small fractions of a second, the TTL field
has been used in practice as a limitation on the number of hops an IPv4 datagram
is allowed to take before it is discarded by a router. This usage was formalized and
ultimately adopted in IPv6. ICMP Time Exceeded (code 0) messages are generated
when a router discards a datagram because the TTL or Hop Limit field is too low
(i.e., arrives with value 0 or 1 and must be forwarded). This message is important
for the proper operation of the traceroute tool (called tracert on Windows).
Its format, for both ICMPv4 and ICMPv6, is given in Figure 8-10.



376 ICMPv4 and ICMPvé6: Internet Control Message Protocol

0 1516 31
A
Type Code Checksum
(IPv4: 11, IPv6: 3) (Oort)
8 bytes
Unused (0)
Y

As much of offending datagram as possible so that
the resulting IPv4/ICMP datagram does not exceed
576 bytes or the minimum MTU (IPv6)

Figure 8-10 The ICMP Time Exceeded message format for ICMPv4 and ICMPv6. The message is
standardized for both the TTL or hop count being exceeded (code 0) or the time for reas-
sembling fragments exceeding some preconfigured threshold (code 1).

Another less common variant of this message is when a fragmented IP data-
gram only partially arrives at its destination (i.e., all its fragments do not arrive
after a period of time). In such cases, a variant of the ICMP Time Exceeded mes-
sage (code 1) is used to inform the sender that its overall datagram has been dis-
carded. Recall that if any fragment of a datagram is dropped, the entire datagram
is lost.

8.3.4.1 Example: The traceroute Tool

The traceroute tool is used to determine the routers used along a path from
a sender to a destination. We shall discuss the operation of the IPv4 version. The
approach involves sending datagrams first with an IPv4 TTL field set to 1 and
allowing the expiring datagrams to induce routers along the path to send ICMPv4
Time Exceeded (code 0) messages. Each round, the sending TTL value is increased
by 1, causing the routers that are one hop farther to expire the datagrams and
generate ICMP messages. These messages are sent from the router’s primary IPv4
address “facing” the sender. Figure 8-11 shows how this approach works.

Public IP Address:
192.0.2.201

(Assigned by ISP) e
192.168.0.1 10.0.0.1 S~ L

™

y- 4 \ /‘ \ Internet\‘

2

v
J

1 5

N

192.168.0.93

Figure 8-11 The traceroute tool can be used to determine the routing path, assuming it does not
fluctuate too quickly. When using traceroute, routers are typically identified by the
IP addresses assigned to the interfaces “facing” or nearest to the host performing the
trace.
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In this example, traceroute is used to send UDP datagrams (see Chapter
10) from the laptop to the host www.eecs.berkeley.edu (an Internet host with
IPv4 address 128.32.244.172, not shown in Figure 8-11). This is accomplished
using the following command:

Linux% traceroute -m 2 www.cs.berkeley.edu
traceroute to web2.eecs.berkeley.edu (128.32.244.172), 2 hops max,
52 byte packets

1 ogw (192.168.0.1) 3.213 ms 0.839 ms 0.920 ms

2 10.0.0.1 (10.0.0.1) 1.524 ms 1.221 ms 9.176 ms

The -m option instructs traceroute to perform only two rounds: one using
TTL =1 and one using TTL = 2. Each line gives the information found at the corre-
sponding TTL. For example, line 1 indicates that one hop away a router with IPv4
address 192.168.0.1 was found and that three independent round-trip-time mea-
surements (3.213, 0.839, and 0.920ms) were taken. The difference between the
first and subsequent times relates to additional work that is involved in the first
measurement (i.e, an ARP transaction). Figures 8-12 and 8-13 show Wireshark
packet captures indicating how the outgoing datagrams and returning ICMPv4
messages are structured.

"l traceroute.tr, - Wireshark
File Edit View Go Capture  Analyze  Statistics  Telephony Tools  Help
Bedee EEXSEE AcsoT2EE RACH FEB % @

Mo, Time Source Destination Protocol | Info
1 0.000000 152.168.0.93 128.32.244.172 UDP Source port: 35616
T

thernet II, f2:c7:ea:63 (00 CT , e0:6a:0a:69 (00:20:e0:6a:0a:69)
= Internet Protocol, src: 192.168.0.93 (192.168.0.93), Dst: 128.32.244.172 (128.32.244.172)
version: 4
Header Tength: 20 bytes
pifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECM: Ox0O0)
Total Length: 52
Identification: 0x8h21 (35617)
Flags: 0x00
Fragment offset: o
Time to Tive: 1
Protocol: uoP (17D
Header checksum: 0xf8c5 [correct]
Source: 192.168.0.%3 (192.168.0.93)
Destination: 128.32.244.172 (128.32.244.172)
User Datagram Protocol, Sre Port: 35616 (356163, DSt POrT: 33435 (33435)
pata (24 hytes)

Figure 8-12 traceroute using IPv4 begins by sending a UDP/IPv4 datagram with TTL = 1 to destination port
number 33435. Each TTL value is tried three times before being incremented by 1 and retried. Each
expiring datagram causes the router at the appropriate hop distance to send an ICMPv4 Time Exceeded
message back to the source. The message’s source address is that of the router “facing” the sender.
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Looking at Figure 8-12, we can see that t raceroute sends six datagrams, and
that each datagram is sent to a destination port number in sequence, starting with
33435. If we look more closely, we can see that the first three datagrams are sent
with TTL =1 and the second set of three are sent with TTL = 2. Figure 8-12 shows
the first one. Each datagram causes an ICMPv4 Time Exceeded (code 0) message
to be sent. The first three are sent from router N3 (IPv4 address 192.168.0.1), and
the next three are sent from router N2 (IPv4 address 10.0.0.1). Figure 8-13 shows the
last ICMP message in more detail.

“i! traceroute.tr - Wireshark

File Edit View Go Capture  Analyze  Statistics  Telephony  Tooks  Help

BueMY BEXEE AcseTL|IEEQQAQAR @BM K

Source Destination Protocol | Info

Frama 12: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Ethernet II, sSrc: 00:20:e0:63:0a:69 (00:20:e80:6a:0a:69), Dst: 00:17:f2:c7:ea:63 (00:17:f2:c7:0a:63)
Internet Protocol, Src: 10.0.0.1 (10.0.0.1), bst: 192.168.0.93 (192.168.0.93)
= Internet Control Message Protocol
Type: 11 (Time-to-Tive exceeded)
Code: 0 (Time to live exceeded in transit)
Checksum: 0x2bhod4 [correct]
2 Internet Protocol, src: 192.168.0.93 (192.168.0.93), Dst: 128.32.244.172 (128.32.244.172)
version: 4
Header length: 20 hytes
pifferentiated Serwices Field: 0x00 (DSCP 0x00: Default; ECH: 0x00)
Total Length: 52
Identification: 0x8h26 (35622)
Flags: 0x00
Fragment offset: o
Time to Tive: 0
Protocol: UoP (17)
Header checksum: 0xf9ch [correct]
Source: 192.168.0.9%3 (192.168.0.93)
pestination: 128.32.244.172 (128.32.244.172)
User Datagram Protocol, Sk Port: 35616 (356163, DST PorT: 33440 (334400
Data (24 hytes)

Figure 8-13 The final ICMPv4 Time Exceeded message of the trace is sent by N2 (IPv4 address
10.0.0.1). It includes a copy of the original datagram that caused the Time Exceeded
message to be generated. The TTL of the inner IPv4 header is 0 because N2 decremented
it from 1.

This is the final Time Exceeded message of the trace. It contains the original
IPv4 datagram (packet 11), as seen by N2 upon receipt. This datagram arrives with
TTL = 1, but after being decremented is too small for N2 to perform additional
forwarding to 128.32.244.172. Consequently, N2 sends a Time Exceeded message
back to the source of the original datagram.
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8.3.5

Parameter Problem (ICMPv4 Type 12, ICMPv6 Type 4)

ICMP Parameter Problem messages are generated by a host or router receiving
an IP datagram containing some problem in its IP header that cannot be repaired.
When a datagram cannot be handled and no other ICMP message adequately
describes the problem, this message acts as a sort of “catchall” error condition
indicator. In both ICMPv4 and ICMPv6, if there is an error in the header such that
some field is out of acceptable range, a special ICMP error message Pointer field
indicates the byte offset of the field where the error was found, relative to the
beginning of the offending IP header. With ICMPv4, for example, a value of 1 in
the Pointer field indicates a bad IPv4 DS Field or ECN field (together, these fields
used to be called the IPv4 Type of Service or ToS Byte which has since been rede-
fined and renamed; see Chapter 5). The format of the ICMPv4 Parameter Problem
message is shown in Figure 8-14.

0 1516 31

A
Type (12) © C;O%er 2) Checksum

8 bytes
Pointer Unused (0)

As much of offending datagram as possible so that
the resulting IP/ICMP datagram does not exceed
576 bytes

Figure 8-14 The ICMPv4 Parameter Problem message is used when no other message applies. The
Pointer field indicates the byte index of the problematic value in the offending IPv4
header. Code 0 is most common. Code 1 was formerly used to indicate that a required
option was missing but is now historic. Code 2 indicates that the offending IPv4 data-
gram has a bad IHL or Total Length field.

Code 0 is the most common variant of the ICMPv4 Parameter Problem mes-
sages and is used when there is almost any problem with the IPv4 header, although
problems with the header or datagram Total Length fields may instead generate
code 2 messages. Code 1 was once used to indicate missing options such as secu-
rity labels on packets but is now historic. Code 2, a more recently defined code,
indicates a bad length in the IHL or Total Length fields (see Chapter 5). The ICMPv6
version of this error message is shown in Figure 8-15.

In ICMPvV6, the treatment of this error has been refined somewhat, relative to
the ICMPv4 version, into three cases: erroneous header field encountered (code
0), unrecognized Next Header type encountered (code 1), and unrecognized IPv6
option encountered (code 2). As with the corresponding error message in ICMPv4,
the ICMPv6 parameter problem Pointer field gives the byte offset into the offend-
ing IPv6 header that caused the problem. For example, a Pointer field of 40 would
indicate a problem with the first IPv6 extension header.
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8.4

8.41

0 1516 31

Type @) | 5%, Checksum

8 bytes
Pointer

As much of offending datagram as possible so that
the resulting IPv6/ICMPv6 datagram does not
exceed the minimum MTU

Figure 8-15 The ICMPv6 Parameter Problem message. The Pointer field gives the byte offset into
the original datagram where an error was encountered. Code 0 indicates a bad header
field. Code 1 indicates an unrecognized Next Header type, and Code 2 indicates that an
unknown IPv6 option was encountered.

The erroneous header (code 0) error occurs when a field in one of the IPv6
headers contains an illegal value. A code 1 error occurs when an IPv6 Next Header
(header chaining) field contains a value corresponding to a header type that the
IPv6 implementation does not support. Finally, code 2 is used when an IPv6 header
option is received but not recognized by the implementation.

ICMP Query/Informational Messages

Although ICMP defines a number of query messages such as Address Mask
Request/Reply (types 17/18), Timestamp Request/Reply (types 13/14), and Infor-
mation Request/Reply (types 15/16), these functions have been replaced by other,
more purpose-specific protocols (including DHCP; see Chapter 6). The only
remaining popular ICMP query/informational messages are the Echo Request/
Response messages, more commonly called ping, and the Router Discovery mes-
sages. Even the Router Discovery mechanism is not in wide use with IPv4, but its
analog (part of Neighbor Discovery) in IPv6 is fundamental. In addition, ICMPv6
has been extended to support Mobile IPv6 and the discovery of multicast-capable
routers. In this section, we investigate the Echo Request/Reply functions and the
messages used for basic router and Multicast Listener Discovery (also see Chap-
ters 6 and 9). In the subsequent section, we explore the operation of Neighbor
Discovery in IPv6.

Echo Request/Reply (ping) (ICMPv4 Types 0/8, ICMPv6 Types 129/128)

One of the most commonly used ICMP message pairs is Echo Request and Echo
Response (or Reply). In ICMPv4 these are types 8 and 0, respectively, and in
ICMPv6 they are types 128 and 129, respectively. ICMP Echo Request messages
may be of nearly arbitrary size (limited by the ultimate size of the encapsulating
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IP datagram). With ICMP Echo Reply messages, the ICMP implementation is
required to return any data received back to the sender, even if multiple IP frag-
ments are involved. The ICMP Echo Request/Response message format is shown
in Figure 8-16.

As with other ICMP query/informational messages, the server must echo the
Identifier and Sequence Number fields back in the reply.

0 1516 31
Type A
(IPv4: 0/8; Code (0) Checksum
IPv6: 128/129) 8 bytes
Identifier Sequence Number Y

Data (Optional)

Figure 8-16 Format of the ICMPv4 and ICMPv6 Echo Request and Echo Reply messages. Any
optional data included in a request must be returned in a reply. NATs use the Identifier
field to match requests with replies, as discussed in Chapter 7.

These messages are sent by the ping program, which is commonly used to
quickly determine if a computer is reachable on the Internet. At one time, if you
could “ping” a host, you could almost certainly reach it by other means (remote
login, other services, etc.). With firewalls in common use, however, this is now far
from certain.

Note

The name ping is taken from the sonar operation to locate objects. The ping pro-
gram was written by Mike Muuss, who maintained an amusing Web page describ-
ing its history [PING].

Implementations of ping set the Identifier field in the ICMP message to some
number that the sending host can use to demultiplex returned responses. In
UNIX-based systems, for example, the process ID of the sending process is typi-
cally placed in the Identifier field. This allows the ping application to identify the
returned responses if there are multiple instances of ping running at the same
time on the same host, because the ICMP protocol does not have the benefit of
transport-layer port numbers. This field is often known as the Query Identifier field
when referring to firewall behavior (see Chapter 7).

When a new instance of the ping program is run, the Sequence Number field
starts with the value 0 and is increased by 1 every time a new Echo Request
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message is sent. ping prints the sequence number of each returned packet, allow-
ing the user to see if packets are missing, reordered, or duplicated. Recall that IP
(and consequently ICMP) is a best-effort datagram delivery service, so any of these
three conditions can occur. ICMP does, however, include a data checksum not
provided by IP.

The ping program also typically includes a copy of the local time in the
optional data area of outgoing echo requests. This time, along with the rest of the
contents of the data area, is returned in an Echo Response message. The ping pro-
gram notes the current time when a response is received and subtracts the time
in the reply from the current time, giving an estimate of the RTT to reach the host
that was “pinged.” Because only the original sender’s notion of the current time is
used, this feature does not require any synchronization between the clocks at the
sender and receiver. A similar approach is used by the traceroute tool for its
RTT measurements.

Early versions of the ping program operated by sending an Echo Request
message once per second, printing each returning echo reply. Newer implementa-
tions, however, have increased the variability in output formats and behaviors.
On Windows, the default is to send four echo requests, one per second, print some
statistics, and exit; the -t option is required to allow the Windows ping applica-
tion to continue until stopped by the user. On Linux, the behavior is the traditional
one—the default is to run until interrupted by the user, sending an echo request
each second and printing any responses. Many other variants of ping have been
developed over the years, and there are several other standard options. With some
versions of the application, a large packet can be constructed to contain special
data patterns. This has been used to look for data-dependent errors in network
communications equipment.

In the following example, we send an ICMPv4 Echo Request to the subnet
broadcast address. This particular version of the ping application (Linux) requires
us to specify the -b flag to indicate that it is indeed our intention (and it gives us
a warning regarding this, because it can generate a substantial volume of network
traffic) to use the broadcast address:

Linux% ping -b 10.0.0.127
WARNING: pinging broadcast address
PING 10.0.0.127 (10.0.0.127) from 10.0.0.1 : 56(84) bytes of data.

64 bytes from 10.0.0.1: icmp_seg=0 ttl=255 time=1.290 msec

64 bytes from 10.0.0.6: icmp_seqg=0 ttl=64 time=1.853 msec (DUP!)
64 bytes from 10.0.0.47: icmp_seg=0 ttl=64 time=2.311 msec (DUP!)
64 bytes from 10.0.0.1: icmp_seg=1 ttl=255 time=382 usec

64 bytes from 10.0.0.6: icmp_seg=1 ttl=64 time=1.587 msec (DUP!)
64 bytes from 10.0.0.47: icmp_seg=1 ttl=64 time=2.406 msec (DUP!)
64 bytes from 10.0.0.1: icmp_seg=2 ttl=255 time=380 usec

64 bytes from 10.0.0.6: icmp_seg=2 ttl=64 time=1.573 msec (DUP!)
64 bytes from 10.0.0.47: icmp_seg=2 ttl=64 time=2.394 msec (DUP!)
64 bytes from 10.0.0.1: icmp_seg=3 ttl=255 time=389 usec

64 bytes from 10.0.0.6: icmp_seqg=3 ttl=64 time=1.583 msec (DUP!)
64 bytes from 10.0.0.47: icmp_seg=3 ttl=64 time=2.403 msec (DUP!)
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8.4.2

---10.0.0.127 ping statistics ---

4 packets transmitted, 4 packets received,

+8 duplicates, 0% packet loss

round-trip min/avg/max/mdev = 0.380/1.545/2.406/0.765 ms

Here, 4 outgoing Echo Request messages are sent and we see 12 responses.
This behavior is typical of using the broadcast address: all receiving nodes are
compelled to respond. We therefore see the sequence numbers 0, 1, 2, and 3, but
for each one we see 3 responses. The (DUP!) notation indicates that an Echo Reply
has been received containing a Sequence Number field identical to a previously
received one. Observe that the TTL values are different (255 and 64), suggesting
that different kinds of computers are responding.

Note that this procedure (sending echo requests to the IPv4 broadcast address)
can be used to quickly populate the local system’s ARP table (see Chapter 4).
Those systems responding to the Echo Request message form an Echo Reply mes-
sage directed at the sender of the request. When the reply is destined for a system
on the same subnet, an ARP request is issued looking for the link-layer address
of the originator of the request. In so doing, ARP is exchanged between every
responder and the request sender. This causes the sender of the Echo Request
message to learn the link-layer addresses of all the responders. In this example,
even if the local system had no link-layer address mappings for the addresses
10.0.0.1, 10.0.0.6, and 10.0.0.47, they would all be present in the ARP table
after the broadcast. Note that returning Echo Reply messages to requests sent to
the broadcast address is optional. By default, Linux systems return such replies
and Windows XP systems do not.

Router Discovery: Router Solicitation and Advertisement (ICMPv4 Types 9, 10)

In Chapter 6, we looked at how DHCP can be used for a host to acquire an IP
address and learn about the existence of nearby routers. An alternative option we
mentioned for learning about routers is called Router Discovery (RD). Although
specified for configuring both IPv4 and IPv6 hosts, it is not widely used with IPv4
because of widespread preference for DHCP. However, it is now specified for use
in conjunction with Mobile IP, so we provide a brief description. The IPv6 version
forms part of the IPv6 SLAAC function (see Chapter 6) and is logically part of
IPv6 ND. Therefore, we shall return to discussing it in the broader context of ND
in Section 8.5.

Router Discovery for IPv4 is accomplished using a pair of ICMPv4 informa-
tional messages [RFC1256]: Router Solicitation (RS, type 10) and Router Advertise-
ment (RA, type 9). The advertisements are sent by routers in two ways. First, they
are periodically multicast on the local network (using TTL = 1) to the All Hosts
multicast address (224.0.0.1), and they are also provided to hosts on demand that
ask for them using RS messages. RS messages are sent using multicast to the All
Routers multicast address (224.0.0.2). The primary purpose of Router Discovery
is for a host to learn about all the routers on its local subnetwork, so that it can
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choose a default route among them. It is also used to discover the presence of rout-
ers that are willing to act as Mobile IP home agents. See Chapter 9 for details on
local network multicast. Figure 8-17 shows the ICMPv4 RA message format, which
includes a list of the IPv4 addresses that can be used by a host as a default router.

0 15 16 31
A A
Type (9) Code (0) Checksum
Number of Address Entry s
Addresses Size Lifetime (seconds)
| |
} Router Address [1] }
T T
Basic | Preference Level [1] |
Router | |
Discovery | ! !
Message } Router Address [2] }
T T
| Preference Level [2] |
| |
! Router Address [N] - Router
L o Dlscovc_ary with
I I Mobile IP
} Preference Level [N] } Support and
\j Extensions
Type = 16 Length Sequence Number [RFC5944]
Registration Lifetime R|B|H|F|M|G|r|T|UlX| IRy

Care-of Address [1]

Care-of Address [2]

! Optional Extensions Ly

Figure 8-17 The ICMPv4 Router Advertisement message includes a list of IPv4 addresses of routers that can
be used as default next hops. The preference level lets network operators arrange for some order-
ing of preferences to be applied with respect to the list (higher is more preferred). Mobile IPv4
[RFC5944] augments RA messages with extensions in order to advertise MIPv4 mobility agents
and the prefix lengths of the advertised router addresses.

In Figure 8-17, the Number of Addresses field gives the number of router address
blocks in the message. Each block contains an IPv4 address and accompanying
preference level. The Address Entry Size field gives the number of 32-bit words per
block (two in this case). The Lifetime field gives the number of seconds for which
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the list of addresses should be considered valid. The preference level is a 32-bit
signed two’s-complement integer for which higher values indicate greater prefer-
ence. The default preference level is 0; the special value 0x80000000 indicates an
address that should not be used as a valid default router.

RA messages are also used by Mobile IP [RFC5944] for a node to locate a
mobility (i.e.,, home and/or foreign) agent. Figure 8-17 depicts a Router Advertise-
ment message including a Mobility Agent Advertisement extension. This exten-
sion follows the conventional RA information and includes a Type field with value
16 and a Length field giving the number of bytes in the extension area (not includ-
ing the Type and Length fields). Its value is equal to (6 + 4K), assuming that K care-
of addresses are included. The Sequence Number field gives the number of such
extensions produced by the agent since initialization. The registration gives the
maximum number of seconds during which the sending agent is willing to accept
MIPv4 registrations (OXFFFF indicates infinity). There are a number of Flags bit
fields with the following meanings: R (registration required for MIP services), B
(agent is too busy to accept new registrations), H (agent is willing to act as home
agent), F (agent is willing to act as foreign agent), M (the minimum encapsulation
format [RFC2004] is supported), G (the agent supports GRE tunnels for encapsu-
lated datagrams), r (reserved zero), T (reverse tunneling [RFC3024] is supported),
U (UDP tunneling [RFC3519] is supported), X (registration revocation [RFC3543]
is supported), and I (foreign agent supports regional registration [RFC4857]).

In addition to the Mobility Agent Advertisement extension, one other exten-
sion has been designed to help mobile nodes. The Prefix-Lengths extension may
follow a Mobility Agent Advertisement extension and indicates the prefix length
of each corresponding router address provided in the base router advertisement.
The format is shown in Figure 8-18.

0 15 16 31
Type (19) Length Prefix Length [1] | Prefix Length [2] FO"OVAVS M?b“ity
gen
Advertisement
Prefix Length [3] | - Prefix Length [N] Extension

Figure 8-18 The ICMPv4 optional RA Prefix-Lengths extension gives the number of significant prefix bits for
each of the N router addresses present in the basic Router Advertisement portion of the message.
This extension follows the Mobility Agent Advertisement extension, if present.

In Figure 8-18, the Length field is set equal to N, the Number of Addresses field
from the basic RA message. Each 8-bit Prefix Length field gives the number of bits
in the corresponding Router Address field (see Figure 8-17) in use on the local sub-
network. This extension can be used by a mobile node to help determine whether
it has moved from one network to another. Using algorithm 2 of [RFC5944], a
mobile node may cache the set of prefixes available on a particular link. A move
can be detected if the set of network prefixes has changed.
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8.4.3

Home Agent Address Discovery Request/Reply (ICMPv6 Types 144/145)

[REC6275] defines four ICMPv6 messages used in support of MIPv6. Two of the
ICMPv6 messages are used for dynamic home agent address discovery, and the
other two are used for renumbering and mobile configuration. The Home Agent
Address Discovery Request message is used by an MIPv6 node when visiting a
new network to dynamically discover a home agent (see Figure 8-19).

0 1516 31

Type (144) | Code (0) Checksum

8 bytes

Identifier Reserved (0)
\

Figure 8-19 The MIPv6 Home Agent Address Discovery Request message contains an identifier that
is returned in the response. It is sent to the Home Agents anycast address for the mobile
node’s home prefix.

The message is sent to the MIPv6 Home Agents anycast address for its home
prefix. The IPv6 source address is typically the care-of address—the address a
mobile node has acquired on the network it is currently visiting (see Chapter 5). A
Home Agent Address Discovery Response message (see Figure 8-20) is sent by a
node willing to act as a home agent for the given node and its home prefix.

0 1516 31
A
Type (145) | Code (0) Checksum
8 bytes
Identifier Reserved (0) I
Home Agent Address

Figure 8-20 The MIPv6 Home Agent Address Discovery Reply message contains the identifier from
the corresponding request and one or more addresses of a home agent willing to for-
ward packets for the mobile node.

The home agent address is provided directly to the mobile node’s unicast
address, which is most likely a care-of address. These messages are intended to
handle cases where a mobile node’s HA has changed while transitioning between
networks. After reestablishing an appropriate HA, the mobile may initiate MIPv6
binding updates (see Chapter 5).
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8.4.4

Mobile Prefix Solicitation/Advertisement (ICMPv6 Types 146/147)

The Mobile Prefix Solicitation message (see Figure 8-21) is used to solicit a routing
prefix update from an HA when a node’s home address is about to become invalid.
The mobile includes a Home Address option (IPv6 Destination Options; see Chap-
ter 5) and protects the solicitation using IPsec (see Chapter 18).

0 1516 31

Type (146) | Code (0) Checksum

8 bytes
Identifier Reserved (0)

A J

Figure 8-21 The MIPv6 Mobile Prefix Solicitation message is sent by a mobile node when away to
request a home agent to provide a mobile prefix advertisement.

The solicitation message includes a random value in the Identifier field, used
to match requests with replies. It is similar to a Router Solicitation message but is
sent to a mobile node’s HA instead of to the local subnetwork. In the advertise-
ment form of this message (see Figure 8-22), the encapsulating IPv6 datagram
must include a type 2 routing header (see Chapter 5). The Identifier field contains
a copy of the identifier provided in the solicitation message. The M (Managed
Address) field indicates that hosts should use stateful address configuration and
avoid autoconfiguration. The O (Other) field indicates that information other than
the address is provided by a stateful configuration method. The advertisement
then contains one or more Prefix Information options.

0 1516 31

Type (147) | Code (0) Checksum

8 bytes
Identifier MO|  Reserved (0)

Options (If Any)

Figure 8-22 The MIPv6 Mobile Prefix Advertisement message. The Identifier field matches the cor-
responding field in the solicitation. The M (Managed) flag indicates that the address is
provided by a stateful configuration mechanism. The O (Other) flag indicates that other
information beyond the address is supplied by stateful mechanisms.

The Mobile Prefix Advertisement message is designed to inform a traveling
mobile node that its home prefix has changed. This message is normally secured
using IPsec (see Chapter 18) in order to help a mobile node protect itself from
spoofed prefix advertisements. The Prefix Information option, which uses the
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8.4.5

8.4.6

format described in [RFC4861], contains the prefix(es) the mobile node should use
for configuring its home address(es).

Mobile IPv6 Fast Handover Messages (ICMPv6 Type 154)

A variant of MIPv6 defines fast handovers [RFC5568] for MIPv6 (called FMIPv6). It
specifies methods for improving the IP-layer handoff latency when a mobile node
moves from one network access point (AP) to another. This is accomplished by
predicting the routers and addressing information that will be used prior to the
handoff taking place. The protocol involves the discovery of so-called proxy rout-
ers, which behave like routers a mobile is likely to encounter after it is handed off
to a new network. There are corresponding ICMPv6 Proxy Router Solicitation and
Advertisement messages (called RtSolPr and PrRtAdyv, respectively). The basic for-
mat of the RtSolPr and PrRtAdv messages is given in Figure 8-23.

0 15 16 31
Type (154) Code Checksum
Subtype Reserved (0) Identifier
Options

Figure 8-23 The common ICMPv6 message type used for FMIPv6 messages. The Code and Subtype
fields give further information. Solicitation messages use code 0 and subtype 2 and may
include the sender’s link-layer address and the link-layer address of its preferred next
access point (if known) as options. Advertisements use codes 0-5 and subtype 3. The dif-
ferent code values indicate the presence of various options, whether the advertisement
was solicited, if the prefix or router information has changed, and the handling of DHCP.

A mobile node may have some information available regarding the addresses
or identifiers of APs it will use in the future (e.g., by “scanning” for 802.11 net-
works). A RtSolPr message uses code 0 and subtype 2 and must contain at least
one option, the New Access Point Link-Layer Address option. This is used to indi-
cate which AP the mobile is requesting information about. The RtSolPr message
may also contain a Link-Layer Address option identifying the source, if known.
These options use the IPv6 ND option format, so we shall defer discussion of them
until we look at ND in detail.

Multicast Listener Query/Report/Done (ICMPv6 Types 130/131/132)

Multicast Listener Discovery (MLD) [RFC2710][RFC3590] provides management of
multicast addresses on links using IPv6. It is similar to the IGMP protocol used by
IPv4, described in Chapter 9. That chapter deals with the operation of IGMP and the
use of this ICMPv6 message in detail; here we describe the message formats that
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constitute MLD (version 1), including the Multicast Listener Query, Report, and Done
messages. The basic format is given in Figure 8-24. These messages are sent with an
IPv6 Hop Limit field value of 1 and the Router Alert Hop-by-Hop IPv6 option.

0 15 16 31
Type Code (0) Checksum I
(130, 131, or 132)
Maximum Response Delay (ms) Reserved (0)

Common
MLD
Format

(24 bytes)

Multicast (Group) Address
(128 bits)

\)

Figure 8-24 ICMPv6 MLD version 1 messages are all of this form. Queries (type 130) are either
general or multicast-address-specific. General queries ask hosts to report which mul-
ticast addresses they have in use, and address-specific queries are used to determine
if a specific address is (still) in use. The maximum response time gives the maximum
number of milliseconds a host may delay sending a report in response to a query. The
destination multicast address is 0 for general queries and the multicast address in ques-
tion for specific reports. For Report (type 131) and Done messages (type 132), it includes
the address related to the report or what address is no longer of interest, respectively.

The main purpose of MLD is for multicast routers to learn the multicast
addresses used by the hosts on each link to which they are mutually attached.
MLDvV2 (described in the next section) extends this capability by allowing hosts
to specify particular hosts from which they wish to (or not to) receive traffic. Two
forms of MLD queries are sent by multicast routers: general queries and multi-
cast-address-specific queries. Generally, routers send the query messages and hosts
respond with reports, either in response to the queries, or unsolicited if a host’s
multicast address membership changes.

The Maximum Response Time field, nonzero only in queries, gives the maxi-
mum number of milliseconds a host may delay sending a report in response
to a query. Because the multicast router need only know that at least one host is
interested in traffic destined for a particular multicast address (because link-layer
multicast support allows the router to not have to replicate the message for each
destination), nodes may intentionally and randomly delay their reports, suppress-
ing them entirely if they notice that another neighbor has responded already.
This field provides an upper bound on how long this delay may be. The Multi-
cast Address field is 0 for general queries and the address for which the router is
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interested in reports otherwise. For MLD Report messages (type 131) and MLD
Done messages (type 132) it includes the address related to the report or what
address is no longer of interest, respectively.

8.4.7 Version 2 Multicast Listener Discovery (MLDv2) (ICMPv6 Type 143)

[RFC3810] defines extensions to the MLD facility described in [RFC2710]. In particu-
lar, it defines a way for a multicast listener to specify a desire to hear from only one
specific set of senders (or, alternatively, to exclude one specific set). It is therefore
useful in supporting source-specific multicast (SSM; see Chapter 9 and [RFC4604]
[RFC4607]). It is basically a translation of the IGMPv3 protocol used with IPv4 for use
with IPv6, which uses ICMPv6 for most multicast address management. Therefore,
we will describe the message format here, but the detailed operation of multicast
address dynamics is covered in Chapter 9. MLDv2 extends the MLD Query message
with additional information pertaining to specific sources (see Figure 8-25). The
first 24 bytes of the message are identical to the common MLD format.

The Maximum Response Code field specifies the maximum time allowed before
sending an MLD Response message. The value of this field is special and therefore
is interpreted slightly differently than in MLDv1: if it is less than 32,768, the maxi-
mum response delay is set equal to the value (in milliseconds) as in MLDv1. If the
value is equal to or greater than 32,769, the field encodes a floating-point number
using the format shown in Figure 8-26.

In this case, the maximum response delay is set equal to ((mant | 0x1000) <<
(exp + 3)) ms. The reason for this seemingly complex encoding strategy is to allow
small and large values of the response delay to be encoded in this field and retain
some compatibility with MLDv1. In particular, it allows for carefully adjusting the
leave latency and affecting the report burstiness (see Chapter 9).

The Multicast Address field is set to 0 for a general query. For a multicast-
address-specific query or multicast-address- and source-specific query it is set
to the multicast address being queried. The S field indicates whether router-side
processing should be suppressed. When set, it indicates to any receiving multicast
router that it must suppress the normal timer updates computed when hearing a
query. It does not indicate that querier election or normal “host-side” processing
should be suppressed if the router is itself a multicast listener.

The QRV (Querier Robustness Variable) field, if set, contains a value of no more
than 7. If the sender’s internal QRV value exceeds 7, this field is set to 0. Robustness
variables, described in Chapter 9, are used to fine-tune the rate of MLD updates
based on an expectation of packet loss on a subnetwork. The QQIC (Querier’s
Query Interval Code) field encodes the query interval and is shown in Figure 8-27.

The query interval, measured in seconds, is computed from the QQIC field as fol-
lows: if QQIC < 128, then QQI = QQIC; otherwise, QQI = ((mant | 0x10) << (exp + 3)).

The Number of Sources (N) field indicates the number of source addresses
present in the query. This field contains 0 for a general query or for a multicast-
address-specific query. It is nonzero for multicast-address- and source-specific
query messages.
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0 15 16 31

Type (130) Code (0) Checksum
Maximum Response Code Reserved (0)
Common
MLD
Format
Multicast (Group) (24 bytes)
Address (128 bits)
Resv (0) QRV . Number of Sources (N)
(4 bits) S (3 bits) QQIC (8 bits) (16 bits)

| |

| |

| |

| |

| |

| |

I I

: Source Address [1] :

I I

I I

I I

I I

I I

I I

L J—

Source Address [N]

:
|
|
|

Figure 8-25 The MLDv2 Query message format, which is compatible with the MLD version 1 mes-
sage common format. The major difference is the capability to limit or exclude specific
multicast sources from the host’s list of interests.

01 3456789ABCDEF

1

exp

mant

|«———16 bits——»|

Figure 8-26 Floating-point format used with MLDv2 Query messages when the Maximum Response Code
value is at least 32,768. In these cases, the delay is set to ((mant | 0x1000) << (exp + 3))ms.
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01 34567

1

exp | mant

<8 bits—»

Figure 8-27 The MLDvV2 Querier’s Query Interval Code encodes the interval between MLDv2 queries.
The (unencoded) version of this value is called the Querier’s Query Interval and is mea-
sured in seconds. The QQI is computed as follows: QQI = QQIC (if QQIC < 128) and QQI

= ((mant | 0x10) << (exp + 3)) otherwise.

The multicast address records used in the MLDv2 reports (see Figures 8-28
and 8-29) contain indicators of modifications to the source address filter being
used by an IPv6 node (s